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Abstract
Remote monitoring is an essential part of future mHealth systems for the delivery of
personal and pervasive healthcare, especially to allow the collection of personal bio-data
outside clinical environments. mHealth involves the use of mobile technologies including
sensors and smart phones with Internet connectivity to collect personal bio-data. Yet, by its
very nature, it presents considerable challenges: (1) it will be a highly distributed task, (2)
requiring collection of bio-data from a myriad of sources, (3) to be gathered at the clinical
site, (4) and via secure communication channels. To address these challenges, we propose
the use of an online social network (OSN) based on the quantified-self, i.e. the use of
wearable sensors to monitor, collect and distribute personal bio-data, as a key component
of a near-future remote health monitoring system.
Additionally, the use of a social media context allows existing social interactions within
the healthcare regime to be modeled within a carer network, working in harmony with, and
providing support for, existing relationships and interactions between patients and health-
care professionals. We focus on the use of an online social media platform (OSMP) to en-
able two primitive functions of quantified-self which we consider essential for mHealth,
and on which larger personal healthcare services could be built: remote health monitoring
of personal bio-data, and an alert system for asynchronous notifications. We analyse the
general requirements in a carer network for these two primitive functions, in terms of four
different viewpoints within the carer network: the patient, the doctor in charge, a profes-
sional carer, and a family member (or friend) of the patient.
We propose that a wellbeing remote monitoring scenario can act as a suitable proxy
for mHealth monitoring by the use of an OSN. To allow rapid design, experimentation
and evaluation of mHealth systems, we describe our experience of creating an mHealth
system based on a wellbeing scenario, exploiting the quantified-self approach of measure-
ment and monitoring. The use of wellbeing data in this manner is particularly valuable to
researchers and systems developers, as key development work can be completed within a
realistic scenario, but without risk to sensitive patient medical data. We discuss the suit-
ability of using wellbeing monitoring as a proxy for mHealth monitoring with OSMPs in
terms of functionality, performance and the key challenge in ensuring appropriate levels
of security and privacy. We find that OSMPs based on quantified-self offer great potential
for enabling personal and pervasive healthcare in an mHealth scenario.
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Chapter 1
Introduction
1.1 The use of an online social media platform
Significant infrastructure is required for mHealth, but current healthcare systems and ad-
ministration are severely overburdened, with limited resources and subject to cost con-
straints. The development of mHealth systems has been dogged by a combination of vari-
ous factors: high costs; low uptake after trials; use of costly, customised devices; and poor
usability of systems [148] [96] [26]. Previous mHealth projects focused on building private
and custom platforms using closed architectures, which have a high cost for implement-
ation, take a long time to develop, and may provide limited access and usability. This
results in many unsuccessful deployments, high cost implementation and poor utility of
the mHealth systems. To employ existing infrastructure which is public, open, easily ac-
cessible to users and developers, has low costs to enter the market, and is subject to ex-
isting standards (WWW standards), could yield great benefits. So, an online social media
platform (OSMP) has great potential to help ameliorate the problems faced by mHealth
implementation and deployment.
An OSMP would have user benefits also: patients and healthcare professionals can
be presented with familiar interfaces, while application developers can work with a set
of technologies that are widely used and well-known. Internet-based access also helps to
provide wide-ranging connectivity for mobile applications. We propose the use of existing
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infrastructure, i.e. open software and platform, to help reduce implementation cost as well
as enable quick application development for mHealth. Accordingly, this would increase
deployment ability for mHealth systems at low cost. Due to the sensitivity of health data,
previous mHealth projects have been focused on private and closed systems. The key chal-
lenge is therefore whether it is possible to exploit existing infrastructure while ensuring an
appropriate level of security and privacy.
1.2 Mobile health
mHealth is the use of mobile technologies such as wearable devices, smart phones, and
Internet connectivity in order to provide healthcare. For examples, users might wear body
sensors that communicate with smart phones to upload raw data collected from those
sensors, and then the smart phones may upload that data after transforming or filtering it
to other infrastructures to provide data to healthcare professionals. mHealth is considered
as a key enabling mechanism for future healthcare in order to potentially reduce cost in
the developed world and to help reach citizens in the developing world.
In order to test this new technology and at the same time avoid the complexity of
involving sensitive patient medical data, we propose that a wellbeing remote monitoring
scenario can act as a suitable proxy for mHealth monitoring by the use of an online social
network (OSN). We justify our position by discussing the parallelism between purpose-
driven wellbeing and mHealth scenarios. The similarity between these two scenarios in
terms of privacy and data sharing is discussed. By using such a proxy, some of the legal
and ethical complexity can be removed from experimentation on new technologies and
systems for mHealth. This enables technology researchers to carry out investigations and
focus on testing new technologies, system interactions as well as security and privacy in
healthcare in pre-clinical experiments, without loss of context. In this PhD study, we use a
quantified-self approach, i.e. the use of measurement devices and sensors, in a wellbeing
scenario, as a proxy for an mHealth study.
There is currently a lot of research on mHealth; nevertheless, our intention is to enable
an experiment on a system within a realistic environment, but without clinical constraints.
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Our purpose is not to build a real mHealth scenario, but to demonstrate how to build an
experiment for future mHealth using an online social network and quantified-self.
In summary, our key challenges are:
• Using existing components and an open system
• Allow rapid experimentation and evaluation without loss of context
• Maintain appropriate security and privacy
1.3 Thesis
We offer the following thesis:
It is feasible to use open and publicly accessible social media platforms based
on quantified-self for building a pervasive, private remote health monitoring
system.
At the outset, this statement presents some challenges. This is because previous studies
(as will be presented in Chapters 2 and 3) have been focused on private and closed systems
(not open and not public). So, it is not obvious that this statement could be true.
In order to address this statement, we have shown three research contributions:
1. Demonstrates that existing social relationships in OSN can enable communication
and collaboration between patients and healthcare professionals, i.e. supporting
natural social interactions and relationships that exist in a healthcare environment,
as well as allow the use of quantified-self for future remote monitoring [75] [76].
(Chapter 5)
2. Shows that the features and functionality available in an existing OSMP and quantified-
self can enable the implementation of two primitive functions of a remote monitoring
application (RMA), i.e. remote monitoring and alert functions [74] [76]. (Chapter 6)
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3. Identifies privacy requirements and levels of access control considered important in
quantified-self for future remote monitoring. Our example study was on the invest-
igation of privacy and information sharing in a trusted environment of a quantified-
self using OSMP [77] [78]. (Chapter 7)
Accordingly, we try to answer the following questions:
Q1 Can remote monitoring be enabled using an online social network and quantified-self?
By exploiting the social structure and interaction provided in an online social network, the
self-measurement data by means of quantified-self can be accessed for the use of remote
monitoring. We propose the concept of a carer network; a social network composed of the
actors who are stakeholders with specific roles normally found in typical healthcare scen-
arios. That is the carer network models existing relationships and interactions between
patients and healthcare professionals including both informal and formal caregivers, to
enable access to the measurement data, as well as to improve interaction between patients
and healthcare professionals and the overall quality of healthcare. We assess the useful-
ness of a social interaction in an OSMP based on quantified-self to enable collaboration
between people in a carer network as well as to allow the use of quantifed self for remote
monitoring.
Q2 How can we enable primitive functions of remote monitoring application (RMA) using
quantified-self and OSMP functionalities?
We focus on the implementation of two key primitive functions: remote monitoring of
personal bio-data and generation of asynchronous alerts, i.e. basic functions that would
be used as building blocks to create higher-level, full mHealth services. We assess the
utility of OSMPs for implementing these two primitive functions.
Q3 How can we ensure the appropriate level of privacy and level of access control for
users in RMA?
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We exploit the benefit of open and public online social media platforms which are already
widely used and are familiar to people in healthcare environments in order to make the
future remote monitoring platform usable, deployable and scalable at reduced cost. One
key challenge in using such a public and open platform is how to ensure an appropriate
level of security and privacy for users. We focus on the investigation of privacy and in-
formation sharing in quantified-self based on an open-source OSMP, and examine whether
this would be different from a clinical setting environment.
1.4 Goals and approach
This dissertation demonstrates that the use of an open-source OSMP platform based on
quantified-self would allow remote health monitoring. This would enable flexible applic-
ation development and modifications, reduce the costs of systems, allow fine-grained con-
trol of security and privacy, and allow rapid experimentation and evaluation for a future
mHealth system. The aim is to answer the questions listed above.
Initially, to examine Q1 and Q2, the suitability of an existing system is examined. We
use Facebook as an example platform to assess the utility of OSMPs for implementing a
carer network as well as two primitive RMA functions. The example application is ana-
lysed in terms of its usability, performance, security and privacy.
To further investigate Q3 as well as to ascertain the concepts examined in Q1 and Q2,
we present a user study using the popular Fitbit device [43] for monitoring personal well-
being data, an open-source OSMP Diaspora [36] and a simple Android/iPhone remote no-
tification application. Our user study demonstrates remote monitoring, asynchronous user
interaction, the implementation of multiple actors in a healthcare regime (i.e. a systematic
plan designed to improve and maintain the health of a patient), and the implementation
of appropriate security and privacy mechanisms.
37
1.5 Dissertation outline
Chapters 2 and 3 provide an overview of the related literature and the current state of the
art in the area.
• Chapter 2 provides context and background to the thesis. We describe previous work
justifying the need for eHealth/mHealth and remote health monitoring. The general
architecture, common properties and design requirements and examples of existing
remote monitoring systems are introduced. We also describe the main scenario con-
sidered in this thesis and the scope of our study.
• Chapter 3 discusses existing research and technologies that are relevant to this thesis
so that we see how this thesis addresses an unanswered problem. We review rel-
evant work and issues in mHealth and remote health monitoring including the use
of online social media in healthcare. This chapter also highlights the requirements
and challenges in development and implementation of mHealth projects. We also
introduce the quantified-self approach as a key enabler for mHealth and the use of
wellbeing as a proxy experiment for an mHealth study.
Chapters 4, 5, 6 and 7 document the analysis and work performed to answer the re-
search questions Q1, Q2 and Q3.
• Chapter 4 describes our user study, i.e. an experiment using a wellbeing monitoring
scenario as a proxy of an mHealth monitoring scenario. The quantified-self approach
of measurement and monitoring is exploited to allow rapid design, experimentation
and evaluation of mHealth systems. The experiment outline, design and methodo-
logy as well as experiences of conducting the experiment are explained. We conclude
the chapter with some general results and observations obtained from the user study.
• Chapter 5 introduces the new concept of a carer network based on the relationships
in an existing healthcare regime. We demonstrate the social interaction in a carer
network as well as identify different viewpoints for actors in terms of visibility and
control of data. We define the architecture of our RMA system using OSMP based on
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quantified-self to enable the carer network, i.e. using off-the-shelf equipment, open-
source web-based software (with our own modifications), and exploiting the increas-
ing ownership of smartphones. The analogy between two purpose-driven scenarios,
i.e. fitness monitoring in a wellbeing scenario and remote monitoring in mHealth, is
discussed in terms of a practical example. Finally, we conclude the chapter by eval-
uating the usefulness of a carer network for quantified-self by means of a qualitative
user study, as well as discuss the efficacy of the quantified-self approach used as a
proxy for an mHealth system for remote monitoring.
• Chapter 6 shows the implementation of two key primitive functions, i.e. remote
monitoring and remote alerts. We demonstrate how software is set up using a simple
web-based interface to meet the design and requirements of our RMA, as well as
the use of a mashup approach to enable fast application development and integra-
tion. We assess the suitability of OSMPs, using Facebook as an example platform, in
support of implementation of RMA functions both quantitatively and qualitatively.
We show an RMA implementation using a wellbeing device - Fitbit - and an open-
source OSMP - Diaspora - and demonstrate how quantified-self using OSMP can
be exploited in practice. We conclude the chapter by assessing the utility of remote
monitoring and remote alerts for RMA by means of a user study.
• Chapter 7 surveys and discusses suitability of OSMPs in terms of functionality and
the key challenge in ensuring appropriate levels of security and privacy. We examine
security and privacy requirements from regulations and laws related to mHealth and
our RMA, and analyse whether each requirement can be met by exploiting the open-
source OSMP to allow fine-grained control of security & privacy. Based on a user
study, we investigate users’ requirements and privacy concerns on data sharing as
well as to ensure that the level of privacy and level of access control provided by an
OSMP based on quantified-self is appropriate.
Finally Chapter 8 concludes with a summary of the work done and highlights the novel
contributions of this research, as well as discussing the potential future research that can
stem from this work.
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Chapter 2
Development of mobile health
systems
2.1 The growing need for mobile health systems
Advances in mobile technologies and the growing ownership of personal mobile phones
have the potential to enable improved healthcare around the world. Figures for 2015 from
the International Telecommunications Union (ITU)1 [67] estimate that the number of mo-
bile subscriptions are more than 7 billion by the end of 2015, with penetration rates of 97%
overall. In terms of devices, up to January 2015, the worldwide smartphone market in 2014
shows a 27.6% growth over 2013, with smartphone shipments of 1,301.1 million units in
total2.
mHealth – the use of mobile technologies and services for healthcare – enables per-
vasive and personal healthcare services (as explained in Section 2.1.2), as part of a larger
eHealth strategy [144]. mHealth is gaining interest from governments, companies and
non-profit organisations to develop and implement applications to improve healthcare
worldwide, at the same time as reducing healthcare costs. mHealth is of interest to de-
1http://www.itu.int ‘the United Nations specialized agency for information and communication techno-
logies’
2IDC Worldwide Quarterly Mobile Phone Tracker, Press Release, 29 Jan 2015,
http://www.idc.com/getdoc.jsp?containerId=prUS25407215
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veloped regions of the world in order to reduce healthcare costs, and it is of interest to
developing regions of the world in order to enable healthcare to reach its citizens, espe-
cially in remote areas.
In 2009, the United Nations (UN) Foundation established the mHealth Alliance3 spe-
cifically to promote the worldwide use of mobile technologies for healthcare [30] [73].
2.1.1 Mobile health and patient generated data
An essential part of the mHealth ecosystem is the collection of patient-generated, biolo-
gical data (bio-data), e.g. heart rate, blood-pressure and other vital signs. This is due partly
to the shifting policies in healthcare from late-stage treatments to prevention and early de-
tection, but also a desire to enable routine monitoring for diagnosis, or treatment of chronic
conditions. This latter issue is also important globally: the healthcare needs of the global
population are changing, as improved healthcare regimes drive a shift of resources from
dealing with communicable diseases towards management of chronic illnesses, as a result
of an ageing population [59].
Advances in healthcare, medicine and technology assist people to live longer. How-
ever, longer lifespans mean that we have to deal with more chronic illnesses and dis-
eases and for longer, contributing to increasing healthcare costs. So, the ageing population
also leads to an increasing interest in assisted living technologies for the elderly based on
pervasive computing [82], coupled with approaches such as observations of daily living
(ODL) in support of personal healthcare. The UN estimates that 12% of the world popu-
lation was over 60 years of age in 2012, and by 2050 that figure will be 22% [55]. Caused
by a growing concern worldwide in the context of an ageing population and an increas-
ing healthcare burden, the European Commission has invested in an EU funding program
focusing on personalising health and care [40]. The use of assisted living systems and re-
mote health monitoring can help to control the increasing burden on healthcare systems
by making more efficient use of resources and reducing healthcare costs.
However, as well as an ageing population, the number of citizens is increasing world-
3http://www.mhealthalliance.org
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wide, and developing regions wish to extend the reach of healthcare services to all citizens,
including in remote and/or rural areas [30]. This further compounds the healthcare bur-
den specifically in those regions of the world [89].
2.1.2 Towards personal, pervasive healthcare
Some of the routine services and checking processes related to the collection of patient bio-
data, which conventionally are conducted at clinical sites, can be delegated to individual
remote monitoring systems outside the clinical environment. This would reduce health-
care costs, improve patient care and improve a patient’s quality of life. We focus on two
key primitive functions, i.e. building blocks to create higher-level, full mHealth services:
remote monitoring and alert systems.
From a clinical point of view, the use of remote monitoring may in some cases yield
better quality bio-data than the ‘snapshot’ monitoring that takes place within a clinical
site. Remote monitoring could enable a longer timescale and a finer granularity of bio-
data monitoring [87]. For example, as mHealth devices can collect data continuously over
extended periods of time, it is possible to record bio-data continuously or intermittently
during the activities of daily life on relatively long intervals, rather than a one minute re-
cording taken in the clinic. Also, from a patient’s point of view, they need not to spend time
travelling to the clinical site. Furthermore, remote health monitoring could help to avoid
a false or perturbed reading of bio-data (and so incorrect or delayed diagnosis) caused by
‘white-coat syndrome’ during a visit to a clinical site [115]. There is much evidence that
monitoring patients at home for chronic conditions dramatically improves survival rates
and healthcare outcomes [30] [18].
As well as collecting bio-data, the use of an alert system, can enable key interaction
between patients and healthcare professionals in order to manage the healthcare regime
when remote health monitoring is in use. Asynchronous notifications could be used to
notify a healthcare professional of significant events related to the patient, e.g. a heart rate
reading shows a potential medical problem with the patient, or a need to adjust the health-
care regime, e.g. heart rate monitoring intervals should be increased. Studies show that
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such interactions involving patients and healthcare professionals result in a more mean-
ingful engagement in a diverse range of healthcare systems, and, in turn, a more successful
healthcare regime. Two diverse examples are: alerts to pregnant mothers in Rwanda [104];
and alerts to healthcare professionals caring for the elderly in Ireland [126]. Other possib-
ilities for future work are discussed in Section 8.4.
2.2 Scenario and contribution
We place in context our examination of the use of OSMPs for supporting mHealth. We
show that a key enabler for mHealth is the development and evaluation of suitable applic-
ations to show the efficacy of mHealth.
Figure 2.1: A typical structure of remote monitoring systems. Existing networks con-
nectivity between hospitals and remote monitoring units, while mobile health applications
provide a portal to access the collected bio-data with appropriate viewpoints to different
users. The dashed (red) outline shows the scope of our thesis.
Figure 2.1 shows a structure of remote monitoring systems. Personal bio-data is collec-
ted from a patient, sent to a server located at a healthcare provider, e.g. hospital, and may
need to be accessed by several actors who are remote. The dashed (red) outline indicates
the system components where we focus on leveraging the existing infrastructure to reduce
cost and enable pervasive monitoring, i.e. the use of an OSMP and open software for a
remote monitoring application and Internet connectivity for network infrastructure.
To progress our discussion, we chose an example scenario of care for the elderly at
home, a growing concern worldwide in the context of an ‘ageing population’. While our
specific scenario, described below, will consider the remote monitoring of an elderly pa-
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tient, remote monitoring capability would have applications for many other scenarios,
such as care for patients in rural areas, care for patients with acute conditions which re-
quire regular monitoring (e.g. recovery after surgery), as well as care for patients with
chronic conditions (e.g. monitoring blood-sugar levels in patients with diabetes). Such
monitoring may also help with diagnosis of conditions, not just care of patients.
Figure 2.2: A remote monitoring application using an online social network to form a carer-
network. We do not consider the Personal Health Record (PHR), i.e the system concerning
the management of individual medical health records. We consider only the specific re-
mote monitoring of an elderly patient, and how to access the monitored bio-data for pa-
tients, doctors, professional carers and family members using an online social network.
OSMP enables communication and colloboration in a carer-network as well as provides a
portal to access the collected bio-data and to generage a message alert for an emergency
situation.
Figure 2.2 shows the remote monitoring of an elderly patient. We do not consider integ-
ration with a Personal Health Record (PHR): our focus is on acquiring health information
from patients for clinical care rather than for managing a patient’s health record data. Per-
sonal bio-data is collected from a patient, sent to a server and may need to be accessed
by several actors who are remote. Our previous investigation [120] has shown that the
use of a smartphone as a sensor gateway, to collect bio-data and connect to the Internet
for remote health monitoring, is feasible. The dashed (red) outline indicates our use of an
OSMP as a portal to access the collected bio-data within our scenario.
We assess the utility of OSMPs for implementing two primitive functions:
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1. Remote monitoring of personal bio-data [75].
2. Generation of asynchronous alerts [74].
By primitive functions we mean basic functions that would be used as building blocks,
along with other data and other functions, in order to build a full RMA, fit for a specific
use.
It is to be noted that there are many engineering issues likely to be different in different
implementations with different technologies. However, this chapter discusses architecture
- the functional components that would exist in any engineering instance.
2.3 Remote monitoring systems
In this section, we introduce a general architecture for remote monitoring systems and
review common properties and design requirement as well as examples of remote monit-
oring systems.
2.3.1 Technical architecture
Figure 2.3 shows our view of the technical architecture of typical remote health monitoring
systems. The flow of the bio-data occurs as follows:
Bio-data capture
The capture of bio-data is through the use of sensors (for measurement and sensing of pa-
tient bio-data) and smartphones (for collection of raw bio-data, temporary storage and re-
laying of bio-data). A patient carries a personal mobile node (MN - such as a smartphone)
which collects health-related information from portable sensor devices. The sensor nodes
(SNs) are attached to the patient’s body, e.g. a wireless body area network (WBAN) [25].
Using current wireless capability and computing power, a smartphone can act as an inter-
face to sensors, and as a communication gateway, collecting bio-data and supplementary
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Figure 2.3: An overview of a technical architecture for health monitoring systems show-
ing the flow of bio-data from being sensed and collected at the patient, being stored and
processed at the server, to being accessed and visualised to actors in a carer network.
data, and using Internet connectivity to send the data to where it is needed by healthcare
professionals, e.g. to a Personal Health Record (PHR). A smartphone can communicate
with sensors using common interfaces like Bluetooth, or near-field communication (NFC).
The sensed patient bio-data (e.g. heart rate, blood pressure, glucose level, temperature,
accelerator or location, etc.) are collected according to a medical healthcare regime con-
figured as part of the wider remote monitoring system.
Bio-data store
The collected bio-data is in the raw form, i.e. the form generated by sensor devices inter-
faces, and needs to be transformed – ‘cooked’ (’processed’), i.e. transformed to a format
appropriate for storage in a database. This may include appropriate security and privacy
transformations being applied to the data.
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Bio-data processing
The stored bio-data needs to be processed before it can be used. This may include a filtering
process, e.g. remove noisy measurements or those data outside the date/time of interest.
There may also be summarisation mechanisms applied on the filtered data, e.g. calculation
of statistical algorithms. For example, vital signs might be measured every 10 seconds, but
only the average value over a minute is required.
Bio-data access
Privacy and security policies describe the set of rules and access control policies for the bio-
data and the system overall. Each actor has a different requirement and needs to access
only the part of the data required, e.g. patients might not need to see all collected data in
detail, but a doctor would need maximum detail. Then, privacy and security enforcement
is a set of code libraries or functions applying and checking that security and privacy policy
has been implemented, including dealing with the interaction and access control rules and
the various actors that need to use the data.
Bio-data visualisation
Bio-data visualisation provides a user interface that is appropriate to an actor. It consists
of actor information (like user identity), a control panel (to configure the application) and
visualisation widgets (like meters or graphs helping users to interpret monitored bio-data).
2.3.2 Common properties and design requirements
As stated in a range of studies over many years – 2007 [18], 2011 [20] and 2012 [13] – some
important common considerations should be applied to the design and implementation of
remote monitoring systems.
Usability: This is considered as the most important requirement – the devices and ap-
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plications must be easy for patients to use with minimal maintenance and minimal power
consumption. Unlike a PC, portable devices like smartphones have a smaller internal stor-
age capacity and processing power as well as a smaller screen size which requires applic-
ations to run in a reduced format. The design must therefore have the end user in mind.
For example, if users are elderly and not familiar with technology, interfaces for data col-
lection and access must be simple and clear, e.g. large touch screen with few, well-marked
controls to help with poor eyesight.
Interoperabiliy: The application should be interoperable across devices and time. This
means the system is able to connect and exchange information seamlessly with different
sensor devices as well as with different health record systems or medical service pro-
viders. In order to achieve interoperability, a standard schema and protocol for data ex-
change is therefore needed. Mobile nodes could then transform the received data to a
common format to support multiple types of data. To overcome the barriers of integra-
tion in mHealth systems, there is a clear need for agreement of a common information
architecture and data exchange standards.
Scalability: The application must be scalable to support not only large numbers of
users (patients and care providers) but also large numbers of devices.
Reliability: Reliability is important for data availability and preventing loss of data
due to network failures or poor connectivity. To enable system reliability as a whole, the
collection and storage of patient data could be enhanced by additional functions imple-
mented at mobile nodes, e.g. caching data for later transmission or retransmission. Ac-
cordingly, the resource limitation at mobile nodes must be balanced against data latency
and risk of data loss.
Portability: One key factor to enable ubiquitous and seamless health monitoring is
portability of applications. It is challenging for mobile application developers to select
which platforms to support. Particularly, it is preferable that the applications can run
on multiple platforms. For example, users can access the application using either their
mobile phones, PDAs, personal computers or any other mobile devices, receiving an ap-
propriately transformed view that is suitable for the device being used. Modern WWW
standards make this possible today with responsive web design [48].
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2.3.3 Examples of existing remote health monitoring systems
We review examples of some existing remote monitoring systems. The systems features
will be analysed and compared. Table 2.1 shows the comparison of attributes we consider
important in remote monitoring systems between several remote monitoring systems se-
lected. We concentrate on four remote monitoring systems below. More details on other
remote monitoring systems can be found in [71].
eCAALYX [20] [123] was an EU-funded project to develop a remote monitoring system
for elderly patients with multiple chronic conditions. The system used a smartphone as
an interface to collect data from patient-wearable health sensors and connect to the remote
server over the Internet. Healthcare professionals who were in charge of the remote mon-
itoring and healthcare of the elderly patient accessed the remote server via the Internet.
Personal Care Connect (PCC) [18] proposed a remote monitoring solution for home
monitoring of patients with chronic diseases. Unlike most remote monitoring systems,
PCC was a standards-based open platform (with an open API). This means the system
could integrate with any sensor devices and any remote applications. Unlike other third
party solutions, PCC had an open and extensible architecture.
Alarm-net [147] was an assisted-living system to monitor environmental and physiolo-
gical data of people in residences. The system had privacy policies which would be checked
and enforced for each authorised user. This privacy configuration rule was dynamic and
could be changed on the fly based on the data-context.
Alert portable telemedical monitor (AMON) [10] was a remote monitoring system
which encapsulated various sensors into one wrist-worn device that was connected to a
telemedicine center via GSM network. The communication was designed to support three
types of communication, i.e. SMS, virtual circuit switching and IP Internet-based channels.
From Table 2.1, we can see that alert provision and autonomy of operation are two
key attributes required in remote monitoring systems: the system must be autonomous
and seamless in raising alerts. For data collection, the use of smartphones for active pa-
tients is preferred over the use of proprietary or custom devices. Using portable, generic
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and easily-available devices would reduce cost and increase accessibility. To enable ubi-
quitous and seamless monitoring, communication over an IP network and the Internet is
also highly desirable. However, to employ an additional communication channel which
is already included in the core functionality of mobile phones, such as short message ser-
vice (SMS) as an optional means to enhance reliability is also advantageous. This means
SMS can be used as an alternative communication channel when more modern (3G/4G)
connectivity is not available. Furthermore, the application platform used for data access
should be accessible across different devices, e.g. it is possible to access the patient data
via a handheld device such as a smartphone, or via a personal computer (PC). So, an
open platform with open APIs and SDKs would enable interoperability and extensibility,
i.e. the application can work with any devices and medical systems. Last but not least,
it is vital to have control over security and privacy for the patient. Surprisingly, security
and privacy features appear to have varying levels of priority. Particularly, the levels of
control for security and privacy configuration and manageability of privacy policies var-
ies greatly. From Table 2.1, eCAALYX, PCC, and AMON had existing security and privacy
mechansisms. However, they were not user-configurable, and the configuration was fixed.
Users in Alarm-net could configure their own privacy rules. Nevertheless, the privacy
policies were still controlled by the system administrators.
Unlike research projects as listed above, real-world implementations of mHealth pilot
studies, as examined in a 2009 study [30], still lacked many of the attributes mentioned
above. Many other example projects, such as Cell-life [122], CADA [44], Curioso et al
[31], Fleishman et al [45] and Medinet [100] did not support autonomous operation or
ubiquitous monitoring.
Most of the existing remote monitoring systems have been based on private and closed
architectures, which provide limited connectivity and usablity, do not support ubiquitous
or pervasive monitoring, and do not have good security and privacy features. In fact,
the existing remote monitoring systems do suffer from security and privacy problems.
Nevertheless, the problems have been ignored in the design and implementation, as being
of secondary priority to the main functional requirements.
51
Chapter 3
Mobile health systems today
In this chapter, we will review the main areas of development in mHealth related to
our particular focus on using an OSMP based on quantified-self in pervasive monitor-
ing: sensors (for generating patient bio-data); smartphones (for collection, temporary stor-
age and relaying of bio-data, as well as receiving feedback from healthcare professionals);
mobile technologies (data communication for providing ubiquitous connectivity); the use
of OSMP in healthcare (as a platform for implementing our carer network) along with
some issues in pervasive health and wellbeing monitoring; requirements and challenges
in mHealth systems; and the self-monitoring – maintaining the quantified-self – approach.
3.1 Components of mobile health systems
mHealth involves the use of mobile technologies to support medical and health practices,
as part of a wider eHealth strategy, as promoted by the World Health Organisation (WHO)
and the ITU [144]. mHealth technologies include personal mobile devices (such as mobile
phones and smartphones) as well as utilising core mobile technologies for ubiquitous con-
nectivity (such as voice, SMS, GPRS, 3G and 4G systems) and other wireless and mobile
functionalities (such as GPS, Bluetooth and mobile phone applications). mHealth applic-
ations, such as remote health monitoring, play an important role in improving access to
health information, resources and clinical care.
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3.1.1 Sensors
Mature sensing technologies for mHealth are available, and sensor devices are available at
low cost. This enables such technologies to be accessible throughout the world for mobile
patient monitoring applications. Different kinds of sensors can be used for health monit-
oring, e.g. portable [93], wearable [109], environmental [137] or implantable [60] sensors.
Portable sensor devices measuring vital signs like heart rate, blood pressure, blood
glucose, and blood oxygen pulse are widely available. Some examples are: sport-watch
heart rate monitors [133] [116] [51]; Omron’s healthcare devices with embedded Bluetooth
[107]; Philips’ telehealth sensor devices [114]; and Fitbit using accelerometers to estimate a
user’s calories burned, steps taken, distance travelled, and sleep quality [43].
For a correct diagnosis of some conditions, sensors measuring movement or room tem-
perature (supplementary data) may also be necessary to identify patients’ activities and
environment.
3.1.2 Use of smartphones
A traditional clinical IT system may in many cases be based on the use of private com-
munication networks and specialised equipment. In remote monitoring, mobile devices
such as commercial off-the-shelf smartphones can be utilised for ease of use and for redu-
cing costs. Smart phones today can provide interfaces to sensor devices as well as useful
functionality to support remote health monitoring. As smartphones become cheaper and
widely used for personal daily life, this makes remote monitoring based on the use of
smartphones a more technically feasible and practical proposition. If deploying an ap-
plication to a smartphone can reduce the need for patients to visit clinical sites, there is the
potential to make more efficient usage of healthcare resources, especially human resources,
while at the same time improving healthcare practice and the patients’ quality of life.
A smartphone can be used to support mHealth remote monitoring in several ways.
Data collection: Modern smartphones are integrated with sensors, or can communic-
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ate with external sensors (e.g. using Bluetooth), and can easily access wireless networks
where available. Many of the current smartphones come with a set of built-in sensors
such as accelerometers, ambient light sensors, compasses, and pressure sensors, which
can provide supplementary information to patient-generated bio-data. In monitoring sys-
tems, such as those described by Dinge et al [37] and Ayubi et al [14], a smartphone is
used as a pedometer for monitoring physical activity by combining motion and direction
information from built-in accelerometer and gyroscope sensors.
Interface to sensors: Using current wireless capability and computing power, a smart-
phone can act as an interface to sensors, or act as a communication gateway, collecting bio-
data and supplementary data, and using Internet connectivity to send the data to where
it is needed by healthcare professionals, e.g. to a PHR. A smartphone can communicate
with sensors using common interfaces like Bluetooth. Based on its computing power, the
collected data can be pre-processed (e.g. collated, filtered, summarised and aggregated),
at a smartphone before transmission.
Communication technologies: Ubiquitous and seamless communication are import-
ant for remote monitoring to enable remote monitoring to be practical and reliable, and to
allow time transmission of bio-data and alerts. However, so far, there is no single mobile or
wireless technology which can provide pervasive communication coverage. For example,
3G / 4G systems are not available globally, and even where they are available, there may
be limited coverage, e.g. within an office building. Meanwhile, wireless local area network
(WLAN, aka WiFi) technology is widely available in many office and home environments,
but is not designed to provide coverage outside. Therefore, a mix of technologies which
work across different mobile networks (2G/3G/4G/WLAN) is required, as provided by
modern smartphones. Using the Internet Protocol (IP) allows connectivity across all such
technologies [21], since IP is the only technology that provides general interworking by
design, by working over the lower-level network technologies.
Exploiting existing network infrastructure allows the monitoring system (sensors) to
communicate via existing equipment (e.g a smartphone) using Internet connectivity via
different mobile and wireless networks (2G/3G/4G/WLAN) [120]. However, the use of
smartphones in mobile health monitoring systems are still sometimes limited to private
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networks or designed to work over only specific wireless technologies which cannot sup-
port pervasive and ubiquitous communication, e.g. GSM/GPRS for remote monitoring
and SMS for sending alerts [102] [92] [85].
This thesis proposes the use of Internet connectivity as a network infrastructure to
support pervasive and seamless monitoring: Internet Protocol (IP) would provide wide-
ranging connectivity.
Mobile health applications: mHealth applications can also be used as a monitoring
platform to access bio-data or as an interface to users (patients and doctors), i.e. as a portal
to access health information [20] or to monitor users own health-related behaviour [131].
One challenge in mobile applications development is that several implementations may
be required to support different commercial platforms natively, and such applications may
not be easily portable across platforms, e.g. Android (Google), Blackberry OS (RIM), iOS
(Apple), and WindowsPhone (Microsoft).
So, an open platform with open APIs and SDKs would also enable interoperability and
extensibility, i.e. the application could work with a wide range of devices and medical
systems. However, according to Jurik et al [71], most of the existing remote monitoring
systems have been based on private and closed architectures, e.g. eCAALYX [20] [123],
Personal Care Connect (PCC) [18], Alarm-net [147] and Alert portable telemedical monitor
(AMON) [10].
3.2 Online social media platforms and healthcare
The main issues of using social media in healthcare are privacy concerns [8] [79] [11]. Due
to the sensitivity of health data and related legal regulations, the use of public OSN systems
for private healthcare systems might appear to be infeasible. Accordingly, implementation
and development in healthcare have been focusing on building private and closed systems
which are expensive and cannot be used easily by people.
There is much evidence showing benefits in using online social media to reduce cost
and improve quality of healthcare, e.g. providing social support and collaboration in
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healthcare [15], supporting new ways of interaction and better communication [61] and
improving the relationship between patients and healthcare providers [19] [141]. Studies
show the increasing popularity of OSMPs extended to the healthcare domain [139] [19]
[27] [140].
However, due to privacy concerns, the use of OSNs has been limited to specific aspects
of healthcare, e.g. Patientslikeme [110] is a dedicated platform for patients to share ex-
periences, health interests and concerns; Doximity [38], QuantiaMD [118], SharePractice
[129], Figure1 [41] and Sermo [128] provide similar facilities for doctors to suppport and
collaborate between healthcare professionals; and HelloHealth [65] is a private platform
for maintaining Electronic Health Record (EHR) data. The use of an OSN enables better
collaboration and communication for patients and healthcare professionals in a health-
care network, as well as improving healthcare efficiency. These technologies re-focus the
patient-physician relationship [16] to patient-centric while enabling better collaboration
and communication between patients, caregivers and physicians.
In addition, social networking and online communities can help provide motivation.
As a result, many existing health applications try to imitate the concept of an online so-
cial network by creating a community feeling, i.e. sharing and competing with friends
and family, having friends or groups and having forums for social communication. An
example is a fitness application developed in [91] which has socialisation features for shar-
ing, competing and collaborating with friends. Also, mobile applications like [112] build
a health social network to send and receive health tips and encouragement as well as act-
ing as an interface to accumulate health and fitness activities from various fitness device,
e.g. Fitbit, into one interface. There has also been an increased interest in closed-loop
healthcare which enables patients to receive feedback to improve their healthcare, e.g. ap-
plications in [29] and [83] provide feedback of users’ current wellbeing states to promote
awareness and improve health levels.
According to the report from the Pew Research Center [113], the use of social media
continues to grow among all age groups of patients including an elderly. The study by
Scanfeld et al [127] showed that people are willing to share their health-related informa-
tion online, under certain conditions. This results in an increasing number of social net-
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working communities targeted towards health and wellbeing. The work in [6] integrated
social media such as Facebook, Twitter, and Youtube with healthcare information systems,
as an input for decision support. Similarly, the study in [95] employed social network
technologies for decision making to encourage colloboration among health professionals.
The investigation by Norval et al [106] suggested the use of an established online so-
cial network, like Facebook, as a framework for telecare, i.e. for communication to help
carers stay in touch with patients and provide support when needed. Based on the cur-
rent advances in technologies, e.g. the accessibility of the Internet, the availability of smart
devices and the popularity of existing social networks, the use of social media as a platform
for healthcare in some form is already gaining interest.
The work by Griffin et al [56] proposed the integration of paradigms in social networks
into healthcare, i.e. information sharing, monitoring and message alerts. However, only
the adoption of the architecture adapted from social networking technologies was pro-
posed, rather than the use of an OSMP. A social network model for health monitoring was
proposed by Detmar et al [35], but it did not consider mobile devices, even though it did
enable patients to control access to their data. Based on a similar model, work by Ding
et al [37] and Ayubi et al [14] employed a monitoring unit, a smartphone and the Face-
book platform for monitoring of physical activities: a Facebook account and its security
and confidentiality settings were used for authentication of users. Overall, Facebook was
proposed as a platform for self-monitoring, sharing and goal setting, but not for remote
monitoring and clinical use as we consider in our work.
The work by Fox et al [47] proposed an interface to a PHR platform using a mashup
approach, based on online social network technologies. The patients could add people
to create their own carer networks and specified which health data record each member
could have access to. Moreover, when data values crossed pre-defined thresholds, the
system would create alerts sent to relevant social network members to alert them to excep-
tional conditions and to take appropriate action, e.g. to send help. Although employing
a mashup enables fast development and integration, it requires that the health data be
pushed to the provider of the Web components being used, so may raise privacy and se-
curity issues.
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Although the use of social media has been extended into healthcare domains, there has
been relatively little work examining applying the technologies directly for remote monit-
oring purposes as described in this thesis. Our work [75, 74, 77, 76] has proposed the use
of an OSMP as a key component for future mHealth as well as providing the concept of
a carer network to integrate closed-loop healthcare and enable collaboration in a healthcare
social network that encompasses the various actors in a healthcare scenario. Based on the
social interaction and distributed functionality in an OSMP, the communication between
patients, informal caregivers and formal (professional) caregivers within a healthcare net-
work can be improved. According to the work in [77], it is feasible to achieve security and
privacy of private health data as well as considerable functionality for mHealth monitoring
by the use of a completely open-source OSMP.
3.3 Issues in pervasive health and wellbeing monitoring
Despite the popularity of digital health devices like wearable health sensors and fitness
trackers in the market, e.g. Jawbone UP [68], Fitbit [43], Garmin [51], Shine [130], Basis
[17], AgaMatrix [7], there has been a lack of interoperability and common development
on health platforms. Each device has its own application with APIs to connect to other
third-party services, and information gathered by those application lives in silos.
Another concern in health and wellbeing monitoring is privacy & security. The nature
of pervasive systems can easily violate the privacy of users [66], e.g. users use mobile
devices to monitor their own data, but the data is aggregated and delivered to third-party
companies developing mobile applications. The article in [28] expressed the growing con-
cern for privacy of using monitoring devices such as Fitbit, i.e. users have no access to
their own data while companies developing mobile application make profits from users’
data.
Based on these concerns, in this post-Snowden era, there is an increasing interest in
strong assurances of privacy and security for personal data. So, the challenge is to pro-
duce a platform to gather sensitive health data, that is open to developers to create ap-
plications for sharing of that health data, as well as protecting privacy of users. Recent
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examples are: Sami platfrom from Samsung [86], i.e. an open healthcare platform with
cloud support, and with open APIs for both applications and sensor devices; the Healthkit
platform from Apple integrated in iOS 8 [69] [63] which stores health and fitness data as
well as allows sharing; the Google’s Fit [54] integrated in Android 5.0 as an open platform
to gather fitness data; Fluxtream [46], a totally open-source platform helping users gather
their own data; and Open mHealth [108], an open-source platform enabling stardardising,
storing, integrating, processing and visualising of health data. These examples show the
new trend and recent needs in using an open platform for health and wellbeing monit-
oring, supporting the user desire for the quantified-self, and the increase in competition
amongst commercial platforms with business requirements as well as for users to have
control over sharing of their own data.
3.4 Requirements and challenges
We place in context our examination of the use of OSMPs for supporting mHealth. Three
key challenges for eHealth/mHealth are the development and evaluation of suitable ap-
plications at scale given cost constraints, whilst ensuring appropriate provision of security &
privacy for users.
3.4.1 Creating mobile health applications at scale
A key focus of eHealth systems has been on large scale access to information contained in
a person’s individual Electronic Health Record (EHR) or Personal Health Record (PHR).
GoogleHealth [53] and Microsoft HealthVault [98] are two examples of cloud-based, third-
party PHR platforms, which could offer services for users to collect, store and manage their
own health data. As third-party PHR services, the platforms connect to medical devices
to collect patient-generated data for storage in cloud infrastructure, as well as providing
custom APIs to develop web and mobile applications. However, developing PHR infra-
structure is a challenge in itself, and at the start of 2013, the GoogleHealth service was shut
down.
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Indeed, a study by Free et al [50] showed a lack of evidence on the effectiveness of
mHealth but suggested this may be due to inadequate evaluation studies of mHealth ap-
plications. According to a survey from the World Health organisation (WHO) [73], the
dominant form of mHealth today is in small-scale pilot projects, whereas larger mHealth
implementations are still limited. PHR systems are based on databases, an administrat-
ively centralised resource (even if the engineering uses distributed systems techniques).
mHealth, by its nature, consists of a highly-distributed set of resources that have to be
orchestrated, and from which potentially large flows of data have to be collected and or-
ganised at scale.
This creates a significant challenge for applications development in mHealth. A report
from the mHealth Alliance in 2010 [96] stated that a key barrier to implementing mHealth
is the lack of the ability to assess its impact on health outcomes and cost effectiveness. It is
clear that large scale implementations for mHealth are needed to mature to enable better
evaluation of such systems.
3.4.2 System development and implementation cost constraints
Reports from the UN [30], WHO [73] and the mHealth Alliance [96] have listed the barriers,
challenges and needs for mHealth development and implementation. The most important
barrier in mHealth development is funding. The cost required to deploy and maintain
the system should therefore be minimal. Also, there is no proof of success for mHealth
systems, i.e. lack of a large system evaluation and unknown cost effectiveness and cost-
benefit studies. This is because a larger deployment, which is needed to assess real benefits,
can be expensive. Additionally, there is difficulty in rapid, staged evaluations to assess the
early effects of new applications. Accordingly, the use of the simplest available technology
could solve the problem and provide a proof of concept cheaply and quickly. Precise and
accurate requirements analysis can be difficult, and therefore, the development must be
able to change quickly to meet the new requirements, i.e. agile development.
Another part of the problem is a lack of standards and interoperable technologies.
There is still a lack of collaboration for software development between mHealth organ-
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isations. In order to solve all the above mentioned problems and enable mHealth develop-
ment, a standardised platform and open architecture would be a key enabler for reducing
costs, as in other IT applications. Employing existing infrastructure which is open, publicly
accessible to users and developers, has low costs to enter the market, and is conformant to
well-known, widely-deployed standards (e.g. WWW standards), could yield great bene-
fits.
So, an OSMP has great potential to help ameliorate the problems faced by mHealth im-
plementation and deployment. However, most of the previous mHealth studies have been
based on private, small and closed architectures. This might in part be related to commer-
cial incentives and market sensitivities, as the worldwide mHealth market is potentially
huge.
By using a freely-available, completely open-source platform, development costs could
be reduced since there is no need to purchase software licenses. The software is available
to developers to encourage innovation, and hence it is possible to develop standards-based
tools, architectures and platforms to enable interoperability and collaboration between
health organisations.
3.4.3 Security and privacy
The study by Avancha et al [13] from 2012 has defined a set of privacy properties that are
required in mHealth systems. In summary, patients need to have control over the collec-
tion, dissemination and access to their mHealth data even if the data is owned by another
party, e.g. patient’s medical record maintained by a hospital. The study was based on
analyses of national requirements and laws. The emphasis was on the controls that should
be made available for users for legal compliance. This means that patients must be able
to monitor their own health information, i.e. the location of their health information and
which parties and/or organisations have access to it. Furthermore, a study by Prasad
et al [117], also from 2012, proposed that a highly granular control is required in shar-
ing of health information. This means detailed and perhaps subtle application of access
control rules to health data, i.e. who can access the data and in which context, must be
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enabled, and correct configuration may require understanding the subtleties of the inter-
action between rules. These two studies mean that developers and users may have to deal
with a complex set of security & privacy issues. (We return to this issue of complexity in
our implementation examples in Section 5.3.)
In remote health monitoring systems today, users can collect their own personal bio-
data, as well as information about their physical and social activity for upload to a vendor
website, social networking website, a PHR, or a health-provider-operated EHR. Once the
data is uploaded, users must be able to choose with whom they can share which part
of which body of information, e.g. with healthcare providers to diagnose and monitor
their treatment, or with family and friends to motivate them to work towards a healthier
lifestyle. So, an mHealth monitoring system must provide appropriate controls to allow
the secure sharing by users of their private health information with people involved in
their healthcare.
3.5 Quantified-self approach
Indeed, the current state of technology and systems means that self-monitoring – main-
taining the quantified-self – is increasing.
As healthcare models move toward patient-driven models, people start to measure and
track their own bio-data with the help of sensor devices and mobile platforms available for
self-monitoring today. This so called the quantified-self [132] can be both individually and
in collaboration with others. Accordingly, an individual regularly collects own self bio-
data and makes it available to a platform for monitoring. The monitored data can be made
available for oneself for the use of self monitoring as well as for trusted thrid-parties in
healthcare for the use of an RMA.
3.5.1 Quantified-self for mobile health
The collection of patient-generated bio-data is an essential part of an mHealth monitoring
system, aided by the maturity of technology and systems, with availability of ubiquitous
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communication, self-tracking devices, and self-monitoring for maintaining the quantified-
self.
The maintenance of the quantified-self is gaining popularity [3]. The technology and
systems related to the quantified-self are considered as an essential part of mHealth with
remote health monitoring applications which collect bio-data for healthcare professionals
and/or for a Personal Health Record (PHR).
In the context of this PhD, the quantified-self is the ability for patients to monitor their
own bio-data, such as a heart rate, without supervision of healthcare professionals. This
includes collection and transmission of the data to a suitable remote infrastructure such as
a remote database which is accessible by healthcare professionals. More information on
which bio-data is collected and how it is collected is given in Chapter 4
Based on available software development kits (SDKs) for popular mobile operating
systems and present technologies, there are a number of smartphone applications and
devices for quantified-self-tracking and self-monitoring available. These range from gen-
eral wellbeing applications (monitoring fitness and nutrition) (e.g. DailyMile [32], Run-
Keeper [124] and LoseIt [90]) to wearable tracker devices and smart watches (e.g. FitBit
[43], Jawbone UP [68], Moov [101], Basis [17], Nike+ [105], Samsung Gear [125], Adidas mi-
Coach [5], Shine [130], Garmin [51], Philips Directlife [114], Withings [146], Apple iWatch
[12], Microsoft Band [99], Pebble [111]) and systems aiding diagnosis and treatment (e.g.
AgaMatrix [7]). These applications enable users to update their health status and health
goals via online portals accessed as a web service. To encourage personal health monitor-
ing and health coaching, such applications can also connect users to existing online social
networks to update and share their health data with friends and family.
In this thesis, a Fitbit wellbeing device was used as a measurement system in our
mHealth monitoring model [78] (see Section 5.4.1). Fitbit is one of the most popular activ-
ity trackers [33] [42] with the highest market share (at the time of writing) as well as has
been used in other research studies [142] [112] [117] [136]. Its advantages include access-
ible public APIs and a web-based portal. Experiments in [58] showed a better accuracy of
Fitbit compared to other wearable devices recording physical activity. Fitbit has been used
in a clinical setting to monitor the recovery of discharged patients at home [70], i.e. post-
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acute-care facilities. This is evidence that wellbeing monitors like Fitbit can be applied to
remote health monitoring.
3.5.2 Privacy and information sharing
Based on the quantified-self and patient-generated bio-data, healthcare models are chan-
ging from the traditional model with doctor-focussed control, towards patient-driven model
with patients in control. In a conventional healthcare model, almost all measurements are
performed at clinical sites (such as hospitals and clinics) and under the supervision of
professional health carers, while patients have no access to their own data. In a patient-
driven healthcare model, self-monitoring enables patients to measure their own bio-data
and have freedom and control to share it as they see fit. Due to the freedom and control
enabled by self-monitoring and self-tracking, it is therefore prudent to investigate the pri-
vacy and data sharing in this new environment of the quantified-self and its application to
a healthcare model, i.e. with whom and to which extent people are willing to share their
private health data.
The sensitivity of health data coupled with the relative freedom of sharing data for the
quantified-self raises concerns for privacy, e.g. what type of health-related data should
be shared, with whom and in which situation? There are a range of studies in this area,
e.g. a study in [103] investigated sharing of health data in an online community, whereas
the study in [39] investigated fine-grained data sharing and considers social sharing for
social support. So far, most investigations in this research area have been based on sur-
veys and user interviews, and focused on sharing of health data in general. To the best of
our knowledge, an experiment by Prasad et al [117] was the first study that collected data
and investigated privacy concerns related to data sharing with real user interactions. Such
studies are resource intensive, difficult to execute and reproduce, and can take a consider-
able amount of time.
Similar to the work in our thesis, the study by Prasad et al [117] investigated informa-
tion sharing behaviour in mHealth, when users had options to share with friends, family,
third parties and the public. In this thesis, we are interested in studying the sharing be-
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haviours of people in a closed and secure environment of a carer network. Our purpose is
to investigate privacy concerns and sharing of sensitive data in a purpose-driven mHealth
scenario with the trusted parties in a healthcare environment that is closed with respect to
the actors involved, i.e. non public. Our approach is designed with the goals of simplicity
and reproducibility, while enabling significant challenges, such as data sharing, security
and privacy to be investigated.
Despite the concern in sharing of private health data, the interview in [145] showed that
people are willing to share their sensitive health data if the data is seen as useful in helping
to provide care. However, patients’ decisions could change from time to time (for example,
if a new diagnosis based on collected data is found) and therefore any experiments with
real clinical data run the risk of exposing sensitive data to non-clinical staff.
3.5.3 Exploiting the quantified-self for developing a mobile health platform
The use of sensitive, personal medical data presents a key challenge in conducting exper-
iment for research in healthcare, especially when they involve cooperation with profes-
sional medical staff as well as real patients. It is required that mHealth trials which collect
sensitive health data need professional medical staff and clinical approval. Many ethical,
medical and pastoral concerns that are complex need to be managed. For example, what
would happen if during the experiment, a software developer during software testing dis-
covers that a volunteer has a serious illness that was previously undiagnosed? The trials
in [10], [18], [147] and [62] are good examples of mHealth monitoring experiments which
use sensitive health data, conducted in high-risk environments and require clinicians to be
involved.
Of course, before systems are commissioned for use, such trials are required. However,
at early stages, such clinical involvement is risky for clinical reasons and cumbersome for
researchers. As wellbeing information is already shared by many users, and has a strong
contextual link to a medical scenario, with suitable interaction models for users, it has
the potential to act as an excellent proxy for mHealth monitoring. So, for a pre-clinical
setting, to investigate technology and systems interaction, such complexity from clinical
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involvement could be removed without losing context and relevance to the eventual clin-
ical application by the use of a wellbeing scenario [78]. As described in [78], we have
proposed the use of a wellbeing experiment as a proxy for an mHealth study without the
risk of using real health data.
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Chapter 4
Remote monitoring application
In this chapter, we describe a user study for using a wellbeing monitoring scenario as a
proxy of an mHealth monitoring scenario. We have designed and built an RMA using an
open-source OSMP, the popular Fitbit device for monitoring personal wellbeing data, and
a simple Android/iOS remote notification application. The open-source OSMP Diaspora
was modified with RMA functionality, to demonstrate remote monitoring, asynchronous
user interaction, the implementation of multiple actors in a healthcare regime, and the im-
plementation of appropriate security and privacy mechanisms. We have used wellbeing
data and the self-measurement device Fitbit ChargeHR, and exploited the interest in the
quantified-self to create a proxy for an mHealth scenario, as an experiment in pre-clinical
stage without involving sensitive medical data from real patients, but without loss of con-
text. (More details will be presented in Chapter 5, 6 and 7.) The use of wellbeing data in
this manner is particularly valuable to researchers and systems developers, as key devel-
opment work can be completed within a realistic scenario, but without risk to sensitive
patient medical data.
4.1 Application outline
We describe the design of a user study using the Diaspora [36] open-source OSMP and
Fitbit [43] activity trackers. Figure 4.1 shows our implementation consisting of two parts:
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Figure 4.1: A design of a wellbeing experiment used as a proxy for mHealth monitoring
using an online social network (OSN). Fitbit was used as a measurement system. An open-
source online social media platform (OSMP) – Diaspora – provided access to the stored
Fitbit data for different actor viewpoints. The conventional actors in carer network (patient,
family, carer and doctor) was replaced with parallel roles (client, fitness buddy, fitness
coach and personal trainer) in our wellbeing scenario. The dashed (red) outline shows the
scope of our RMA built on Diaspora.
a measurement system and remote monitoring application.
As will be presented later in Chapter 7, the use of an open-source OSMP – Diaspora
– platform can enable personal health monitoring while enabling flexible application de-
velopment and allowing fine-grained control of security & privacy [77]. In our application
development, the Diaspora platform was modified to provide the RMA functions, as well
as the interaction between the actors (patient, family, carer and doctor) in the carer networks
via an online social network. According to Section 3.4.3, the portal must be able to deal
with a complex set of security and privacy issues and enable users to share health inform-
ation with people involved in their healthcare. Our RMA (built on Diaspora) provided
basic security and privacy mechanisms for access control and authentication. Allowing
fine-grained control, the appropriate access can be granted for actors to access the applic-
ation according to their respective viewpoints.
The mapping from the carer network in the mHealth sceanario to the fitness network
(trainer, coach, buddy and client) in the wellbeing scenario, can be realised via an on-
line social network. How the relationships modelled in the system relate to an mHealth
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scenario will be shown in Section 5.4.2. We choose to investigate our implemented OSMP
platform using Fitbit activity tracker devices [43] as a measurement system in our proxy
wellbeing scenario for convenience, but a real medical application would use a different
measurement system (e.g. wearable sensors collecting health bio-data). Our RMA used
the Fitbit API to access the data from the Fitbit server and stored the data on the server
locally. Each actor had a different viewpoint of monitored data depending on their roles
in the fitness/carer network, as well as a different level of control over the application.
It should be noted that in an mHealth scenario, the viewpoint is controlled by an access
control system configured by the healthcare provider, with appropriate consideration of
patients personal privacy preferences, national laws, etc. Definitely, there would be a com-
plexity from considering ethics, regulations and laws, but this would have to be considered
within the context of each medical scenario in which such a system was applied.
The measurement system consists of sensors and systems to monitor and store personal
bio-data. The Fitbit Charge HR activity tracker (Figure 4.2 and Table 4.1) was used as a
measurement system in our study. Fitbit is a commercial activity tracker, consisting of a
wearable device and a web portal. The device measured the steps walked, sleep data and
heart rate for a wearer, and uploaded to the Fitbit server.
Figure 4.2: Fitbit Charge HR wristband device used as a measurement system in our study
to measure steps walked, sleep data and heart rate. (Image from http://www.fitbit.com/)
Since our application had web-based access, an additional mobile application was im-
plemented in order to receive mobile push notifications in addition to in-platform RMA
notifications. This was becuase mobile OSes today (iOS and Android) do not support
directly web-based notifications, and so platform-specific notification systems had to be
created.
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Radio transceiver Bluetooth 4.0
Battery 5 days
Water resistance sweat, rain and splash proof
Sensors Optical heart rate monitor
3-axis accelerometer
Altimeter
Track Heart rate
Workouts
Distance
Calories burned
Floors climbed
Active minutes
Steps
Automatic sleep monitor
Table 4.1: Summary of Fitbit Charge HR specification.
4.2 Study design
Table 4.2 shows the week-by-week activities as part of the study design. There were two
weeks of preparation: one week for recruitment and one week for training. The main
study was conducted over 9 weeks. During the period of the study, a set of user surveys
was completed by all participants: a survey on their background (week 01); surveys on
functionality and privacy (weeks 04, 06, 09 and 12), and a survey for feedback after users
had returned their Fitbit devices.
Participants were paired so each could play a buddy and client role in their pairs. At
weeks 05, 08 and 11, the pairs were re-arranged with a randomly selected participant and
worked as a new pair for a period of one week. Our purpose was to investigate whether
there would be a difference in sharing behaviour when participants’ buddies were changed
randomly.
We present here some discussion items in assessing the design of the study.
Collaboration vs competition. According to [149], if the context of sharing fits the goals,
external competition together with the internal collaboration is most effective for parti-
cipants. Therefore, in our study, the client and buddy work together as a team, but can
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Week 01 02 03 04 05 06 07 08 09 10 11 12 13
Recruitment 
Training 
User study         
Buddy swaps O O O S O O S O O S
Surveys B 1 2 3 4 F
Table 4.2: The study lasted for 9 weeks, with 1 week of recruitment and 1 week of training.
Each participant was paired with another participant – a buddy. Buddy swaps: O is ori-
ginal buddy; S is a new, randomly-chosen buddy. Surveys: B is a background survey; F is
a feedback survey; number N indicates Nth survey of functionality and privacy.
swap roles: if person A was client and person B was buddy to person A, A could also be
buddy to B as a client, forming two logical carer/fitness networks. They both can monitor
each other’s Fitbit data, and work in a colloborative manner to compete with other teams.
Sharing of sensitive but useful data. Within the context of the trusted environment of the
carer/fitness network, the interview in [145] showed that people are willing to share their
sensitive health data if the data is seen as useful in helping to provide care. However,
patients’ decisions could change from time to time. So, in our study, users had control
over sharing of their sleep and heart rate data which is considered as useful data for fitness
diagnosis but not strictly necessary for goals achievement, even though it could be relevant
data as indicator of health status if goals are not being met [9]. Since our scenario is based
on an analogy with the medical scenario, all default sharing is opt-out, i.e. the sleep data
was shared with both buddy and professionals and the heart rate data was shared with
professionals at the beginning of the study. Over the course of the study, clients could
decide to turn off their sharing either for buddy or professionals, and the change in this
setting was recorded. It is noted that we do not consider sharing in a normal online social
media context, but we consider sharing within the trusted environment of a carer network
in an analogy with a medical scenario, i.e. people go to a hospital and give their health
data to doctors.
Sharing behaviour. At the end of the study, clients can state the reasons behind their
sharing behaviours, e.g. if there is a difference in trust between professional and personal
sharing, or if there is an influence from a privacy setting the buddy has with them. In
order to check the stated behaviour against actions taken by the user, the steps and sleep
data were also recorded and used for analysis of sharing behaviour. For example, clients
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might turn off sharing just because they do not walk well or sleep well during a period
and are reluctant to let their buddy know they are failing to meet goals. Furthermore, the
number of page views of data were recorded. Clients can see the number of page views
their buddy has for Fitbit data as well as the last time their buddies accessed the page. It
was of interest how often a buddy viewed data could affect privacy settings. The number
of times that the clients viewed their own data was also recorded. This number could also
indicate how clients are sensitive to their own data and therefore their privacy settings.
4.2.1 Surveys
As seen from the study plan in Table 4.2, four types of surveys were used:
Background survey.
This was conducted prior to the study to assess participants’ characteristics, e.g. physical
activity and interest in technology. This also included the experience of participants with
OSNs and quantified-self systems, as well as daily physical activities (how much they nor-
mally walk per day). Also, the survey recorded self-assessment of participants’ motivation
toward walking and being active. (See Appendix E)
Feedback survey.
This was conducted at the end of the study to assess the overall improvement participants
experienced during the study. Our aim was to assess whether the use of the carer/fitness
network helped to improve their wellbeing, as well as the participants’ acceptance in using
the RMA in our wellbeing scenario. (See Appendix H)
Survey on functionality.
This was conducted four times over the course of the study to investigate the usability of
the platform for monitoring and issuing alerts, as well as the usefulness of the wellbeing
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network. We assessed how monitoring and alerts along with having the professionals and
buddy access participants’ collected data helped participants to improve their wellbeing
and drive them to work toward goals. (See Appendix F)
Survey on privacy.
This was conducted four times over the course of the study to investigate participants’
data-sharing behaviour and preferences with respect to professionals and their buddies.
We also wanted to assess if participants felt they would respond differently in a real clinical
scenario compared to our wellbeing scenario. (See Appendix G)
Surveys on functionality and privacy were conducted four times over the course of the
study. This was in order to trace participants’ changes in attitude and practical experiences
with our RMA platform. In each survey, participants needed to provide self-assessment,
and a change in attitude was determined by tracing their responses to the series of surveys.
4.2.2 User assessment metrics
For evaluation of the user study, we defined index values for measuring participants’ as-
sessments. This applied to the range of responses from the survey questions that used
a Likert scale: not at all (1), not much (2), undecided (3), somewhat (4) and very much
(5). We defined the User Positive Index (UPI), User Negative Index (UNI) and User Undecided
Index (UUI):
UPI =
n(5) + n(4)
n(total)
(4.1)
UNI =
n(2) + n(1)
n(total)
(4.2)
UUI =
n(3)
n(total)
(4.3)
where n(i) is the number of participant responses of response i and n(total) is the total
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number of participants. The closer the value of UPI (positive), UNI (negative) or UUI
(undecided) is to 1, the stronger is that response.
It is to be noted that throughout this thesis, an evaluation of the user study will be based
on two viewpoints, i.e. user assessment metrics (UPI, UNI and UUI) showing an overall
trend, and distribution of responses across the Likert scale showing complete responses in
detail.
4.2.3 Dummy participant
It is to be noted that although 17 participants were recruited, one of them was used as a
dummy participant for observing the progress of the study. The dummy participant was
paired with the author anonymously as a buddy. Typical participants’ behaviours in the
study were observed and any interactions between the author and the dummy participant
was treated the same, i.e. there was no any special interactions different from the typical
behaviours observed for other users in the study. For example, it was observed that most
participants did not like to send messages directly to their buddies but prefered to respond
to the professional’s messages received when their buddies achieved goals. In addition,
the survey responses of the dummy participant was not included as a valid response for
the result. Hence, any influence from the dummy participant to the study was removed.
Accordingly, the results from the background survey were based on all participants’
responses and had 17 valid responses, while the results from the feedback survey excluded
the dummy participant and had 16 valid responses.
Due to participation of the dummy participant and untimely responses from some par-
ticipants for the surveys, the results from the 1st, 2nd, 3rd and 4th functionality and pri-
vacy surveys were based on 16, 17, 15 and 16 valid responses respectively.
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4.3 Experience of constructing a user study
Prior to the real user study, described in Section 4.2, we tested our RMA platform with a
small group of participants in a technology trial. In this initial technology trial, we had
three users (2 PhD students and 1 staff member from HCI group, school of Computer
Science). We have isolated key practical issues that could impact the use of our system for
successful studies to be conducted. This was important to consider as similar issues could
impact the acceptance and overall utility of an mHealth system.
Our initial technology trial was for 2 weeks, with questionnaires and interviews on
participants’ background and experience (with both social media and quantified-self as
well as with the RMA platform) before the trial, after 1 week (mid-trial) and at the end of
the trial.
The subsections below are based on participant comments and feedback. Note that all
the participants were ‘expert’ users: all have research expertise in either human computer
interaction or computer systems design and implementation. For simplicity, only a simple
Android remote notification was implemented and used for our initial trial. It is noted that
this was changed in the real user study, i.e. both Android and iOS remote notification were
implemented and used.
4.3.1 Personal devices promote personal engagement
We used a smartphone as a collection device. In instances where the smartphone was not
the user’s main device, users were less motivated to maintain them due to their unfamili-
arity. In our initial trial, Android phones were required in order to receive mobile push
notifications. iPhone users were unwilling and uninterested to use, or perhaps had no
knowledge of how to use the notification service, as the Android device has different in-
terfaces and usage to the iPhone. So, it is better to provide users with native apps for their
smartphone rather than providing custom, unfamiliar smartphones for use in mHealth ap-
plication. (As a result of this feedback, an iPhone native app was built for users in the real
user study.)
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4.3.2 Personalised alerts are important
From our experience, notifications on smartphones became more important than the ac-
cess to the main data in our trial. Since our app was web accessed, the Android app’s
only function was for receiving notifications. Firstly, it is important to synchronise both
Android notifications and in-platform RMA notifications (messages) since users expect to
see consistency across asynchronous alerts when they access the platform. The access to
RMA is normally triggered from the Android notifications received.
Additionally, for a buddy, it is not important to know exactly how many steps their
client has taken at any point during the day. What is important is to know if their client
has achieved their goal or not. Unlike an mHealth monitoring scenario, users want to re-
ceive notifications more related to themselves. In mHealth monitoring, the family should
be aware if there is any changes in configuration related to the monitoring of the patient.
In our wellbeing trial, all changes in configuration for the buddy were not useful inform-
ation for the patients. When users receive too many notifications which are not related to
themselves, they do not bother to check them all and therefore may miss the important
notifications.
Finally, the alerts for a patient-buddy pair indicating that the other user in the pair has
achieved the steps goal (weekly goal, daily goal, threshold alert) are important. A patient
also wants to know what changes professionals have made to a patient’s health/fitness
regime configuration. It is not interesting for a patient to know what professionals have
done to the setting of a buddy’s account.
4.3.3 User interface familiarity impacts usage
The exposure to the Fitbit native app does have an influence in how users utilise and
access the RMA platform. Since our implementation provides a sub-set of information to
the patient, compared to the native Fitbit app, the latter is better to visualise the data, i.e.
provide more detailed statistics of steps data and a more polished user-oriented interface.
A comparison between the RMA platform and Fitbit native apps functionalities is also
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presented in Section 4.4.1.
Our RMA platform was better for sharing data, getting alerts from people in the carer
network, and providing implicit motivation and a community feeling that users’ data are
being shared and monitored in the carer network. However, when people were neither
interested in the social part of the platform, or do not like sharing their data, the use of
RMA is limited only to the use of alerts. However, as discussed above, this is an important
function within the RMA. We found users would access their steps data using the Fitbit
native app, and use the RMA platform only to monitor alerts, i.e. whether there are any
new messages from professionals or whether their client or buddy has achieved any goals.
Of course, in a real mHealth scenario, such a separate portal for the raw data might not
be available, where a specific medical measurement device or sensor was in use. However,
this does show that users are willing to share wellbeing data for purposes related to health.
4.3.4 Not everyone wants to share socially
In this trial, we experienced that the background of participants in already having used
online social media and their subsequent sensitivity with respect to privacy affected how
they used the RMA platform and configured specific settings.
We found that participants who were not already active users of social media, (i.e. were
not interested in social aspects), were not interested in using the social aspects of RMA.
RMA might provide users implicit motivation for being monitored and to work toward
goals, but the platform might not be fully exploited by certain users who already have
experiences, preferences or biases from other (non-)use of various social media.
For users who are sensitive to privacy and do not like sharing their data by nature, to
have a community aspect may not be motivational, i.e. to have a buddy provides neither a
competitive feeling nor a collaborative incentive. Therefore, there is no advantage of using
RMA over the native Fitbit app for this kind of user, apart from the asynchronous alerts.
In contrast, for users who are willing to share data in an online social context they may not
pay much attention to privacy settings. So, we have used an opt-out system i.e. default is
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to share.
4.3.5 The measurement device needs to be specific
The presence of the Fitbit device reminds users of their goals and the devices are easy to
use, requiring little maintenance (they need to be charged only once per week). In the
technology trial, the Fitbit One model1 shown in Figure 4.3 was used, and is a very flexible
wearable, e.g. it can be worn around the neck, carried in a pocket, or worn on a belt. It
is also waterproof. However, it is not comfortable to use at night time. Since one of our
aims is to measure the privacy issues of sharing sleep data, this could have a negative
influence, i.e. the difficulty of using the devices could prevent people from measuring
their data even if they are willing to share. For the user study, a new model – the Fitbit
ChargeHR2 shown in Figure 4.2 – was sourced for the larger study. The Fitbit ChargeHR is
a wristband wearable, which also functions as a watch, and detects when the user is asleep
automatically (the Fitbit One device needs the user to manually adjust the device when
going to sleep). Additionally, it allows monitoring of the user’s heart rate. So the Fitbit
ChargeHR was more comfortable, more convenient for use and provided additional bio-
data (heartrate) for examining user preferences for privacy, as well as making a stronger
link to medical monitoring.
Figure 4.3: Fitbit One device used as a measurement system in the technology trial to
measure steps walked and sleep data. Device is approximately the size and weight of a
USB flash drive. (Image from http://www.fitbit.com/)
1https://www.fitbit.com/uk/one
2https://www.fitbit.com/uk/chargehr
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4.4 Discussion and analyses
4.4.1 Comparison with Fitbit native apps
The Fitbit device is accompanied by a web-portal and smartphone application that allows
sharing of data. However, we used it as a measurement device and instead used a front-
end based on our RMA platform and our carer network. In summary, the important func-
tionality offered by the original Fitbit application (web portal) compared with our RMA
platform is as follows.
Privacy of data sharing and level of users control. Fitbit does not allow a fine-grained level
of control for sharing of data. Users have choices only to share with their friends, public
or not to share at all. In our RMA platform, users have more control over sharing of their
own data at a fine-grained level, i.e. users can select with whom they want to share which
data. In accordance with a study by Prasad et al [117], to enable fine-grained level of user
control is essential for the acceptance and use of an mHealth application.
Motivation and community. Among available activity tracker devices and applications,
Fitbit is well-known for using ‘gamification’ for motivation and changing people’s beha-
viours, e.g. ‘new badge’ rewards and weekly progress emails, competitions and compar-
ative performance with friends as well as sharing data to existing social networks, like
Facebook. In general, motivation and feedback in a native Fitbit application is based on
self-setting goals, with feedback notifications and rewards automatically set by the applic-
ation. Friends and community are limited only to other Fitbit users. In comparison, the
use of our RMA and a carer network provides a collaborative community with a closed-
loop feedback, i.e. enable better communication and collaboration between users and all
other trusted actors. Users can receive feedback via both automatically generated alerts
and human generated messages.
Data viewpoint. Fitbit provides a well-designed dashboard with a graphical interface,
using widgets such as meters and bar charts, as well as detailed logs of activities to help
users interpret and understand their data. In the Fitbit application, users have access to
all their own detailed data, whereas in the RMA, different actors have different levels of
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access based on their requirements. Such requirements are configurable, of course. We
have chosen, arbitrarily, to allow actors to access only the part of the information necessary
and required for their roles in a carer network. For example, patients/clients need not to
see their step counts and active minutes in detail, but might want to see only the summary
messages showing their progress with respect to their goals. However, a trainer and coach
may require more details for performance analysis. The same approach applies also to the
control and management interfaces of the application, i.e. clients have only a simple turn
on/off control, while a trainer/doctor has the most in-depth level of access and control
over the application based on their roles of being in charge of the exercise programme.
Data export. Despite the well-provided portal for monitoring users data in a dashboard,
to export data out of Fitbit is not easy. There is no web interface for users to download
data, but a set of free APIs. This requires developers to build applications to access the
data with authorisation of users. Otherwise, data export is possible if users pay extra
costs, i.e. a Fitbit ‘premium’ feature. Nevertheless, the data which can be accessed is
only the daily summary of steps (also stairs climbed and calories burned). To be able
to access the detailed, minute-by-minute data, a user must apply to Fitbit to access the
‘partner level’ API. According to the concern expressed in [28], Fitbit users have no access
to their own data while companies make profits from users’ data. The use of third-party
mobile applications for pervasive monitoring can therefore violate easily the privacy of
users. For a deployment use of the RMA platform in a real mHealth application, the data
download function is possible via the open-source nature of our OSMP. Although this
makes no difference in the designed study since data comes from the Fitbit server, in a real
mHealth scenario, the use of an open-source and publicly accessible platform like Diaspora
would enable a greater set of privacy and security controls, as well as conform with any
national freedom of information or data protection laws.
80
Table 4.3: Summary of participants’ background.
Total number of participants 17
Gender Male 11
Female 6
Occupation PhD student 13
Master student 1
University staff 2
Non-university member 1
Experience with coach/trainer Yes 5
No 12
Experience with quantified-self Yes 11
No 6
Experience with online social media platforms Yes, with access many times a day 17
No 0
4.5 Results and observations
4.5.1 Background survey - participant background
As shown in Table 4.3, 17 participants were recruited. All participants were motivated to
take part in the study and engaged well. They were all volunteers: enthusiastic to try new
technology to help improve their fitness and wellbeing. All participants were experienced
in using online social media, and all were active users, i.e. accessing OSNs many times a
day. Some of the participants had experience with having a coach or trainer, while most of
them had experience with using quantified-self applications, e.g. Nike+, Fitbit, etc.
4.5.2 Feedback survey - use of remote monitoring application platform
Amount of time
Figures 4.4 and 4.5 show the number of times and the total time participants spent on the
RMA platform per day respectively. Most participants accessed the platform 2 times and
spent 0-10 minutes per day. We infer that this would be the amount of time people want to spend
on mHealth monitoring application. Compared to the real medical scenarios, this would be the same
81
Figure 4.4: The number of times participants accessed the RMA platform per day.
Figure 4.5: The overall time participants spent on the RMA platform per day.
amount of time people spend in typical clinical setting for measuring their bio-data.
Main activities
Figure 4.6 summarises participants’ main activities when they accessed the RMA platform.
It can be seen that for the first ranked activities, participants were concerned with mainly
checking their own activities and new messages, but not their buddies’ activities. In addi-
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tion, most participants put priority on checking their buddies’ activities as the second and
third rank.
Figure 4.6: Participants’ main activity when accessing the RMA platform.
It can be seen that most participants accessed the platform for the purpose of self-
monitoring and asynchronous notifications, e.g. checking new messages from profession-
als or new alerts when reaching goals, with least interest in their buddies’ activities mon-
itoring. We infer that people would be interested the most in seeing their own activities when
accessing the RMA. This is in accordance with the result shown later in Figure 4.9, i.e. the
most motivated reason for participants to walk was to see their own activities, i.e. steps
data.
4.5.3 Change in motivation, incentive and objective for walking
Background survey - background motivation and incentive
Before the study, participants were asked to assess their motivation and incentive to walk.
It is noted that in this context the motivation refers to the indication of people’s current
desire to walk, whereas the incentive is people’s thoughts about what could make them
more likely to walk.
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Figure 4.7 shows two viewpoints generated using the same set of data, i.e. user assess-
ment index and detailed responses from a Likert scale. Accordingly, before the study, the
most motivating reason to walk for participants was to be healthy (with the highest UPI),
while the use of a self-tracking application or device was less motivating (with lower UPI).
Finally, to share activities with online communities had the lowest UPI and the highest
UNI.
Figure 4.8 shows that to have workout buddy, professional consultant and competition
were main incentives. Participants also liked to have timely alerts and online monitoring
of their physical activities, while rewards, communities and sharing were less important
reasons.
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(a) User assessment index
(b) Distribution in percentage
Figure 4.7: Participants’ self-assessments on each reason which motivated them to walk
or to be more active. The responses were from a Likert scale (not at all (1), not reallly (2),
undecided (3), somewhat (4), very much (5)).
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(a) User assessment index
(b) Distribution in percentage
Figure 4.8: Participants’ self-assessments on each reason which could be an incentive or
motivate them to walk or to be more active. The responses were from a Likert scale (not at
all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
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Feedback survey - change in participant motivation
After the study, participants assessed the reasons which helped to motivate them to walk
more. Over the study, participants had experienced using our RMA platform providing
advice and monitoring from professionals as well as remote monitoring functionalities to
monitor their own activities and their buddies’ activities. As seen from Figure 4.9, the
most motivating reason for participants at the end of the study was to see how much they
actually walk per day. Having professionals to monitor their data and send them messages
was also another highly motivating reason, while to see how much their buddies walked
per day was the least motivating reason for participants.
When we compared this result with the equivalent reasons from the previous self-
assesment for motivation to walk before the study (Figure 4.8), Figures 4.10 and 4.11 show
a comparison of participants’ self-assessments for motivation to walk before and after the
study.
Figures 4.10 and 4.11 were based on the same set of data and represented in two dif-
ferent viewpoints, i.e. Figure 4.10 shows the comparison of user assessment index, while
Figure 4.11 shows the distribution of responses in percentage. From the UPI and UNI val-
ues in Figure 4.10, we see that participants were more interested in their own activities
after the study, i.e. an increase in UPI with decrease in UNI after the study. In addition,
Figure 4.10 shows a slight increase in motivation to walk from having professionals to
monitor their activities, with an increase in UPI. This means most participants liked that
they had professionals monitoring, and their opinions are consistent, i.e. they are equally
motivated by having professionals before and after the study. However, there is a decrease
in importance and usefulness of having a workout buddy, with a decrease in UPI and an
increase in UNI.
We observed that, initially, people need a buddy to motivate them to engage with the
study, but, once they are engaged, the buddy’s importance decreases. We infer that in an
mHealth scenario, patients may need encouragement from a family member or friend to engage with
an mHealth care regime.
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Figure 4.9: Participants’ self-assessments on each reason which motivated them to walk
after the study. The responses were from a Likert scale (not at all (1), not reallly (2), unde-
cided (3), somewhat (4), very much (5))
Figure 4.10: Comparision of user assessment index on equivalent reasons which motivated
them to walk, before and after the study.
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(a)
(b)
(c)
Figure 4.11: Comparision of participants’ self-assessments on motivation to walk before
the study and after the study. The responses were from a Likert scale (not at all (1), not
reallly (2), undecided (3), somewhat (4), very much (5)).
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Change between surveys - participant objective for participating
Participants’ attitude regarding current objective for a daily workout and being active was
traced over four functionality surveys. Figures 4.12 and 4.13 show two different view-
points for user assessment index and distribution of responses in percentage respectively.
(a) To win the prizes at the end of the study (b) To keep fit and improve your own wellbeing
(c) To receive notifications saying you accomplished
a goal.
(d) To satisfy people in carer/fitness network (profes-
sional and buddy)
Figure 4.12: Participants’ assessment index changes between surveys. ’Sn’ on the X axis
stands for response to functionality survey n. Participants assessed their objective to cur-
rent daily workout and being active.
As shown in Figure 4.12(b), the most important objective of daily workout for parti-
cipants over the period of the study was to keep fit and improve wellbeing, with the max-
imum values of UPI over four surveys. This is consistent with Figure 4.7 which shows that
the highest motivation for participants before the study was to be healthy. Figure 4.13(b)
also demonstrates the positive attitue of participants to keep fit and improve wellbeing,
remaining consistent between surveys.
Accordingly, the second important workout objective over the period of the study was
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(a) To win the prizes at the end of the study (b) To keep fit and improve your own wellbeing
(c) To receive notifications saying you accomplished
a goal.
(d) To satisfy people in carer/fitness network (profes-
sional and buddy)
Figure 4.13: Participants’ motivation changes between surveys. ’Sn’ on the X axis stands
for response to functionality survey n. Participants assessed their objective to current daily
workout and being active. The responses were from a Likert scale (not at all (1), not reallly
(2), undecided (3), somewhat (4), very much (5)).
to receive notification saying that participants accomplished their goals. Figure 4.13(c)
shows changes in participants’ attitude over the surveys with most reponses remain pos-
itive, while Figure 4.12(c) shows a high value of UPI over the study. This means most
participants had positive attitudes in working out to achieve the notifications saying they
reached their goals.
It is to be noted that there was a certain increase of negative attitude for two objectives
over the surveys, i.e. to win the prizes at the end of the study in Figures 4.12(a) and 4.13(a)
and to satisfy carer/fitness network in Figures 4.12(d) and 4.13(d). Compared with Figure
4.8, there was a drop of these incentives from before the study, e.g. rewards, workout
buddy, communities and sharing. We infer that people are more motivated to use RMA by
means of quantified-self (self-monitoring) and platform functionalites rather than by means of other
incentives.
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4.5.4 Feedback survey - buddy preference
At the beginning of the study, participants were asked to pair with another participant as
a workout buddy. It was observed that most participants had preferences in pairing with
someone they had already known and were close in real life. Most participants prefered to
workout and share their data with either their close friends or partners, and had problems
to pair with any random participants, i.e. someone not well-known. This is in line with
the concept of our carer network, i.e. people share their health data in a close environment
with trusted members in a network. As a result, 10 out of 17 participants were paired
with either their close friends or partners of their choices as shown in Figure 4.14. Due
to limitation at recruiting time, not everyone could be paired with people of their choices,
and therefore some participants (7 out of 17) were paired with people they did not know
or were not well known to them. Nevertheless, over the period of the study, participants
were swapped and paired randomly with someone they did not know before pairing back
to their original buddies.
Figure 4.14: Participants’ buddy preference at the beginning of the study. Most participants
prefered to pair with buddies of their choices (a close friend, family member or partner).
As a result, 10 out of 17 were paired with their close friends or partners.
It was also observed later that a buddy preference also had an effect on motivation to
work toward goals and privacy concerns of participants, as will be shown in Figure 4.15.
From Figure 4.15(a), participants were asked at the end of the study whether there would
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be any difference between having a close friend, family member, or partner as a buddy
and having someone not well known as a buddy. It can be seen that most participants (14
out of 17) admitted that they would have been more interested in their buddies’ activities
as well as be more motivated to walk if their buddies were someone well known to them.
The result was different for privacy concerns. From Figure 4.15(b), most participants saw
no difference in sharing of their activity data to someone not well known to them. Only
a few participants (3 out of 17) said that they would have been more concerned about
privacy of their activity data if their buddies were someone not well known to them. More
detailed results on privacy concerns in data sharing will be presented in Chapter 7. It can
be seen that the choice of buddy preference at the beginning of the study has a higher impact on
participants’ motivation to walk than privacy concerns of data sharing. This could explain why
some participants expressed a decrease in usefulness of a workout buddy in improving
their wellbeing as shown in Figure 4.11(b).
4.5.5 Improvement in behaviour and attitude toward walking
Participants’ changes in behaviour and attitude toward walking were determined by com-
paring their responses between the background and feedback survey sent before and after
the study respectively. The results show that the participants improved their health and wellbeing
as a result of our study.
As shown in Figure 4.16, participants assessed how much they walk on average per
day before and after the study. Accordingly, participants improved their behavior toward
walking over the course of the study. At the end of the study, none of the participants
walked less than 15 minutes per day, whereas three participants increased their walking
period from 0-15 minutes to 15-30 minutes and from 30-60 minutes to more than 1 hour
per day.
In Figure 4.17, we compare participants’ attitude toward walking or being active before
and after the study. The result shows an improvement in positive attitude toward walking
over the course of the study. At the end of the study, all participants saw an importance of
walking and being active, and therefore were motivated to walk more.
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(a) Effect on motivation to walk
(b) Effect on privacy concerns
Figure 4.15: Results from the feedback survey showing an effect of buddy preference on
motivation to walk and privacy concerns between having a buddy as someone well known
and not well known to participants.
4.5.6 Increased interest in quantified-self
Figure 4.18 shows that participants gained interest in self-monitoring. Before the study,
9 out of 16 participants were already aware of self-monitoring. By involvement in the
study, 13 out of 16 participants said there were encouraged to start monitoring their own
activities. After the study, when the Fitbit devices were returned, 14 out of 16 participants
said they would continue self-monitoring (7 of them bought their own Fitbit device or a
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Figure 4.16: The average walk per day of participants before and after the study.
Figure 4.17: Participants’ self-assessments on their attitude toward walking or being active
before and after the study
similar self-monitoring device, 2 of them already had similar devices, and 5 of them would
continue when they could purchase a device at an affordable price).
We infer that allowing patients to self-monitor (see their own data) could encourage them to
engage and stay engaged with mHealth systems.
4.5.7 Feedback survey - effect of Fitbit native app
At the end of the study, participants were asked whether they would have been motivated
to walk with only one of the following options, i.e. either without the Fitbit device or
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Figure 4.18: Participants gained interest in quantified-self as a result of our study. At the
end of the study, 14 out of 16 participants would like to continue self-monitoring.
without the RMA platform. The result is shown in Figure 4.19.
Figure 4.19: Effect of existing Fitbit native app on a study. Participants’ self-assessments on
motivation to walk 1) without monitoring or Fitbit device 2) without the RMA platform.
Yes = the number of participants who were still motivated to walk either without the Fitbit
device or without the RMA platform. No = the number of participants who were not
motivated to walk either without the Fitbit device or the RMA platform. Neutral = the
number of participants who saw no difference for not having either the Fitbit device or the
RMA platform.
It can be seen that 6 out of 16 participants relied on Fitbit and would have been also
96
Figure 4.20: Participants’ opinions on reasons that could make the RMA platform more
useful for monitoring compared to Fitbit application.
motivated to walk even without the RMA platform, but with Fitbit monitoring devices.
5 out of 16 participants had neutral opinions for both options, i.e. they did not see the
difference between having only Fitbit monitoring without RMA platform and having RMA
platform without Fitbit monitoring. Accordingly, as explained in Section 4.3.3, the use of our
RMA platform was affected by the exposure to the Fitbit native application. In our study,
the data needed to be uploaded via the use of the Fitbit application. Therefore, it was
easier for participants just to look directly at their activity data in the Fitbit application at
the time of uploading, rather than access separately our RMA platform. Comparison of
our platform with the Fitbit native application is discussed in more detail in Section 4.4.1.
It is to be noted that the use of the existing Fitbit native application is unavoidable in our
study due to the choice of measurement devices. However, in the real mHealth scenario, the
data from measurement devices, i.e. the specific medical measurement device or sensor, should be
able to upload directly to the platform, and this would remove the influence of using the seperate
portal for uploading raw data.
Accordingly, when participants were asked if there could be any reasons that make the
RMA platform more useful for monitoring, the result is shown as in Figure 4.20. Based on
the result, it is clear that participants compared the use of RMA platform with the Fitbit
native app. Only 4 people were satisfied with the RMA platform and had no additional
requirements, whereas 9 out of 16 people stated that they would prefer to use directly
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the Fitbit app for monitoring because it was easier. In addition, they also prefered fancier
design interface and better navigation as well as faster and more reliable access to their
data which were offered in the Fitbit native app. Of course, for future work, this could be
improved by removing the exposure of the separate portal as well as improving the design
of the platform for better user interface and experience. It is to be noted that the questions
we asked participants were biased toward favoring the Fitbit platform, as the questions asked for
opinions on how the RMA could be improved, without asking how the native Fitbit app could be
improved.
4.6 Critical analysis
This chapter presented the design of our user study which was used to investigate further
concepts in Chapter 5, 6 and 7. To allow rapid design, experimentation and evaluation of
mHealth systems, we described our user study based on a wellbeing scenario, exploiting
the quantified-self approach of measurement and monitoring. Using off-the-shelf equip-
ment, open-source web-based software (with our own modifications), and exploiting the
increasing ownership of smartphones, we defined an architecture and prototype system,
and discussed the efficacy of this approach for use as an mHealth system for remote mon-
itoring.
The initial results showed the improvement of participants after engagement with our
study in terms of attitude and behaviour toward walking. We infer that people would be
interested the most in seeing their own activities when accessing RMA, and therefore were
more motivated to use our RMA by means of quantified-self (self-monitoring) and plat-
form functionalities. This accertained the usefulness of our RMA platform in providing
monitoring functionalities and asynchronous user interactions, i.e. self-monitoring and
having professionals. Allowing patients to self-monitor (see their own data) could encour-
age them to engage and stay engaged with mHealth. We also infer that in an mHealth
scenario, patients may need encouragement from a family member or friend to engage
with an mHealth care regime.
Nevertheless, the results showed also some negative feedback from participants re-
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garding the effect from having workout buddies who were not well known to them as
well as the design of the RMA platform compared to the Fitbit native application. As ex-
plained previously, this was due to a limitation in conducting and designing of our study.
In a real mHealth scenario, this limitation would be removed. Since a buddy in a well-
being scenario is an informal caregiver, i.e. family or friends, in an mHealth scenario,
trust would already exist and therefore all memebers in a carer network are trusted. Also,
there would be no need for an exposure of the separate portal for uploading bio-data from
measurement devices.
Our study was based on a restricted demographic. A change in demographic could
lead to the different results. Since our study was based on people in a university, our par-
ticipants had a background likely to engage with our study, i.e. they all had smartphones,
were familiar with using technology and had natural curiousity. This might not present in
a general group of users with different ages, illness, social background, etc. For example,
for the group of people in a rural area of the world, people might not know how to use
smartphones and might not engage with technology. The change in demographic could
also affect the use and type of devices, e.g. tailor-made devices would be needed for a
trial with the elderly, instead of smartphones. In addition, young people could be more
concious about privacy, whereas the elderly might be more trusting [94] [119].
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Chapter 5
Carer network
For mHealth applications, it is important that patients (who may be remote, far from clin-
ical sites) are incorporated into the healthcare system. The use of an OSMP provides a
structure to enable a collaboration between patients and healthcare professionals in a carer
network, supporting naturally the interactions and relationships that exist in healthcare
systems today. The communication between patients and healthcare professionals in a
healthcare regime today is mainly limited to clinical visits, letters and perhaps phone calls.
The OSMP has the potential to improve this interaction and so improve the overall quality
of healthcare. Additionally, by use of the OSMP, the healthcare regime can be inclusive of
both formal caregivers (e.g. doctors) and informal caregivers (e.g. family).
As shown in Figure 5.1, our remote monitoring application (RMA) provides a portal to ac-
cess the collected bio-data and provide the appropriate visibility and viewpoints for actors
in a carer network. Our model of a carer network exploits the existing social relationships
in a healthcare regime that is common worldwide [24], and consists of four actors:
1. the doctor or consultant in charge of the management of the healthcare regime;
2. the professional health carer who is a local contact for the patient (e.g. General Prac-
titioner in the UK) and implements the clinical care;
3. a family member or friend who is concerned about the patient (e.g. a neighbour for
an elderly patient) and acts as an informal caregiver;
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Figure 5.1: A remote monitoring application (RMA) using an OSMP to form a carer network.
OSMP enables communication and colloboration in a carer network as well as provides a
portal to access the collected bio-data and to generage a message alert for an emergency
situation. The dashed (red) outline indicates our use of an OSMP as a portal to access to
the collected bio-data.
4. and the patient.
The actors in the carer network could communicate via an OSMP that implements an
RMA. By exploiting existing infrastructure (OSMP software and network connectivity),
fast application development can be enabled and adapted quickly to suit requirements.
5.1 Actor viewpoints
Four different access viewpoints are implemented to suit the requirements of each user in
our example scenario to form a carer network.
Figure 5.1 shows our simple scenario. For example, an elderly patient is being monitored
for a heart condition, and heart-beat readings are transmitted from the patient to the RMA.
Our scenario is similar to the work in [143] proposing heart disease monitoring and alert-
ing systems using a smartphone. The RMA and collected data may need to be accessed
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by the following actors as part of a carer network (our scenario and healthcare processes are
based on a medical care regime in the UK):
• Patient. The patient may wish to turn the monitoring system on or off (for their own
privacy), and may wish to see the data collected.
• Doctor. This is a healthcare professional who is responsible for the overall manage-
ment of the patient’s care, e.g. a consultant.
• Carer. This is a healthcare professional who is responsible for the delivery of the
healthcare on a day-to-day basis, e.g. a local nurse or clinician.
• Family. This is a family member (or friend) who is concerned about the patient and
may wish to be informed quickly of any problems, in order that they can offer assist-
ance to the patient as required.
So far, we have tested and looked at the part of bio-data processing and bio-data access
in the technical architecture as described in Figure 2.3. This part is within the scope of
our study as shown in a dash (red) outline in Figure 5.1. In this scenario, it is typical
that the patient sees the doctor (or consultant) only a few times a year and, in between,
needs to go to a local clinic for a regular recording of the heart rate, which is conducted
by a professional carer. The bio-data is then uploaded to a health record for the use of
professional healthcare providers, e.g. the PHR. This conventional measurement process
taken at clinical sites can be replaced by means of remote health monitoring.
The remote monitoring of a patient can be used to support an ongoing healthcare re-
gime, or to provide (perhaps pre-emptively) emergency assistance, or even for diagnosis
of conditions. Sensors are attached to the patients’s body and take measurements as con-
figured (e.g. continuously or at intervals, as required). The collected bio-data, e.g. heart
rate, temperature and blood-pressure, are then sent via a gateway/relay on a smartphone
to the RMA (and perhaps also cached on the smartphone or sent to another application, as
required).
An online social network is used as a portal to access the patient’s collected data. Con-
sequently, the professional carers in local clinics and the doctors in hospitals can access
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bio-data using the RMA (or via the online PHR, as required). Similarly, a patient’s family
members who live in another town can access the RMA to monitor the patient’s health
status. This enables communication and collaboration in carer networks. Threshold trig-
gers can be set on certain bio-data types, e.g. heart rate and blood pressure, to generate no-
tifications to various actors as required. For example, if the heart rate exceeds a threshold
or drops below a threshold set by the doctor, family members and carers could be alerted
to contact the patient. It is clear that different viewpoints, levels of access to data, and
control of configuration will be required for different actors.
5.2 Viewpoints requirements
In this section, high level requirements for a remote monitoring application using an on-
line social media platform will be discussed. We consider here general issues, but our
discussion is in the context of our scenario in Figure 5.1.
According to privacy and security policies described in bio-data access part of our ar-
chitecture in Figure 2.3, we choose to examine the requirements in terms of data visibility
viewpoints, mapping an actor’s involvement in the application scenario. Each actor has a
different viewpoint. We can establish a qualitative appreciation of the requirements for the
viewpoints by considering Figures 5.2 and 5.3.
In Figure 5.2, we see a representation of the amount of information and complexity of
information (in terms of medical detail) that we are likely to need for each actor. The
patient and family members are likely not to require high-levels of medical detail. The
professional carer will need more information and with additional detail. Finally, the doc-
tor/consultant in charge of the care is likely to have access to all information with high
levels of detail.
In Figure 5.3, we see two key dimensions, represented by (a) the user, control and man-
agement planes, and (b) the application information / data, security and privacy and config-
uration layers. (The use of planes in this way is borrowed from communications system
architecture, but lends itself very well to our analyses.) The planes remind us that inform-
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Figure 5.2: Information seen by actors. Establishing information viewpoints: the view-
points of an actor must incorporate these qualitative considerations. Managing presenta-
tion of a potential large and complex data set is major issue with respect to the usability of
the system.
Figure 5.3: Information planes and layers within an application. This further characterises
qualitative partitions for the viewpoints in terms of the data-flows that may exist within
an application. The user / control / management model is borrowed directly from data
communications.
104
ation that is sent to or from the application could be for control or management purposes,
and not just the user data related to bio-data (heart rate, etc.). The distinction between the
control and management planes is, essentially, one of timescales and granularity of impact
on the application. For example, control signals may be used to configure the minute-to-
minute operation of the application at a ‘switch’ level, e.g. turn it on and off: management
signals may impact the longer-term, fine-grained operation of the application at a ‘tuning’
level, e.g. change heart rate monitoring from once every 10 mins to once every 2 mins.
This latter example also gives us an introduction to the interaction between the qualit-
ative considerations between actors and information: the management plane is unlikely to
be accessed by the user but may be accessed by the carer or doctor, at least in our scenario.
So, a full-matrix exploration of the planes and layers is not necessarily required for our
simple example, but could yield interesting results for other scenarios.
In considering the layers, we can also see that the security and privacy layer is required
for the interaction between configuration signals and the access to the user/application
bio-data. For example, the user may wish to turn off all monitoring for privacy purposes,
and this may include preventing the ‘turn-on’ signal from being executed if sent by a carer,
but is executed if sent by the doctor.
From the general discussion presented above, for our heart-monitoring RMA, we can
summarise the requirements in Table 5.1. This is a simple summary only, in order to
demonstrate applicability: a more detailed analyses would be required for a specific sys-
tem. However, it is enough to present the idea of how the actor/bio-data/plane interaction
could be specified in terms of requirements for an application.
We see from Table 5.1 that it may also be possible, with appropriate programming
models, e.g. by use of a domain specific language (DSL), to translate relatively easily such
a set of interactions into a policy for the application.
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Table 5.1: Summary of actor/bio-data/plane interactions.
User plane Control plane Mgmt plane
Patient R, simple RW, simple No access
Family R, simple No access No access
Carer R, limited RW, Limited access RW, Limited access
Doctor R, full RW, Full access RW, Full access
R = read W = write
simple = ‘switch’ actions, e.g. on/off
limited = simple + some ‘tuning’ capability
full = all ‘switch’ actions plus all ‘tuning’ capability
5.3 Access control policies
Security and privacy are extremely important concerns in a remote monitoring application,
both from the point of view of the patient, as well as to be conformant with any applicable
laws and regulations. The use of authentication and access control mechanisms at a remote
application are therefore necessary. In line with the security and privacy discussion in
Section 3.4.3 and bio-data access part of our architecture in Figure 2.3, the application needs
to authenticate persons who can access the data, e.g. patients, doctors, family members
and carers, as well as to restrict their access only to the part of the data they have rights
for. The use of suitable access control systems is therefore important and subject to actor-
personalised requirements, which are unique to their own environment, capability and
responsibility. Additionally, there are practical issues to be concerned with, e.g. if the bio-
data gateway is a smartphone, what happens if the device is lost or stolen? Again, we
concern ourselves with the interactions between actors and the bio-data only.
According to [13] and [117], the studies by Adams et al [4], Caine et al [22], and Lim et
al [88] have suggested that patients should have full control of who can access their data.
However, most of the studies in this area are applied to EHR / PHR, to allow patients to
maintain and manage their own medical records and share them under a patient’s control.
In PHR platforms, users have full control over their health bio-data to define the level of
access and access rights for individual users, e.g. family members, health professionals
and healthcare providers. Since we are dealing with a different environment focusing on
remote monitoring, the control of data would be different.
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Figure 5.4: A specific instance of Figure 2.3 for our monitoring prototypes showing a flow
of bio-data from measurement devices (shown in red), i.e. Fitbit and smartphone, to RMA
platform (shown in green and orange). This model shows an architecture of our user study.
Traditionally, patients do not have control of their data in clinical processes. There-
fore, we assume that the access-control level should be kept the same even though the
monitoring process is moved from clinical sites to, say, a patient’s home. Despite the risk
that patients do not have control over their own data (which should be kept private), the
monitoring processes and clinical care remain the same as today.
5.4 Enabling the carer network via the quantified-self
In this section, we review an architecture for remote monitoring systems and show that
it is feasible to build an OSMP with suitable functionalities in line with our architecture.
We propose that a wellbeing remote monitoring scenario can act as a suitable proxy for
mHealth monitoring by the use of an OSN.
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5.4.1 Prototype description
To realise our vision, an RMA based on an open-source OSMP – Diaspora – was built to
implement remote monitoring functionalities and a carer network. Figure 5.4 shows our
design mapping to the system architecture presented in Figure 2.3. This model represents
an architecture of the user study described in Chapter 4.
In our RMA, Fitbit activity tracker devices [43] were used as a measurement system for
convenience, but a real medical application would use a different measurement system.
The role of Fitbit and smartphone with respect to our architecture is shown in red and
numbered (1)-(3) in the diagram. The raw Fitbit data is uploaded and stored in the Fitbit
server via the use of a smartphone. The RMA platform accesses the raw data using the
Fitbit RESTful API and stores the cooked (processed) data in an RMA server.
Our focus on the use of Diaspora as an open platform for RMA is shown in a green and
numbered (4)-(8) in the diagram. The platform is modified to provide the RMA functions,
as well as the interaction between the actors in a carer network. For real deployment, the
processing of bio-data (5) can be done by medical experts. For bio-data access, each actor
accesses the platform and will see a different viewpoint of monitored data depending on
their roles in the carer network. This is controlled by access control policies, i.e. number (7)
in the diagram, implemented according to the description in Section 5.1. However, this will
be configured by the healthcare provider in real scenarios, with appropriate consideration
of patients’ personal privacy preferences, national laws, etc. The access to the platform is
also secure via HTTPS.
So, our main focus is on development of the online social media platform numbered
(4)-(8) in the diagram. We use Fitbit to provide functionality for items (1)-(3), but another
measurement and collection system could be used. The visualisation of bio-data, i.e. items
(9)-(11) in the diagram, are implemented only to allow our work to be demonstrated: this
would be an excellent place for those with expertise in HCI to consider this relatively new
approach and make advances.
In the context of mHealth, the mHealth application and actors in the carer network
of Figure 5.1 exist within the dashed (red) line. Outside that boundary, the systems and
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mechanisms are, effectively, for the purposes of measurement, monitoring and feedback.
The core interactions and sharing of data (and therefore privacy concerns) are within the
boundary. Outside the boundary, we are still concerned with security and privacy, but in
the context of unauthorised access. This is out of scope for our study, but would be an
important aspect of real system deployment.
The use of wellbeing data, for example the Fitbit device and portal, is outside the
dashed (red) boundary. Fitbit provides measurement and monitoring, and, for our RMA,
a mechanism for collection of bio-data. This can, of course, be replaced by another suitable
system. Also, whilst we have said that concerns of unauthorised access are outside the
scope of our current study, the danger of such compromise does exist within our use of
Fitbit [2].
5.4.2 Wellbeing monitoring as a proxy
In this section, we demonstrate how wellbeing data generated from a personal device -
Fitbit - can be used to replace sensitive medical data, to provide useful feedback on systems
development in a pre-clinical experiment.
Many studies being conducted at the moment are related to investigating technology
and systems and so the challenge is how to conduct those experiments and development,
in a pre-clinical setting, without losing context and relevance to the eventual clinical ap-
plication. Therefore, in this section, we propose the use of a wellbeing experiment as a
proxy for mHealth, and will show that there is an analogy and equivalence between these
two scenarios, i.e. there exists a similarity in both of these purpose-driven scenarios.
In order to avoid risks of exposing sensitive health data, as well as removing the com-
plexity and overhead of clinical studies, we design a wellbeing experiment which is a
parallel scenario to mHealth monitoring, and can be used as a proxy for an mHealth scen-
ario, as proposed in [78], with equivalent roles for the carer network. We take a position
that since our aim is to investigate the technology, system interaction and privacy of data
sharing, strong analogies can be made with an mHealth scenario, but without the risk of
using real health data. A key aspect of our approach is the model of interaction between
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the stakeholders and actors in each scenario, for which we exploit existing social relation-
ships. In this section, we will justify the similarity between the two scenarios.
Parallel scenario
We consider a scenario of fitness monitoring as a parallel scenario for remote health mon-
itoring. The two scenarios have similarity in terms of measurement of bio-data; people
may use wearable sensors which collect information about physical condition and phys-
ical activities, e.g. steps, calories, sleep patterns, heart rate, etc. These wellbeing data are
collected and sent to a server for self-monitoring. Users can make decisions on how to
share the data, e.g. with friends or family as well as analysis by a fitness and/or health
professional to improve their fitness and health levels. Based on existing roles in a fitness
and sport environment [23], we define a fitness network which consists of four actors as
follows:
1. A client, parallel role to the patient in the carer network.
The client is a person who wants to improve their health and fitness with a respons-
ibility to follow an exercise plan, and try to achieve agreed goals. The client uses
Fitbit and RMA platform, and follows the advice provided by professionals within
the RMA platform, as well as tries to achieve the goals set by professionals.
2. Personal trainer, parallel role to the doctor in the carer network.
The trainer could be a service provided by staff from a gym, or could be a private,
personal trainer. It is common that a trainer meets with clients for one or two sessions
to clarify goals and design an exercise programme. The workout plan is created spe-
cifically subject to the client’s need and physical abilities. The trainer helps clients to
work toward their goals by setting weekly fitness goals and a workout plan, motiv-
ating and providing feedback to clients as well as making sure that system is running
and weekly goal is achieved. The exercise programme is very similar to a healthcare
regime that would be established by a doctor or consultant.
3. Fitness coach, parallel role to the carer in the carer network.
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The coach is responsible for the day-to-day monitoring of the adherence to the train-
ers’s programme, and may provide motivational and corrective instructions. The
coach’s role is to implement the plan and motivate clients to work toward the fitness
goal through daily feedback and plan. This is similar to the role of the carer, who
might be a local healthcare professional at a clinic, or local physician.
4. Fitness buddy, parallel role to the family member in the carer network.
The buddy helps the clients to achieve their goal by motivating and/or working
together. This could be a friend or family member, much as in the carer network.
In reality, the professional roles, i.e. trainer and coach functions as well as the doctor
and carer functions, might be fulfilled by the same person. This is depending on the nature
of the medical situation being monitored.
Analogy in data sharing
We see a clear equivalence between these two purpose-driven scenarios of fitness network
(wellbeing monitoring) and carer network (mHealth monitoring) in terms of measurement
and sharing of data. There is correspondence between roles and a similarity in data sharing
behaviour. Similar to patients using wearable sensors to collect their bio-data, in our user
study clients use Fitbit devices to collect their steps and sleep patterns. The collected data is
then sent to a server and will be accessed by actors in a fitness network. Just like patients,
clients have control over the collection of their data and can make decisions on how to
share their data, e.g. with friends or family as well as analysis by a fitness and/or health
professional to improve their fitness and health levels.
Based on the analogy between the roles, data sharing behaviour in both scenarios are
subject to purpose-oriented sharing, i.e. data is shared as expertise and permissions deem
appropriate, and not for general access by thrid parties. Accordingly, clients shared their
activity data with the group of trusted people in the wellbeing network for the purpose
of improving their fitness levels, while patients would share their health data in a carer
network for medical treatment and/or diagnosis. For example, patients are willing to
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provide their real medical information to professional health providers for medical treat-
ment and/or diagnosis since the data is useful to improve their healthcare. Similarly, cli-
ents are willing to share their physical activities with professional trainers to improve their
fitness level. It is noted that sharing in both scenarios is based on scenario-specific trust
relationships, not for a general purpose, and unlike sharing financial data or private in-
formation to third-parties in general online social networks, e.g. Facebook. This means, in
order to achieve their goals (improve either fitness or health level), it is required to share
the useful information.
In particular, if the sharing of data is appropriate to the role and context, then trust
would exist, and therefore the analogy of sharing and privacy behaviour would be similar.
For example, clients would provide their steps walking information to their buddy, but
might not give away information about their heart rate, even though they might give that
information to the trainer or coach. Likewise, in the carer network, patients may not need
to provide their heart rate to family members, but would give it to the doctor.
Of course, there is not an exact match of data sharing and concerns for privacy between
the mHealth and wellbeing scenario. For example, there may be national data protection
and privacy laws that govern use of personal health data. However, the differences would
need to be evaluated and modified at a further level of study: our intention is to allow a
more favourable environment for initial investigations and experimentation without the
clinical overhead.
5.4.3 Cost estimates
We have said in Section 3.4.2 that costs are considered a barrier for large scale use of
mHealth systems. So, we provide here an outline cost of using the RMA platform built
on Diaspora and Fitbit in order to provide a remote health monitoring system.
Cost of devices. The purchase of devices, i.e. sensors and smartphones, are unavoidable.
In our RMA system (as described in Section 4.2), Fitbit Charge HR was used. However,
this would make no difference in the real deployment since sensor devices would also
need to be purchased. The cheapest suitable smartphones on the market are sufficient to
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allow web access, and patients may have existing smartphones that can be used directly,
further reducing costs. Also, the measurement device might be re-usable for more than one
patient, e.g. our Fitbit is reusable. For our experiment, the combination of Fitbit device and
(low end) smartphone would be ∼US$225 (GB£150).
Cost of IP service. For Internet connectivity, the cost of IP service varies depending
on Internet providers. Our observation is that the measurement data has low capacity
requirements (a few 10s of Kbps at the most). Assuming we use a UK Internet SIM such
as [135], the cost is ∼US$15 per month (GB£10). Again, a patients’ existing smartphone
connectivity could be leveraged, removing this cost. At the measurement server, 1000
users would generate traffic of a few Mbps, a modest traffic load.
Cost for server(s). As data rates are low (see above), a measurement server could handle
many users, e.g. perhaps 1000 or more. A low-end enterprise class server in the UK (1U
rackmount) is∼US$750 (GB£500). The real server load would come from access to the data
by the actors and for visualisation. However, this might be possible through a marginal
increment of the existing IT infrastructure by the healthcare provider. Excluding the cost
needed for hardware, our implementation is based mainly on an open, freely available
platforms and software, i.e. Diaspora and Google Charts (as will be shown in Section 6.2).
Development costs. These will depend on the application, but will be lower than for ap-
plications using custom hardware with non- standard technologies and APIs. We envisage
these to be the main costs. Its detailed assessment would be required to establish true costs
for application development.
By using freely-available open-source software, a remote monitoring system can be
enabled at low cost. The costs associated with devices, i.e. sensors and smartphones, are
low and the devices can be reused. The main costs are likely to be with the application
development, but these are reduced compared to the use of closed, proprietary systems
using non-standard technologies and APIs.
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5.5 User study
The RMA in Section 5.4.1 was implemented and used for our user study. The study was
conducted for 9 weeks as described in Chapter 4. In this section, we assess the usefulness
of the carer network by means of the surveys conducted over the period of the study.
Accordingly, this section shows results and observation regarding participants’ experience
with the carer network, i.e. whether the carer network was useful for participants, as well
as how well the parallel wellbeing scenario worked, and how the results could be applied
in medical scenarios.
5.5.1 Proxy experiment
Survey feedback - engagement duration
Figure 5.5: Participants’ opinions on a good duration for the study from the point of view
of their own engagement.
Figures 5.5 and 5.6 show participants’ opinions on the duration of the study. Most
participants agreed that the study was at an acceptable (correct) duration. Only few par-
ticipants would prefer if the study was shorter. This can be explained as the nature of
the wellbeing monitoring. At the point when the novelty of the Fitbit devices and self-
monitoring had worn off, participants had less interest in the study. This would be different
for medical scenarios, i.e. the purpose of monitoring is not to improve wellbeing (the number of
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Figure 5.6: Participants’ opinions on an ideal duration for the study from the point of view
of their own engagement.
steps) but for medical reasons. Hence, there would be less effect from the novelty of the devices and
apps since people would be more concerned about health and might stay engaged longer with the
study. Nevertheless, for other research with a similar study, 9 weeks would be the right
period people are willing to engage with the study.
Survey feedback - specific platform needed to link and share data
In Figure 5.7, half of the participants (8 out of 16) formed a link connection with other par-
ticipants in Facebook, but only a few participants (2 out of 16) formed a social link to share
their fitness data. In Figures 5.8(a) and 5.8(b), it can be seen that if this had been a real med-
ical scenario, it was unlikely that people would form the same link to connect and share
medical data with other patients on other networks outside medical monitoring applica-
tion (Figure 5.8(b) shows higher UNI than UPI). More details on privacy and concerns in
data sharing will be depicted in Chapter 7. We infer that people are willing to share their data
but in a proper medical appliation, not in general OSNs. Also, they are not interested in sharing
medical data with other patients or people who are not professionals. Accordingly, this implies that
it is not possible to use current general OSNs for remote monitoring purposes, since people would
need a platform specifically designed for a medical application to share data with trusted people in a
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carer network.
Figure 5.7: Participants’ use of other online social media platforms other than RMA plat-
form to link with other participants and share their fitness data.
5.5.2 Carer network
Feedback survey - participant acceptance of the carer network
At the end of the study, we assessed participants’ opinions on the usefulness of the carer/fitness
network. As shown in Figure 5.9, most participants (13 out of 16) agreed that the carer/fitness
network was useful to improve their fitness/wellbeing. Only 2 participants thought that
the carer/fitness network was not useful, and this can be explained by Figure 5.10. The
most important reason people felt that the carer network was not useful was the engage-
ment with people in the carer network. Most participants felt that they did not engage
with their buddies, i.e. they would feel more engaged if their buddies were their friends
or families (see Section 4.5.4), and they would prefer to engage with other people who
were not in their fitness network but were involved in the study. The latter was due to
the nature of our experiment based on wellbeing and steps competition scenario. Some
participants would have enjoyed competing with many people rather than only with their
own buddies.
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(a) Distribution in percentage
(b) User assessment index
Figure 5.8: Participants’ opinions whether they would form such a social link to connect
and share data with other patients in a real medical sceanario. The responses were from a
Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
We infer that people like to have a carer network, and the success of mHealth systems could be
improved by allowing online linkage between patients and carers.
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Figure 5.9: Participants’ self-assessments the usefulness of the carer/fitness network
(buddy and professionals) in the RMA platform at the end of the study. Yes = carer/fitness
network in RMA is useful. No = carer/fitness network in RMA is not useful. Neutral =
undecided.
Figure 5.10: Participants’ opinions on reasons that could make the carer/fitness network
more useful.
Change between surveys - motivation from carer network
Over the study, the participants’ change in motivation was traced by the series of four
functionality surveys. In this section, we focus on the motivation caused by people in
the carer/fitness network. The participants assessed to which extent having professionals
and a buddy motivated them to work toward goals. The result is shown in Figure 5.11.
Accordingly, it can be seen there was a decrease in the motivation caused by carer network
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(a) Distribution in percentage
(b) User assessment index
Figure 5.11: Participants’ motivation. ’Sn’ on the X axis stands for response to functionality
survey n. Participants assessed their motivation to work toward goals caused by carer
network - "I can keep in touch with professionals and buddy, get latest information as well
as get attention from people in a network". The responses were from a Likert scale (not at
all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
for participants. In Figure 5.11(b), the change in UPI was not consistent; however, there
was an increase of UNI. This is in accordance with the results shown in Figures 5.9 and
5.10 and Section 4.5.3, i.e. few participants experienced a lack of engagement with people
in the carer network and expressed a decrease in importance and usefulness of having a
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workout buddy. Nevertheless, the UPI was always higher than UNI over the surveys. We
infer that people feel that the carer network was useful, and could benefit more if an engagement in
a carer network could be formed.
Change between surveys - support considered important from carer network
(a) Distribution in percentage (b) User assessment index
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Figure 5.12: Participants’ self-assessments on the support considered important from carer
network. ’Sn’ on the X axis stands for response to functionality survey n. The responses
were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very
much (5)).
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Similar to participants’ assessments in the previous section, participants assessed the
importance of three different support links provided by the carer network over the period
of the study. Figure 5.12 shows the participants’ self-assessments for all aspects of support
from the carer network, i.e. support from professionals, support from a buddy, and com-
munity feeling. Accordingly, the support from professionals was considered as the most
important support from the carer network for participants. The support from a buddy was
ranked as the second most important, and community feeling was ranked as the least im-
portant. This again can be explained with the results in Section 4.5.3, i.e. people like to have
support from professionals but not much from a buddy. Also, as seen from the previous section,
some participants did not feel much engagement with their buddy and would prefer more
engagement with other people outside the carer network. It is to be noted that the notion of a
carer network is different from a normal online community and based on trust. Therefore, to have
a community feeling, an engagement with people in a carer network, i.e professionals and buddy, is
important.
Support from professional: Figure 5.13 shows the participants’ assessments specifially
for the support received from professionals, i.e. adjusted goal based on participants’ per-
formance and instructions from professionals. As can be seen, the UPI was constantly
higher than the UNI over the surveys. We infer that people liked having professionals and
benefited from the support provided by professionals.
Support from buddy: Figure 5.14 shows the participants’ assessments specifically for
the support from the buddy in a carer network, i.e. to engage in a community and work
toward goals together. Compared to the support from professionals, we can see a decrease
in usefullness of the platform in providing engagement with a buddy and work toward
goals together. Participants’ UPI decreases with an increase in UNI over the surveys. People
like to have support from the buddies only at the beginning of the study. Once they are engaged
with the study, there is less need for having buddies.
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Figure 5.13: Participants’ self-assessments on the support from professionals in carer net-
work. ’Sn’ on the X axis stands for response to functionality survey n. The responses were
from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very much
(5)).
(a) Distribution in percentage (b) User assessment index
Figure 5.14: Participants’ self-assessments on the support from a buddy in carer network.
’Sn’ on the X axis stands for response to functionality survey n. The responses were from
a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
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Change between surveys - utility of online social network for remote monitoring ap-
plication
Participants assessed how the RMA platform is important in improving the following
aspects of remote monitoring: providing closer communication with professionals and
buddy, and allowing communication of bio-data. As shown in Figure 5.15, most parti-
cipants saw the importance of both aspects (more positive ratings than negative ones).
Note that Figure 5.15(d) shows a decrease in the usefulness of communication of bio-data
experienced by participants over the surveys. Together with Figure 4.10, this result shows
that participants liked being engaged with professionals, but lost interest in their buddies,
i.e. they were more interested in self-monitoring and having engagement with profession-
als.
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Figure 5.15: Participants’ self-assessments on the usefulness of the platform based on so-
cial interaction, i.e. closer communication with professionals and buddy and allowing
communication of bio-data. ’Sn’ on the X axis stands for response to functionality survey
n. The responses were from a Likert scale (not at all (1), not reallly (2), undecided (3),
somewhat (4), very much (5)).
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In order to examine closely participants’ assessments regarding the communication
means provided by the platform, we assessed participants’ opinions in the unusefulness
of the platform in not providing sufficient means of communication to people in a carer
network. The results in Figure 5.16 shows that most participants disagreed with this state-
ment (higher UNI than UPI over the surveys). This means most participants were happy
with the platform, i.e. since the question was negative, negative results were useful.
We infer that patients will be motivated to stay engaged with an mHealth regime through com-
munication and linkages enabled by the carer network. The social interaction provided in the OSN
is useful and sufficient for communication and sharing of bio-data within a carer network.
(a) Distribution in percentage (b) User assessment index
Figure 5.16: Participants’ self-assessments on the lack of sufficiency for communication
means provided by the platform. ’Sn’ on the X axis stands for response to functionality
survey n. The responses were from a Likert scale (not at all (1), not reallly (2), undecided
(3), somewhat (4), very much (5)).
5.6 Critical analysis
We have shown that it is feasible to build simple remote monitoring applications using an
OSMP, in line with our architecture and with appropriate functionality and configuration
capability. Four different access viewpoints were proposed to suit the requirements of each
user in our example scenario to form a carer network: the patient, the doctor in charge,
professional carers, and family members of the patient. The use of an OSMP allowed us to
implement communication between actors in a carer network which includes the patient
and medical professionals.
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We analysed the general requirements of a remote monitoring scenario and the pro-
cess of building and using an OSMP to meet these requirements. Our analyses showed
that considering actors and the data/actions within user, control and management planes
present the formulation of viewpoints that can combine the use of (and access to) the bio-
data, as well as specific configuration capability, including use of security and privacy
policy. Such mechanisms must remain under the control of the carer network.
In this chapter, we proposed the use of wellbeing devices and applications, Fitbit, with
an open-source online social media platform, Diaspora, to create a proxy for an mHealth
application scenario. We leveraged the public interest in the quantified-self to the benefit
of users and show that it is possible to build an analogy between wellbeing and mHealth
scenarios for the benefit of experimentation and research, without the overhead and com-
plexity of clinical constraints. This enables reserachers to focus on new technology and
systems aspects, without losing context, to be able to make faster progress in pre-clinical
settings. We presented arguments that the sharing behaviour in both mHealth monitoring
and purpose-oriented wellbeing monitoring is similar, i.e. if the context of data sharing is
appropriate to the shared environment, then the trust relationships that exist are similar.
We believe that the use of wellbeing monitoring as a proxy experiment for mHealth mon-
itoring would make trials in the early research stages more easily possible and facilitate
research in this area for advancing future mHealth systems.
We have found that it was useful to use wellbeing as a proxy for mHealth scenario;
however, it is not always applicable. For example, people would stay engaged longer in a
real mHealth scenario, i.e. there would be less effect from the novelty of devices and ap-
plication. Furthermore, unlike sharing of wellbeing data in wellbeing monitoring, people
are willing to share their bio-data only in a proper medical application for mHealth mon-
itoring. Accordingly, it is not possible to use current public OSNs for remote monitoring
purpose since people would need a platform specifically designed for a medical applica-
tion.
Furthermore, we proposed that the use of an open-source OSN is useful for monitor-
ing the quantified-self, and have found that a social interaction in an OSN could enable
the flow of bio-data and sufficient communication within the carer network. Users felt
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that the carer network was useful, i.e. people like to have a support from professionals
throughout the study and like to have a support from the buddies at the beginning of the
study. We conclude that the success of mHealth systems could be improved by allowing
linkage between patients and carers, as well as the use of an open-source OSN is useful for
monitoring quantified-self.
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Chapter 6
Implementing remote monitoring and
alerts using an online social network
In this chapter, we examine the creation of an RMA using an OSN. The chapter consists of
two parts: a prototype RMA we have built using the Facebook application programming
interface (API) which was used as an initial technology trial, and a real RMA we have built
using an open-source Diaspora which was used for our user study.
6.1 Remote monitoring application prototype using Facebook
In this initial technology trial, we have tested the creation of RMA using Facebook func-
tionalities in order to guide the creation of the real RMA. We examine a prototype applica-
tion we have built using the Facebook API to assess the utility of OSMPs for implementing
two primitive functions:
1. Remote monitoring of personal bio-data [75].
2. Generation of asynchronous alerts [74].
Our initial technology trial [75, 74] used Facebook for convenience, in order to investigate the
issues in the use of an OSMP: we would not expect a real healthcare OSMP to be on Facebook. Our
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intention is not to mandate or promote the use of of any single particular OSMP above
any other. We explore the functionality of Facebook in order to assess the feasibility of our
approach and to determine where additional work is required for the real RMA. In the
next chapter, we examine three OSMP systems in order to assess the suitability of OSMPs
for remote monitoring.
6.1.1 Remote monitoring
In this section, the design of a prototype Facebook application is discussed to show the im-
plementation of two primitive functions for an RMA: as a platform allowing user-defined
applications, development is flexible and can be arranged quickly to suit different require-
ments of patients and health professionals.
With respect to Sections 2.3.2 and 3.4.3, we demonstrate implementation of the follow-
ing:
Usability: By employing a simple web-based interface, we show how data can be
presented with different viewpoints that are relevant to the different actors in our carer
network (see below).
Interoperability & Portability: A web-interface based on common standards allows
the patient bio-data to be accessible on a variety of platforms. We choose to show views
on a mobile handset (an iPhone 4s). The standard Facebook API is used.
Scalability: We do not assess this explicitly, but Facebook is used by many millions of
users worldwide, and so, potentially, our prototype is usable on a diverse range of devices
and has a global reach.
Reliability: We do not assess this explicitly here. Clearly, reliability issues could arise
due to the Facebook service, the mobile device, or the communication service. These are
more likely to be engineering issues, rather than architectural issues, so they will need to
be assessed specifically for an operational system.
Security & Privacy: Specific, simple security and privacy requirements are implemen-
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ted, based mainly on access control with respect to the data, as well as for control of the
application. We specifically highlight the differences in security & privacy requirements
between the actors and their respective viewpoints. More details on security and privacy
including privacy settings and control issues will be shown in Chapter 7.
6.1.2 Remote alerts
In this section, we extend the design considerations of our architecture, i.e. bio-data access
and bio-data processing in Figure 2.3, to also include an alert system.
As seen from Table 2.1, alerts are an essential part of future remote health monitoring.
Coupled with appropriate sensing and communication systems, alerts could be used for a
variety of purposes within the healthcare regime, e.g.:
• Notifying the carer network members about changes in a patient’s condition.
• Flagging changes in operation of the RMA, e.g. the RMA is turned on or off.
• Sending periodic reminders to the patient to undertake a certain action, e.g. take
medication.
• Allowing healthcare workers to send asynchronous requests to a patient as part of
the overall healthcare regime.
We consider the first one of these only, as a proof of concept. We take the position that
such alert-based systems will, initially, not be used for critical care, e.g. a patient with a
severe heart-condition. Instead, we consider alert systems as part of care regimes dealing
with more routine monitoring of less critical conditions; or for ambulatory monitoring and
data collection in diagnosis; or for gauging the effectiveness of ongoing treatment.
Figure 6.1 shows our example scenario in which an elderly patient is undergoing heart
monitoring. We also do not consider the sensors involved, but much suitable technology is
available for for use in such systems, e.g. wireless smart watches [133] [116] [51], for heart
rate monitoring. The detection of heart rhythm disorders and symptoms like arrhythimias
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may also be possible using appropriately instrumented pacemakers [121], for example.
Currently, such devices lack an ‘application portal’ to provide access to the monitored
data, and we propose an alert system as being a part of such a portal.
Figure 6.1: A remote monitoring application using an online social network, Facebook in
our RMA prototype, to form a carer-network. We consider only the specific remote mon-
itoring (heart monitoring) of an elderly patient, how to access the monitored bio-data for
patients, doctors, professional carers and family members using an online social network,
and focus on alerts implemented using the notification services of the OSMP. Under con-
figuration control, alerts are sent to appropriate actors. The dashed (red) outline shows the
scope of our study.
We focus on alerts implemented using the notification services of the OSMP, Facebook.
Under configuration control, alerts are sent to appropriate actors.
6.1.3 Requirements analyses
As we have discussed in Section 5.2 and in accordance with privacy and security policies
bit of our architecture in Figure 2.3, information sent to and received from an RMA could
be related to health bio-data (user plane), control (plane) data for the configuration of the
application, or management (plane) data related to the overall operation of the application
(systems-related), or the health-regime policy (user-related). Hence, we chose to specify
130
three main types of alerts, based on Figure 6.1:
• bio-data alerts: This alert type is triggered from the bio-data, e.g. by the use of threshold
triggers. Health alerts are sent to appropriate actors in a carer network.
• system alerts: This type of alert is triggered by a change in the configuration of the
RMA. For example, when a patient switches on/off the monitoring, alerts will be
sent to notify a healthcare professional in the carer network. Also, any configuration
signal sent by a carer, e.g. adjusting of monitoring frequency should trigger an alert
sent to the doctor responsible for overall care.
• messaging alerts: This type of alert is for user-level messages, either sent by manual
intervention (e.g. a message from a doctor to enquire about a patients care) or auto-
matically generated (e.g. a reminder for medication).
We consider these to be alert primitives, and further, higher-level alert-types could be
realised based on these, as appropriate for a particular application. We examine the first of
these. Alerts will be sent according to the values of monitored bio-data. We have chosen
to emulate a heart-monitoring application with the following states:
• Normal: The monitored bio-data are in normal ranges. No need for any action.
• Warning: The monitored bio-data starts to deviate from normal values. Patients need
to be notified to be aware of the situation. There is no need yet for doctors to take ac-
tion, but, depending on the healthcare regime, a professional carer or family member
may be notified.
• Critical: The patient is in a situation where some intervention is required by a medical
professional. All actors will be alerted of this situation with urgency.
The state diagram is shown in Figure 6.2, while Table 6.1 shows the alerts that are
generated and which actors receive the alerts. Of course, this table could be configured as
required for a particular patient or particular healthcare regime. For simplicity, we have
so far considered a single actor for each part of the carer network. However, it is clear that
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Figure 6.2: A state diagram showing all possible changes in health status and events (see
Table 6.1) triggered by each change for our emulated heart-monitoring application.
Table 6.1: Events signalling a state change (see Figure 6.2).
e1 e2 e3 e4 e5 e6
Patient yes, high yes yes, high yes yes yes
Family yes, high yes yes, high yes yes yes
Carer yes, high yes yes, high yes no no
Doctor yes, high yes yes, high yes no no
yes = alert sent no = alert not sent
high = high level of reliability / urgency
the various actors we have chosen could in fact be groups, and the alerts are delivered to
everyone within the group identified.
The triggering of alerts needs to be highly configurable, but the generation of alerts
should not have to rely on manual intervention, i.e. should be automated via the OSMP.
Where, ‘high’ urgency or reliability of delivery is needed for alerts, then the OSMP should
support some sort of additional reliability mechanism accessible to the application de-
veloper, e.g. OSMPs can offer delivery of notifications via SMS as well as via the normal
delivery mechanism via the Internet. However, the exact nature of the urgency/reliability
mechanism would be application-specific.
6.1.4 Application development
We now consider the implementation of the remote monitoring and alert primitives in our
prototype Facebook application. We reiterate that our implementation is created in order
to further our discussion regarding the use of OSMPs for mHealth, and we do not claim
this to be a deployment-ready mHealth application.
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For monitoring, we chose to implement an application dashboard which includes read-
only access for the patient bio-data in the user plane and read-write access for the applic-
ation control in the control and management planes as shown in Table 5.1. The function
is implemented with a different view of recorded bio-data and configurability of control
data for each user. The second function is a message alert for an emergency situation.
For simplicity, one patient, one doctor, one carer and one family member were imple-
mented to test interactions. Each actor accesses a Facebook application using his or her
own Facebook account, but this account could, of course, be created specifically for this
purpose.
Remote monitoring application dashboard
In Figure 6.3, we show the implementation of the user plane, control plane and manage-
ment plane functions for accessing and viewing of monitored bio-data as well as for control
of the application. Figure 6.3 shows the information flows according to our implementa-
tion. To model the bio-data capture and bio-data store part of our architecture in Figure
2.3, the bio-data is collected from sensors and sent to an SQL database: in this case the
sensor data is emulated. The Facebook application periodically access the database (a pre-
defined, configurable interval) to process (the bio-data process in Figure 2.3) and update
the bio-data display on a Facebook application canvas page. Facebook provides a portal
for access control, i.e. each actor logs in to Facebook and sees a different view of applica-
tion dashboard according to their roles, which are organised via Facebook groups.
In accordance with the bio-data access described of our architecture in Figure 2.3, each
authorised actor can access the bio-data and control-data only as permitted by the applic-
ation. Based on sensitivity of the bio-data and suitable policy regarding national laws
and regulation, bio-data should be shared with each actor in such a carer network using a
predefined application-wide policy.
In this study, we are focusing on four actor categories: a doctor, a carer, a family mem-
ber and a patient. For simplicity, we assumed that access to the application is centrally
assigned to all users by a central policy, which could be an appropriately trusted adminis-
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Figure 6.3: Information flow and access viewpoint in a dashboard implemented for this
study. Read-only and Read-Write access with a different view for each user is enabled by
using Facebook as a portal.
trator at the clinical site where the doctor is resident. However, trust relationships could be
established and trust delegated as required, e.g. doctors grant access to professional carers
and patients grant access to family members, which is permitted via Facebook mechan-
isms.
The doctor has full access and complete control to all data due to the need for man-
aging the longer-term care regime for the patient. The carer has access only to the part of
information required for day-to-day assistance. The family member needs only viewing
mechanisms to know if the patient is not needing attention. The same viewpoint is ap-
plied to the patient who needs also to monitor their health status but has no access to their
detailed bio-data. Although the patient and family views are the same in the user-plane,
they would differ in the control-plane, as shown in Table 5.1.
According to the bio-data visualisation part in our architecture in Figure 2.3, applic-
ation dashboards are implemented. Figures 6.4, 6.5 and 6.6 show the application dash-
boards for doctor, carer and patient viewpoints, allowing views of various bio-data as a
table and graphs. It is possible via the dashboard to change RMA configuration, e.g. switch
on/off or change monitoring frequency. Note that we have used simple visual presenta-
tions for proof of concept only. The charts and meter graphics are from Google Charts. The
monitored data is shown in details as a table and a graph, which can be accessed only by
the doctor and the carer. In this example, the carer can access only the monitored heart-
beat, whereas the doctor has full access to all monitored bio-data. An additional graphic
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Figure 6.4: The Facebook application: doctor viewpoint. Dashboard access to bio-data and
control-data. The doctor sees a table of data, a summary chart and has access to control of
the application (as seen on an a iPhone 4s).
of heartbeat in the form of a meter is used as an example of visualization required to help
the carer for quick data interpretation. The patient and family member have no access
to the detailed data. Only a summary message and the graphical meter giving the pa-
tient’s health status are shown. The doctor has full read-write access over data in control
and management planes, while the carer has less configurability. Finally, patient has only
simple access to a control plane, i.e. for switching on/off the application. (The application
snapshot of the family viewpoint is not presented here, because in this case it is the same
as the patient viewpoint in Figure 6.6, but without access to a control plane.) We show a
view from a mobile device (iPhone 4s), but, of course, non-mobile devices can also be used
with Facebook.
Remote monitoring application alert
We have implemented medical alerts triggered by bio-data and notifications of management-
related actions in relation to the operation of an example heart-monitoring application.
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Figure 6.5: The Facebook application: carer viewpoint. Partial detail access of bio-data
and control-data. The carer sees a simplified table of data, a summary chart and meter (for
heart rate only), but still has access to control of the application.
Figure 6.6: The Facebook application: patient viewpoint. No detailed access to bio-data
and a simple access to control-data. A simplified version of a heart rate display, with a
simple on/off control.
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Figure 6.7 shows the view of our experiment for generating alerts. The emulated heart
rate bio-data is collected every 20s from our emulated ‘patient’ and stored in a MySQL
database. A Facebook application polls the data every 1 second and generates alerts as
required, based on the discussion above (see Figure 6.2 and Table 6.1). This means that
alerts should be available within ≈20s of an event occurring at the patient, and of course
this could be changed as required. Given the nature of the monitoring – non-critical –
sub-second alerts are not required. (Polling-based systems have inherent scalability is-
sues, but our intention here is to understand if timely delivery of alerts is feasible.) We
record a timestamp when the alert was generated at the ‘patient’, then check the Facebook
timestamp when the notification was visible to an actor.
When the monitored bio-data reaches predefined thresholds or there is a configuration
change in the application, alerts in the form of Facebook notifications will be generated.
For the bio-data, the thresholds would be tuned to a specific patient as required. For
our proof-of-concept, we have used a simple threshold model based on a document from
Heart Research Australia [64] (bpm = beats per minute):
• Normal: 60-80 bpm.
• Warning: 50-60 bpm or 80-100 bpm.
• Critical: less than 50 bpm or greater than 100 bpm.
It is to be noted that this model is for an adult: the different threshold model for heart
rate would be required for a child or adolescent.
Alert delivery latency
A smartphone with browser access to Facebook was tested on 3G and WLAN connectivity
each for a 2-hour period. The emulated patient was configured to generate 3 notifications
per minute. The distribution of latency of alerts is shown in Figure 6.9 with some statistics
in Table 6.2. Overall, our simple experiment shows that the alert delivery latency using
Facebook is low, albeit with significant differences between 3G and WLAN. (This is in
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Figure 6.7: Testing alert delivery latency. Heart rate bio-data is emulated and stored in a
MySQL database with a timestamp every 20 seconds. Our Facebook application polls the
database every second, issuing an alert when new bio-data is seen.
Figure 6.8: Alerts delivered as Facebook notification messages: doctor viewpoint. Both
bio-data and system alerts are shown.
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Figure 6.9: Alert latency: Cumulative distribution of Facebook to smartphone latency (see
also Table 6.2).
Table 6.2: Alert latency: Statistics for Facebook to smartphone latency (see also Figure 6.9).
min mean max median range 95%-tile 99%-tile
3G 23 940 2410 959 2387 1785 2008
WLAN 16 651 1730 677 1714 1179 1248
latency values all to the nearest millisecond
agreement with the results from our user study in Section 6.3.1, i.e. people liked that alerts
happened quickly.)
Alerts are implemented as Facebook notifications, e.g. Figure 6.8. Facebook groups
are used for actors and individual users are assigned to the appropriate group. Alerts are
sent to the predefined group of people according to Table 6.1. We are aware that there are
other factors that could affect the heart rate, e.g. activities, temperature and body size.
Therefore, additional bio-data and a more sophisticated model would be needed to detect
any abnormality correctly or to set thresholds for a given user, in reality.
Using an OSMP for remote monitoring would allow a range of user terminals for the
actors, e.g. desktop, tablet, smartphone. We chose to use a smartphone, as alerts are asyn-
chronous, and so actors, such as family members and carers, may chose to monitor such
alerts while engaged in other activities which mean that the use of a desktop or tablet is
not practical.
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6.1.5 Suitability of application
In the previous sections, we have considered the general requirements needed for our
RMA and have developed a prototype application using Facebook. We present here a
discussion of the suitability of the application, and indicate directions in order to realise
the use of an OSMP as a platform for real remote health monitoring applications. The
suitability of the application is analysed including security and privacy issues.
Usability
In our scenario, we considered the remote monitoring application applied for an elderly
patient at home. Therefore, the use of a smartphone and an OSMP as means for monitoring
would be appropriate in many cases, as an adult would be capable of using such devices
and interfaces.
However, there may be situations where an elderly person with other illnesses would
not be able to use a handheld mobile device, e.g. if they also suffered from arthritis in their
hands. In a more general situation, the mobile device may not be suitable for all types of
patient. For example, a younger patient, a child, may not be able to take care of such a
device, e.g. make sure it is charged. However, such a younger patient may also not need
any access to the bio-data on the device, and a parent or guardian would help to take care
of the device, e.g. for charging.
Nevertheless, it does mean that, for the same application – heartbeat monitoring –
different devices may be required as suits the patient. While this is not a limitation related
to any specific OSMP, e.g. Facebook, it may impose a constraint on its use. While our study
does not include an in-depth examination of usability issues, we acknowledge that this is
an important area for further research.
Additionally, there are practical issues to be concerned with, e.g. if the bio-data gate-
way is a smartphone, what happens if the device is lost or stolen? Again, we concern
ourselves with the interactions between actors and the bio-data only.
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Data location and storage
We are aware that there could be several problems from storing health data on a server
of a third-party or in cloud services. As with GoogleHealth and Microsoft HealthVault,
Facebook uses cloud-based systems. Some countries, have laws or other regulation which
govern the collection, storage, use and distribution of personal information. According
to the study in patient privacy by Baker et al [134], the Data Protection Directive in the
EU makes it in practice very difficult, even impossible to comply with the requirements
if personal data is stored in the cloud. Similarly, the Data Protection Act (1998) (DPA) in
the UK requires that data collected by an organisation must only be used for the purpose
for which it is collected and must be stored within the confines of the organisation that
collected the data, in accordance with the Act. Overall, then, health data gathered by a
health-provider are neither allowed to be stored outside the health institution nor to be
given to a third-party. So, to employ a commercial cloud-based system for storing health
data would be a problem since a data location is physically unknown and data may be
stored on servers belonging to third-parties in a way which is not conformant with the
DPA. There is not yet a defined standard for security and privacy interfaces for online
social media networks, though security mechanisms are employed. However, examination
of the larger security and privacy issues will be important for such systems, and we defer
this to future work. Our goal here is to investigate the feasibility that an OSMP could be
employed for constructing the RMA. In a real system, service provisioning would need to
consider the security and privacy issues that we highlight in this section.
Reflections on the use of our prorotype remote monitoring application
There are many benefits of using a platform, such as Facebook, for enabling a carer net-
work for an RMA, as we have discussed. In addition, Facebook is also suitable for the
following reasons:
Basic security and privacy mechanisms: In our implementation, we employ the basic se-
curity and privacy mechanisms provided by Facebook, i.e. access control and authentic-
ation mechanisms, to ensure the security and privacy of monitored bio-data. These were
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sufficient in our simple evaluation, but, of course, we have not conducted any clinical trials
with real users. Based on a Facebook user id, we can ensure that persons accessing the bio-
data are who they claim to be, e.g. doctors, carers, family members or patients. Therefore,
the appropriate access can be granted. Moreover, the data is still kept private since the
application only accesses a specific snapshot from the database, presenting specific data to
certain actors, e.g. carer and family. Only the doctor has the full view in our case, and this
is controlled from the application canvas in Facebook.
Social channel: Facebook provides a social channel with many possibilities to share and
publish data, e.g. news feeds, notifications, wall posts and messages, as well as a privacy
setting to control who can see the shared information. In our prototype, a notification was
used as a mechanism to send an alert as a direct short message to reach all members in an
emulated emergency situation.
Grouping: Facebook provides functionality to connect users as a group or a list. Based
on an open graph mechanism, a connection between users is bound by a unique object id.
This social graph enables a relationship between users, e.g. patients can have lists of people
who are their doctors, carers and family members can be grouped into a Facebook page
group for communication within a carer network.
Use of a mashup: We also used a mashup approach in our work to realise fast application
development, by integrating Google Chart [52] widgets, for the graphical presentation of
the data. However, this means that data was sent to Google, which may not be appropriate
for privacy reasons as discussed previously. However, if such tools were implemented by
the healthcare service provider, and hosted by the clinical site, then the graphic tools could
be used within the Facebook application without any such privacy/security issues. Other
benefits may also be possible, e.g. if the data-storage and tools are ‘close’ in terms of
connectivity (e.g. co-located servers), there could be a performance advantage where large
volumes of data are involved. Also if all applications use the tools provided by the clinical
site, then standard look-and-feel could be adopted across applications, presenting uniform
and familiar display of bio-data across different applications.
We took no initial position that Facebook and Google Charts were particularity suited
(or not) to such applications: indeed, our intention was to gain insight to the suitability of
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such applications development for the RMA. Please also note that Facebook and Google
Charts could not be used for a real RMA as they violate the Data Protection Act.
6.1.6 Discussion and critical analyses
Challenges with the Facebook platform
As Facebook has been designed for sharing of social data, it may be considered too open
in terms of privacy and security in some cases. Facebook is not designed for implement-
ing private applications which require automated processes such as remote monitoring,
but rather for open networks with socialisation as a goal. We found that many of the so-
cial plugins which are for general Facebook applications were not suitable for our remote
monitoring application.
Requirement for user interaction: In order to protect users from unintentionally sharing
or publishing information, a Facebook system requires users to confirm that they intend
to make the actions they have initiated. Therefore, most Facebook functions require either
user interactions or permissions. For example, to post on a user’s Timeline, two possibilit-
ies are either using a feed dialog, which requires a user interaction, or using an application-
generated post, which requires a user’s permission to publish on their behalf. In this
aspect, Facebook applications cannot support easily the automated process that might be
required for bio-data monitoring, information dissemination and alerts.
Complicated privacy settings: Facebook provides a basic privacy setting for users to
control who can see their shared information in an application and a news feed. How-
ever, the privacy setting can always be changed by Facebook policy, or easily changed by
mistake by users, or simply erroneously configured. As a result, there is a possibility that
the heath-related data can be unintentionally shared with one’s entire network of friends
rather than just the ones related to the remote monitoring applications. Due to the poten-
tial sensitivity of health data, this is a high-impact risk.
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Information communication paradigms: It can be challenging to find suitable commu-
nication paradigms which enable both privacy and automation. For example:
• Post to a user’s timeline or to friend’s news feed. By using a feed dialog, a graph API
could enable an automatic post. However, if users create an incorrect privacy setting,
the information could be either exposed to the whole network or may not go to the
correct people.
• Send a message. A message is sent directly from a user to others. This way, information
can always be kept private. However, it is not possible to automate the message
sending – user interaction is required.
• Notifications. A notification enables users to send a short custom message. Only
receivers can see the notification pop up when they log in. Accordingly, the inform-
ation is kept private. In addition, an automated process for sending a notification
is possible. However, some user interactions are still required at the beginning of
the process to grant permissions. This method is used in our application for sending
alerts to all users, and is the best suited for our health monitoring application.
Given known security and privacy policy problems in Facebook [57] [34], improved se-
curity and privacy mechanisms would be beneficial for a real system deployment. To avoid
sharing health-related information accidentally, configuration of privacy settings would
need to be less open, initially. For example, using a ‘default’ privacy setting which will
be applied to all applications with similar clinical goals would provide a useful feature to
protect user privacy.
Finally, we find that there needs to be careful consideration of the requirements of auto-
mation with respect to use of the health data when different communication paradigms
and security/privacy issues are considered. Again, the use of ‘default’ settings and stand-
ard communication paradigms, such as notifications, would help in this respect.
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Supporting reliable and seamless alerts
SMS has been used to send notifications or alert messages in telemedical applications. In
such systems, a local PC receives monitored bio-data via a short range communication,
e.g. RF or bluetooth, and sends SMS. Previous work [97] [72] shows example systems in
which SMS messages are sent to concerned medical experts and/or to relatives by a GSM
modem attached to a local PC when monitored vital signs exceed a threshold. SMS has
also been used in telemonitoring for transmitting monitored bio-data which does not need
high bandwidth. Other work [126] [138] has proposed the use of the SMS platform for
health monitoring with fully automatic transmissions via GSM.
In ubiquitous health monitoring, mobile health monitoring uses a smartphone as an
Internet gateway to send collected bio-data to a remote server. In emergency situations, a
server can possibly send an alarm or alert message via the Internet, SMS or email to hand-
held devices. However, in such systems, e.g. [102] [92] [85], SMS is still mainly proposed
as a means for sending alerts.
While SMS and the use of a smartphone for sending alerts have been considered pre-
viously, there has been no work examining the use of OSMPs, and the use of an Internet-
protocol-based network has been limited to the use of email.
Clinical sites are increasingly able to use a variety of communication coverage (e.g.
2G/3G/4G mobile, WiFi/WLAN), and industry has mature healthcare communication
systems and products, e.g. Cisco1, IBM2, Juniper3. One major benefit of using OSMPs
is that existing communication and system infrastructure can be leveraged, reducing costs
and improving development capability. Many OSMPs, such as Facebook and Twitter, offer
APIs to connect with SMS as well as being accessible via Internet connectivity. However,
an open-source OSMP, such as Diaspora [36], can provide maximum flexibility for con-
nectivity, as well as allowing enhanced application capability and customised security and
privacy controls.
Although other researchers have used SMS for messages and alert delivery, there are
1http://www.cisco.com/web/strategy/healthcare/
2http://www.ibm.com/smarterplanet/uk/en/healthcare_solutions/ideas/
3http://www.juniper.net/uk/en/solutions/enterprise/healthcare/
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benefits of using an OSMP over SMS. For example, where remote monitoring is in the
home or office environment, WLAN connectivity may offer better reception than SMS
indoors. Additionally, the OSMP enables appropriate relationships and communication
channels between the relevant actors in the carer network. An OSMP allows leveraging of
existing infrastructure, reduced costs, improved developer access to APIs, and gives the
potential for rapid application development.
Among OSMPs, Twitter might seem the obvious choice for alerts. Twitter uses mes-
sages of 140 characters to fit the SMS size limit of 160 characters. There are three ways to
get access to Twitter: web portal, mobile application and the SMS API. There are two ways
to generate messages in Twitter:
• Tweet: This is delivered based on a ‘follows’ relationship, in which a user subscribes
to delivery of messages from another user. Unlike ‘friending’ in other social net-
works, this is not a two-way relationship. Also, privacy is very coarse grained, and
permissions based on groups are not possible: public tweets are visible to everyone,
whereas protected tweets will be seen only by followers.
• Direct message: Single, personal, user-to-user messages, only to a follower if privacy
is used.
Such a coarse level of control is not suitable for our RMA, as we can see from Section
6.1.3. We need a finer level of granularity for controlling the way alerts are delivered.
Twitter would not support well the relationships and communication channels for a carer
network. Using a single, central account for all actors in a carer network to follow tweets
and receive direct messages might be practical in some circumstances. Although it is pos-
sible to automate direct messages to followers, the number of direct messages is limited
by the platform to 250 direct messages per day. However, Twitter may offer an alternative
delivery mechanism in order to support more urgent/reliable message delivery, notwith-
standing that other mechanisms may also be available.
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6.2 Remote monitoring application for wellbeing mobile health
proxy
Based on experiences with the Facebook platform, an RMA based on a completely open-
source OSMP - Diaspora - to implement primitive functions for remote monitoring applic-
ation as well as allow fine grained control over security & privacy was built and used for
our user study. (See Section 5.4.1)
Two primitive RMA functionalities were implemented in Diaspora: remote monitoring
and asynchronous alerts. As shown in Figure 6.10, the alert is implemented as a Diaspora
message, which is triggered when the predefined condition is met, e.g. goals are achieved,
configurations are changed, or Fitbit data is out of date.
The level of access to the collected Fitbit data as well as the level of control of the ap-
plication is restricted by the role of the actors in the fitness/carer network. According to
Figure 6.11, a patient (client) has access to their own Fitbit data, their buddy’s data and
the sharing preferences. As shown in Figure 6.13, a patient can select which information
to share with whom in the fitness network. Figure 6.12 and 6.15 show Fitbit data pages
for patient (client) and doctor (trainer) viewpoints, allowing views of various Fitbit data
in different visualisations, such as tables, meters and charts. The chart and meter graphics
are from Google Charts to demonstrate the use of a mash-up for fast application devel-
opment. To avoid privacy concerns, with health data, in a real mHealth application, such
visualisations would be provided by the healthcare provider or a trusted party and not by
Google Charts.
In our application, the carer (coach), the family (buddy) and the patient (client) can
access only the monitored Fitbit data for that day, whereas the doctor (trainer) has more
detailed access to all historical Fitbit data also. The pie charts are used for analysis of
daily Fitbit data which can be accessed only by the doctor (trainer) and the carer (coach).
Another graphic of Fitbit data, in the form of a meter, is used to help the family member
(buddy) and the patient (client) for quick data interpretation to achieve their exercise goals.
Note that the patient (client) has the same viewpoint as the family member (buddy) in this
case, and neither have access to the detailed data. All views are controlled by policy, so
147
Figure 6.10: Example RMA screenshots: notification alerts sent in the form of Diaspora
messages.
are configurable as required: we present a simple example to show the concept. Each actor
has access only to the part of the data they require subject to their roles in a carer (fitness)
network. Our RMA application is used as a portal to authorise each actor and provide an
appropriate viewpoint and visualisations.
As shown in Figure 6.14, the doctor also has access to the control and management of
the application. From Figure 6.16 and 6.17, the level of control and management which the
doctor (trainer) has over the application ranges from being able to change goals, to control
over monitoring functions.
Figure 6.18 shows two additional mobile applications in Android and iOS, implemen-
ted to receive mobile push notifications apart from in-platform RMA notifications. Both
Google Cloud Messaging (GCM) for Android (Figure 6.18(a)) and Apple Push Notification
service (APNs) for iOS (Figure 6.18(b)) were implemented. The mobile push notifications
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Figure 6.11: Example RMA screenshots: patients can access to their own Fitbit data, bud-
dies’ data and sharing preferences.
Figure 6.12: Example RMA screenshots: patient Fitbit data viewpoint. No detailed access
to Fitbit data, today’s data only.
149
Figure 6.13: Example RMA screenshots: patient sharing preferences viewpoint. Patients
can choose whether to share sleep data with buddies as well as whether to share sleep and
heart rate data with professionals.
Figure 6.14: Example RMA screenshots: doctors can access to patients’ Fitbit data, prefer-
ences setting for control of application, and doctor tool for management of application.
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Figure 6.15: Example RMA screenshots: doctor Fitbit data viewpoint. Full detailed access
to Fitbit data, including historical data.
Figure 6.16: Example RMA screenshots: doctor preference setting viewpoint for control of
application.
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Figure 6.17: Example RMA screenshots: doctor tool viewpoint for management of applic-
ation.
are triggered and in line with in-platform RMA notifications (messages) shown in Figure
6.10.
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(a) GCM
(b) APNs
Figure 6.18: Example mobile remote notification application. Google Cloud Messaging
(GCM) for Android and Apple Push Notification service (APNs) for iOS.
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6.3 User study
As shown in the previous section, the RMA built on the open-source Diaspora platform
was tested in our user study to assess the usefulness of the implemented monitoring and
alert functionality. The study methodology is described in Chapter 4. In this section, we
assess the usefulness of RMA functionalities by evaluation of the responses from surveys
conducted over the period of the study. Accordingly, this section shows results and obser-
vations according to participants’ experience with the remote monitoring and aynchron-
ous alert notifications.
6.3.1 Participants acceptance in remote monitoring application
Over the course of the study, we assessed participants’ opinions for both monitoring and
notifications functionality experienced from the RMA platform. The results are in general
highly positive.
Feedback survey - usefulness of monitoring functionality
Figure 6.19: Participants’ self-assessments of the RMA for monitoring functionality at
the end of the study, i.e. to what extent the RMA fulfilled the monitoring of daily
steps/walking.
Figures 6.19 and 6.20 show participants’ self-assessments to the monitoring function-
ality in RMA platform. According to Figure 6.19, the UPI is much higher than UNI. This
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Figure 6.20: Participants’ self-assessments on the usefulness of the monitoring functional-
ity in the RMA platform at the end of the study. Yes = monitoring functionality in RMA is
useful. No = monitoring functionality in RMA is not useful. Neutral = undecided.
means most participants agreed that our RMA platform can fulfill the functionality to mon-
itor how much they walk per day. This is in accordance with Figure 6.20 in which 13 out
of 16 participants also agreed that the monitoring functionality in the RMA platform was
useful, and none of the participants disagreed with that. Compared to Figure 4.20, Figures
6.19 and 6.20 show that people were happy with the platform and found that it was useful,
while Figure 4.20 is an indication of improvements they would like to see.
We infer that the success of mHealth systems could be improved by allowing self monitoring for
patients.
Change between surveys - usefulness of monitoring functionality
We traced the participants’ assessments for the usefulness of the platform with respect to
monitoring functionlity.
In Figures 6.21(a) and 6.21(b), participants assessed how the RMA platform was im-
portant to improve fitness monitoring in terms of measuring and keeping track of activity
output. The results show the decrease in negative responses (UNI) and the increase in
positive responses (UPI). Accordingly, in the last survey (S4), there was no more negative
responses (UNI=0). This means the platform was useful for participants for measuring
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(a) Distribution in percentage (b) User assessment index
(c) Distribution in percentage (d) User assessment index
(e) Distribution in percentage (f) User assessment index
Figure 6.21: Participants’ self-assessments on the usefulness of the monitoring function-
ality in the RMA platform. ’Sn’ on the X axis stands for response to functionality survey
n. The responses were from a Likert scale (not at all (1), not reallly (2), undecided (3),
somewhat (4), very much (5)).
and keeping track of activity output.
Figures 6.21(c) and 6.21(d) show participants’ self-assessments for the usefulness of
the platform in showing their real-time activities. The results show an increase in UPI
and decrease in UNI over the surveys, similar to the results in Figures 6.21(a) and 6.21(b).
Participants experienced that the platform was useful for showing their real-time activities.
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Figures 6.21(e) and 6.21(f) show participants’ self-assessments for the usefulness of the
platform in showing their buddies’ real-time activities. Accordingly, there was a decrease
in UPI from S1 to S3, and a sudden increase in UPI from S3 to S4. To understand this
behaviour change, more data would be needed. We can see that the participants agreed
that the platform was useful (constantly higher UPI than UNI) for seeing their buddies’
activities. However, compared to Figures 6.21(c) and 6.21(d), it was more useful for seeing
their own activities. This is in accordance with the results in Section 4.5.3, i.e. people liked
to see more how much they walk, rather than to see how much their buddies walk per day.
Change between surveys - motivation due to the use of monitoring functionality
(a) Distribution in percentage (b) User assessment index
Figure 6.22: Participants’ motivation changes between surveys. ’Sn’ on the X axis stands
for response to functionality survey n. Participants assessed their motivation to work to-
ward goals caused by monitoring functionality - "I can access monitored data and get up
to date information". The responses were from a Likert scale (not at all (1), not reallly (2),
undecided (3), somewhat (4), very much (5)).
Figure 6.22 shows the change in participants’ opinions between four functionality sur-
veys for the motivation due to the use of monitoring functionality. In Figure 6.22, we can
see a clear trend of an increase in positive motivation participants received from monitor-
ing functionality. Accordingly, Figure 6.22(b) shows an incarease in UPI with a decrease
in UNI over the surveys. This is in accordance with Section 4.5.3 showing that the most
motivating reason for participants to walk was to be able to see how much they walk per
day.
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Feedback survey - usefulness of alert functionality
Figures 6.23 and 6.24 show participants’ self-assessments to the notifications received from
RMA. Accordingly, Figure 6.23 shows participants’ assessments for three types of notific-
ations received over the course of the study. We can see that the most useful notifications
for participants were notifications related to steps goals, i.e. notifications received when
reaching steps goals and notifications received when changing steps goals. It is also noted
that participants’ opinions on the usefulness of notifications when reaching steps goals
had the highest UPI and the lowest UNI as shown in Figure 6.23(b). In comparison, the
notifications to remind participants to update their Fitbit data was least useful for parti-
cipants, with the lowest UPI, the highest UNI and the zero UUI. The reasons on this (why
participants did not like notifications to remind them to update data) will be explained in
Figure 6.27.
As a result, as shown in Figure 6.24, most participants (12 out of 16) agreed that to
receive RMA notifications was useful. Compared with the usefulness of monitoring func-
tionality in Figure 6.20, participants experienced less usefulness for notifications function-
ality in the RMA. Accordingly, few participants (2 out of 16) thought that notifications
received in the RMA were not useful. Again, this will be explained in Figure 6.27, i.e. why
some people did not like notifications.
We infer that the success of mHealth systems could be improved by allowing notifications for
patients.
Change between survey - usefulness of alert functionality
Figure 6.25 shows the change between surveys of participants’ self-assessments to the use-
fulness of the platform in providing on time status warning and alert, real-time notific-
ations related to participants and real-time notifications related to participants’ buddies
respectively.
When we examine the participants’ self-assessments in general for alert functionaltiy,
Figures 6.25(a) and 6.25(b) show an increase in usefulness of the alert functionality experi-
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(a) Distribution in percentage (b) User assessment index
Figure 6.23: Participants’ self-assessments of the usefulness of RMA platform for notific-
ations functionality at the end of the study, i.e. notifcations when reaching steps goals,
notifications when changing steps goal and notifications to remind to update data. The
responses were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat
(4), very much (5)).
Figure 6.24: Participants’ self-assessments of the usefulness of RMA platform for notifica-
tions functionality at the end of the study. Yes = to receive RMA notification is useful. No
= to receive RMA notificatin is not useful. Neutral = undecided.
enced by participants over the time of the study. Compared between the first half (S1/S2)
and the second half (S3/S4) of the study, there was a decrease in negative opinions (a
constant increase in UPI with a drop in UNI). This means participants experienced more
usefulness of alert functionality over time.
Figures 6.25(c) and 6.25(d) show a constantly high UPI participants assessed for real-
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time notifications for themselves. In comparision, participants experienced less usefulness
for notification related to their buddy as shown in Figures 6.25(e) and 6.25(f). Nevertheless,
the UPI is higher than UNI over the surveys.
(a) Distribution in percentage (b) User assessment index
(c) Distribution in percentage (d) User assessment index
(e) Distribution in percentage (f) User assessment index
Figure 6.25: Participants’ self-assessments of the usefulness of platform for providing alert
notifications. ’Sn’ on the X axis stands for response to functionality survey n. The re-
sponses were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4),
very much (5)).
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Change between surveys - motivation caused by alert functionality
Figure 6.26 shows the change in participants’ opinions between four functionality surveys
for the motivation caused by alert functionality. Unlike motivation caused by monitoring
functionality shown in Figure 6.22, motivation caused by alert functionality was less posit-
ive (had less UPI) over the course of the study. Nevertheless, participants are still positive
in total for motivation caused by alert functionality, i.e. the UPI is constantly higher than
the UNI over the study.
(a) Distribution in percentage (b) User assessment index
Figure 6.26: Participants’ motivation changes between surveys. ’Sn’ on the X axis stands
for response to functionality survey n. Participants assessed their motivation to work to-
ward goals caused by alert functionality - "I can receive notifications and keep track of my
activity". The responses were from a Likert scale (not at all (1), not reallly (2), undecided
(3), somewhat (4), very much (5)).
Feedback survey - too many notifications
We propose that the use of asynchronous notifications is useful for an RMA. However,
from our user study, we found out that not everybody likes notifications in a wellbeing
scenario. As can be seen from Figure 6.27, only 6 participants were satisfied with notifica-
tions in our RMA and had no additional requirements, whereas most participants (7 out of
16) would prefer fewer notifications. In addition, 2 participants would prefer more timely
and faster update for notifications, and 1 participant would prefer less aggressive words
for notifications.
In our user study, three types of alerts were implemented according to Section 6.1.3, i.e.
bio-data alerts when steps threshold or goals are reached, system alerts when steps goals
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Figure 6.27: Participants’ opinions on reasons that could make notifications in the RMA
platform more useful.
are changed and messaging alerts when new messages are received (e.g. messages from
professionals or reminders to update data). In the design of our RMA, the data needed
to be uploaded first to Fitbit server and then accessed by our RMA platform periodically.
Since the upload to the Fitbit server was manual and the update to the RMA platform was
periodically every 20-30 minutes, some participants perceived that notifications were not
timely, i.e. participants saw immediately their data in the Fitbit application when upload-
ing but would need to wait 20-30 minutes to receive notifications from the RMA. Further-
more, when participants waited to upload their data after the threshold interval (6 hours),
the notifications to remind participants to upload data were sent. These reminder notific-
ations were sent periodically every 20-30 minutes until the new Fitbit data was uploaded.
Accordingly, when participants did not pay attention to the new notifications received,
they would experience too many reminder notifications before they uploaded the new
data.
In summary, we can see from this result that people like that alerts happen quickly, but
they do not like to have too many notifications received. This means that fine-grained control
over notifications is needed. This control could be from system admins, professionals or
162
users themselves. In our well-being scenario, steps monitoring is not vital. However, in
real mHealth scenarios, professionals might want patients to check and update bio-data to
the platform more frequently. Hence, control over notifications for both professionals and
patients are required.
Change between surveys - unuseful notifications
To confirm the results and observations in the previous section, we traced the participants’
self-assessments in unusefulness of the platform in providing notifications that were not
useful or not related. Figure 6.28 shows the result with an increase in unusefulness par-
ticipants experienced from receiving notifications over the study. This can be seen from
Figure 6.28(b) with an increase in UPI over the course of the study. Nevertheless, it is to be
noted that the UNI is always equal or higher than UPI for this statement. Since the question
was negative, negative responses were good. This means even though participants exper-
ienced some notifications were not useful, e.g. notifications to remind to update data, the
overall notification functionalities were still useful for them.
(a) Distribution in percentage (b) User assessment index
Figure 6.28: Participants’ opinions change between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the unusefulness of platform
subject to providing notifications that are neither related nor useful for participants. The
responses were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat
(4), very much (5)).
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6.4 Critical analysis
We initially built a prototype RMA based on Facebook as an example platform. By ex-
amining the features and properties of existing platforms, like Facebook, it was possible to
refine the design of an OSMP, so it formed a suitable platform for our mHealth RMA. Our
examination of Facebook informed us: (a) that such a platform offers a suitable model for
building RMA monitoring and alerts; and (b) what limitations might exist which would
need to be addressed in a real OSMP if it were used for mHealth RMAs and alerts.
Using Facebook as our example platform, we found there are many facilities and fea-
tures that such an OSMP can offer for RMA monitoring and alerts. The OSMP also al-
lows alerts to be delivered as Facebook notifications. We also found that the latency of
delivery of such alerts is perfectly acceptable over WLAN and 3G, with alerts typically de-
livered in a few seconds. Our proof-of-concept implementation of remote monitoring and
alert mechanism showed the feasibility of using OSMPs for RMA. We also proposed that
mashups, using components that could be standardised for medical use, e.g. for graphical
displays, would enable quick application development. For real deployment, such tools
could be implemented and hosted by the healthcare provider. This would solve privacy
and security issues, since both data storage and tools are ‘close’ in terms of connectivity
(e.g. co-located servers).
However, there were some challenges we found with the use of the Facebook platform,
with respect to providing appropriate security, privacy and access control. The privacy, se-
curity and access control mechanisms must remain under the control of the carer network,
but in the Facebook platform, the policies are controlled by Facebook and could change ar-
bitrarily. These were used to inform the implementation of a system for our RMA based on
an open-source OSMP. For a real deployment, enhanced security and privacy mechanisms
must be enabled through the use of an open-source OSMP, e.g. Diaspora.
Accordingly, in order to allow fine-grained control over security and privacy, we built
an RMA based on Diaspora and tested the usefulness of RMA functionalites by means
of a user study. We found that RMA monitoring and alerts were useful for participants,
and the success of mHealth systems could be improved by allowing self monitoring and
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notifications for patients. Regarding notifications, it is vital that alerts happen quickly,
but not too many, e.g. people do not like to receive too many unuseful and not related
notifications like reminder notifications. From the findings in this chapter, we believe that
the development and deployment of online social media platforms for use in remote health
monitoring for medical use has great potential for future eHealth/mHealth scenarios.
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Chapter 7
Privacy and level of control
In this chapter, we identify privacy requirements and levels of access control considered
important in an OSMP based on quantified-self for future remote monitoring. Our user
study investigates privacy and information sharing in a trusted environment of a carer
network with the aim to ensure appropriate levels and allow fine-grained control of secur-
ity and privacy.
Many mechanisms for securing communication and securing data such as access con-
trol are already existed. Therefore, privacy of data is more concerned. There has been
much concern about security for many years now, e.g. RFC3552 is over 12 years old. Nev-
ertheless, there has been less concern on privacy, e.g. RFC6973 is only 2 years old. So, the
focus for our work has been on personal privacy, even within secure interactions that may
take place within the context of the carer network.
7.1 Comparison of online social media platforms
Based on our experience from application development for remote monitoring and alerts
in Chapter 6, we make a comparison across three existing OSMP frameworks. We choose
the following OSMPs:
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• Facebook: as we have developed our prototype on this platform. A widely used
platform, with a public API.
• Google+: as it is considered as a recently introduced competitor to Facebook, and so
it is instructive to see what is considered by another service provider to be important
for their OSMP offering.
• Diaspora: as it is a completely open-source OSMP toolkit, and so we can test our
stated position that a completely open OSMP would have benefits.
Note that none of these OSMPs are designed specifically for eHealth/mHealth, and
that while Facebook and Google+ offer APIs, they are not open platforms.
7.1.1 Facebook
Facebook provides mutual relationships and rich social channel constructs, with a range of
possibilities for communication between users, as well as privacy settings to control who
can see any messages. Facebook provides functionality to connect users as a group or a list.
Based on an open graph mechanism, i.e. a Facebook protocol which represents a social
graph and connects users by a unique object id, a relationship between users is enabled.
This means patients can have lists of people who are their doctors. Also, carers and family
members can be grouped by Facebook for communication within a carer network. There
are three relevant methods for messages in Facebook:
• Post to a user’s timeline or to friend’s news feed: By using a feed dialogue, a user’s
status update is made visible to friends or made public. A graph API could enable an
automatic post. However, if users create an incorrect privacy setting, the information
could be either exposed to the whole network or may not go to the correct people.
• Send a message: A message is sent directly from a user to others. This way, information
can always be kept private. However, it is not possible to automate the message
sending – user interaction is required.
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• Notifications: A notification enables users to send a short custom message. Only selec-
ted receivers can see the notification pop up when they log in. So, the information is
kept private. In addition, an automated process for sending a notification is possible.
However, some user interactions are still required at the beginning of the process to
grant permissions. This method is best suited for sending alerts for our RMA.
Facebook offers the following features which can be utilised for the RMA system within
the carer network:
• Relationships. A Facebook group or list can allow the formation of the carer network.
Facebook also supports communities and friends across the groups and lists.
• Communication channels. Facebook supports access control , e.g. post to news feed
can be sent to a specific user’s individual timeline. Considering private and direct
communication, a direct message is possible in Facebook as well as notifications.
• Automation. Automatic processes for generating alerts are possible in Facebook, with
no constraints, as far as our RMA is concerned. Facebook has no limitation on the
number of messages that can be sent. Automation of notification generation is pos-
sible in Facebook, but user interaction is still required at the beginning of the process.
• Mobile. Facebook supports apps for iOS, Android and has a mobile mobile web in-
terface, but SMS is deprecated.
• Security and Privacy. The privacy, security and access control mechanisms must re-
main under the control of the carer network, but in the Facebook platform, the policies
are controlled by Facebook and could change arbitrarily. Not only can the privacy
setting always be changed by Facebook policy [84], but also easily configuration can
be changed by mistake by users, or simply erroneously configured. As a result, there
is a possibility that the heath-related data can be unintentionally shared with one’s
entire network of friends rather than just the ones related to the remote monitoring
applications. Due to the potential sensitivity of health data, this is a high-impact risk.
• Link to other platforms. Facebook offers a deprecated API for SMS services. Neverthe-
less, most OSMPs provide links to connect to Facebook, e.g. Twitter. It may therefore
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be possible to increase reliability of messages via additional means of communica-
tion, e.g. additional alerts via Twitter.
7.1.2 Google+
Google+ is a more recently-deployed online social network offering, but is gaining pop-
ularity, in part due to its integration with other Google services. The platform provides
many useful functionalities for a carer network.
• Circles. Similar to a Facebook list, a circle selects a group of people that a user wants
to share information with.
• Relationship. A circle is a one-way relationship. Adding a user to your circle means
you ‘follow’ them, but they may or may not choose to ‘follow’ you.
• Communities. Comparable with a group in Facebook, a community enable commu-
nication between people with similar interests.
• Hangouts. This functionality combines a grouping mechanisms with chat and mes-
saging functionality, with no direct equivalent in Facebook, though Facebook does
support messaging and chats. Hangouts allow people to send messages, photos and
make video calls, including video conferencing. It could enable private conversa-
tions for people in a circle, e.g. enabling a live-meeting in a carer networks.
• Mobile. Google+ supports mobile devices, i.e. iOS app and Android app, including
mobile web and SMS. (Facebook supports iOS app, Android app and mobile web,
but SMS is deprecated.)
• Security and privacy. Users have no control over security policy. Configuration of se-
curity and privacy is simplified by the use of circles (groups), but adding a user to a
circle does not require that user’s consent. Also, there is no ’exclude’ option to elim-
inate users or groups from specific information unless a new circle is formed. That
is, Google+ seems to have only ‘allow’ access, but not ‘deny’ access, and a specific
post or message is associated with the users/groups that are ‘allowed’.
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• Link to other platforms. Unlike Facebook, Google+ lacks linkage for third-party apps.
This has made it impossible to synchronise information from Google+ across other
OSMPs, such as Facebook and Twitter. Since the Google+ API is still read only, auto-
matic post or reshare from Google+ is not possible.
• Google+ Domains API. This is an enhanced Google+ API. It can be used as a tool
for an organisation and management, e.g. it is possible to send automatic posts,
start Hangouts with specific teams, or manage circle membership within the same
domain. The API supports not only reading, but also writing posts with a possibility
that authentication can be granted from the domain administrator on behalf of all
users.
7.1.3 Diaspora
Diaspora is a privacy-aware and decentralized OSMP. Allowing users to stay in control of
their data, Diaspora servers are administered by individual users or organisations. Unlike
Facebook and Google+, user-generated data is not stored at a third-party central server or
owned by a single entity who administers the site. The Diaspora users decide on which
servers their information will be stored. Since Diaspora is an open-source OSMP toolkit,
it is possible that users maintain their own Diaspora servers in order to keep complete
control of their data.
This decentralised and cooperative nature of Diaspora would allow individual health
service providers, or individual sites, to create OSMP-based services, but allow sharing
of data for the benefit of the patient, under appropriate policy, security and privacy con-
straints. Indeed, a user may chose to run his/her own Disapora node to hold their own
data.
Disapora offers the following relevant functionality:
• Aspects. Based on the same concept as circles in Google+, an aspect is a selected
group of people who can see your post. It is a ’follow’ system closely resembling
Twitter. People can chose to share with a selection of aspects or share with the world.
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Mutual relationships are needed for a communication in a carer network.
• Relationship. Diaspora is similar to Twitter, i.e. having asymmetric sharing relation-
ship, dynamic sharing, and permitting ’following’ of users.
• Communities and grouping. Diaspora does not yet implement a general group func-
tionality. Currently, it is only available on the Diaspora Canada pod.
• Conversations. A conversation is a private message stream, shared with one or mul-
tiple followers. However, conversations only work with mutual followers.
• Notifications. Users receive notifications for a post, comment or start sharing. Like
Google+, there are no third-party apps available as yet, or a full intra-OSMP ap-
plication development platform. Therefore, the notification mechanism used in our
Facebook RMA for sending alerts would need to be implemented as a new function,
rather than leveraging an API to an existing function.
• Mobile. There are no mobile apps for iOS and Android apps, at the time of writing.
Currently the best way to access Diaspora from a mobile device is through a browser
with a mobile version which should work well on all devices. However, with appro-
priate use of responsive web-design this is not necessarily a disadvantage, and may
reduce an overhead of keeping a separate set of apps updated, but potentially at the
cost of usability on a mobile platform.
• Security and privacy. The use of an open-source system, such as Diaspora, would en-
able RMA functionality as well as customised privacy and security. A real mHealth
RMA system built from such an OSMP could be administered by a health service
provider, further improving the security and privacy aspects for collection of the
bio-data.
• Cross-posting. Diaspora allows you to easily share your messages with Facebook,
Twitter and Tumblr.
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Comparison of platforms
Table 7.1 shows a comparision of OSMPs with respect to attributes in Table 2.1. OSMPs
provide basic security and privacy mechanisms for access control of collected bio-data,
but a real deployment would need to improve on what is currently available. To enable
appropriate control over security and privacy, we propose the use of a fully open platform
to enable private RMA functionality by a health provider and reduce the risk of lock-in
to business models specific to third-parties. An open-source OSMP, such as Diaspora, can
provide maximum flexibility for connectivity, as well as allowing enhanced application
capability and customised security and privacy controls.
As a summary, we could generalise our findings with these three key points:
1. Facebook has a well-developed API, and supports directly the creation of full ap-
plications within the OSMP. However, security and privacy policy is not under user-
control, even though configuration of security and privacy is under user control.
2. Google+ potentially has better support for developing and administering mHealth
with its Domain API, with a richer set of social interactions, such as hangouts. How-
ever, it does not allow the development of full applications, lacks linkage with other
OSMPs and suffers the same security and privacy policy drawback as for Facebook.
3. Diaspora does not have a rich a set of functions for social interactions as either Face-
book or Google+, but its open-source nature means that missing functionality could
be imported and/or built and integrated as required using open standards and tech-
nologies. Its open-source nature, and its emphasis on users retaining ownership of
their data, as well the security and privacy policy for services, means that it has a key
feature that Facebook and Google+ do not.
Ideally, the use of a totally open platform, would reduce risks of business models
specific to third-parties, centralised platforms and healthcare application solutions which
could result in high cost of deployment and development. However, currently, such fully-
open systems are not widely deployed, even though SDKs and APIs for developers are
widely available. Since our approach is based on using an online social media platform
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as an interface, the application could be developed independently without central control,
and adapted as required for different social media platforms, using appropriate APIs and
SDKs. Key to this is considering carefully the viewpoints related to the use of the data and
control flows related to the application.
7.2 Remote monitoring application for wellbeing mobile health
proxy
We present an RMA based on an open-source OSMP - Diaspora - as a key component.
We discuss the suitability of an RMA application based on the use of the OSMP and web
technologies as a key challenge in ensuring appropriate levels of security and privacy.
7.2.1 The use of an open-source online social media platform – Diaspora
The decentralised and cooperative nature of Diaspora would allow individual healthcare
providers (or sites), to create OSMP-based services, but allow sharing of data for the benefit
of the patient, all subject to appropriate policy, security and privacy constraints. Indeed, a
user may choose to run his/her own Disapora node to hold their own data and share with
the healthcare provider.
Accordingly, users would have control over their own data as well as security and pri-
vacy configuration. Individual health service providers could implement policy and data
management that is compliant to national laws, and to administer OSMP-based services
to enable the remote monitoring application functionality, as well as fine-grained control
over privacy and security. So, by employing an open-source OSMP, health data can be
stored on servers belonging to a healthcare provider, conforming with legal requirements.
The use of Internet connectivity and web standards as a means of communication al-
lows for pervasive monitoring. IP connectivity is possible over many subnetwork tech-
nologies (e.g. 3G, 4G, WLAN etc.), so it could enable seamless monitoring. Also, the use
of a responsive web interface would allow portability across devices with different form
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factors, e.g. desktop and mobile devices.
7.2.2 Regulation and law
Security and privacy are extremely important concerns in a remote monitoring application,
both from the point of view of the patient, as well as to be conformant with any applicable
laws and regulations.
This section analyses security and privacy requirement from regulation and law re-
lated to RMA. There are many standards and regulation related to security and privacy in
mHealth, e.g. HL7 security services framework [81], ISO27799 [49] and the Data Protection
Act (1998) (DPA) in UK. The work in [13] has done an extensive survey of the literature
and itemizes the security and privacy properties needed to be implemented in mHealth
systems, i.e. P1-P11. Based on this survey, we examine the set of security and privacy
properties required for mHealth systems and analyse whether each property is relevant to
our RMA, is out of scope of our study, or can be met by the use of an OSMP. The analysis
is summarised in Table 7.2.
P1. Inform patients: This property includes all detailed information required to inform
patients, e.g. what Personal Health Information (PHI) is collected, why it is collected,
where it is stored, who has access to it, how it is used, any risks or misuse, etc. This
property is relavant to our RMA and within the scope of our study. It is important that
the activities listed in this property is included in the process of our user study. Therefore,
it was not implemented in our RMA, but included in the user study process instead. (See
Appendix B)
P2. Enable patients to review storage and use of their PHI: This property enables pa-
tients to review historical records of all information in property P1. This property is relav-
ant to our RMA, but we did not consider it for implementation. However, it is possible to
include this information in an OSMP via the use of simple information webpage.
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P3. Enable patients to control, through informed consent: This property enables pa-
tients to control the collection and storage of their PHI, e.g. what PHI will be collected,
when it will be collected, who will have access to it, how it will be used, etc. This property
is within the scope of our RMA, and we have considered it. In our RMA, patients have
control over sharing of their own data, i.e. which data to share with whom, as well as
limited control over the application, i.e. turn off all monitoring for privacy purposes. (See
Section 5.2 and 5.3)
P4. Provide access to PHI: This property enables patients to access their PHI. The prop-
erty is relavant to our RMA and was also implemented. Our example RMA platform
enables patients to access their own collected data with a limited viewpoint (See Section
5.2). The use of an OSMP enables the self-monitoring functionality as well as allows the
communication of the collected bio-data to people in a carer network.
P5. Provide easy-to-use interfaces for all of the above: This property is important and
highly relavant for our RMA for the access of monitored bio-data. Nevertheless, the design
of user interfaces are affected by users’ characteristics, e.g. demographic, ages, disability,
etc. Since the design of the interface could be affected by many factors, we consider only
the use of a simple web-based interface and leave the detailed design issue for future work.
Nevertheless, to implement a polished user-oriented interface in an OSMP is possible.
P6. & P7. Limit collection and storage of PHI & Limit use and disclosure of PHI to those
purposes previously specified and consented: Similar to P1, these properties were not
implemented in our RMA platform, but included in the user study process. As shown
in Appendix B and C, we informed participants regarding the process of data collection,
storage and usage which needed to be consented by participants.
P8. & P9. Ensure quality of PHI & Hide patient identity, sensor presence and data-
collection activity from unauthorized observers: These properties are related with data
processing, transmission and storage. Therefore, they are out of scope of our RMA, and
we did not consider them in this work.
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P10. Support accountability through robust mechanisms: This property enables a log
of actions for all access, deletion and modification of PHI. This is relavant to our RMA for
access of the collected bio-data. Although we did not consider this property, it is possible
to implement this property in an OSMP, i.e. to write a log when PHI is accessed.
P11. Support mechanisms to remedy effects of security breaches or privacy violation
This property is related to the data processing and out of scope of our RMA; therefore, we
did not consider it in this work.
Accordingly, Table 7.2 shows that it is possible to implement all required properties
relavant to our RMA using OSMPs. This means the use of an open-source OSMP for our
RMA could enable an application that is conformant with security and privacy require-
ments from regulations and laws, and can ensure appropriate level of security & privacy
for users.
7.2.3 Privacy and data sharing
As shown in Section 5.4.2, our purpose for using a proxy experiment is to investigate the
privacy and information sharing in an mHealth monitoring scenario using the wellbeing
monitoring scenario. We are interested in gaining insights of people’s sharing behaviour
in the trusted environment of a carer network. We will show that privacy concerns and
data sharing in both parallel scenarios are similar.
In our designed user study, clients’ wellbeing data, i.e. steps, sleep patterns and heart
rate, will be collected by Fitbit and will be accessed by actors in a fitness network. Based
on Diaspora interfaces, clients will have simple control over sharing of their own data, i.e.
simple turn on/off mechanisms.
When ambulatory monitoring and care is used, patients are willing to share their re-
lated health bio-data for their own safety and benefit, e.g. patients having heart disease
would not mind sharing their heart rate data for the use of heart rate monitoring for their
own health. However, besides the heart rate data which is linked directly to the diagnosis
of heart disease, there is also other additional health information which can help physi-
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cians to better diagnose patients health status. Therefore, it is of interest whether and to
which extent people are willing to share these additional private but useful data in the
trusted environment of a carer network.
In an mHealth scenario like heart rate monitoring [80], ECG data is considered as the
main parameter to indicate a symptom of heart failure or arrhythmias, whereas other para-
meters like blood pressure, body weight, age and physical activity are considered as risk
factors which are useful for physicians for better diagnosis and prevention. Similarly, in
our parallel well-being scenario, the steps count from Fitbit is considered as main inform-
ation required for the trainer and coach, as a direct indication of fitness level achieved
by clients. The sleeping pattern and heart rate are considered as additional pieces of in-
formation which clients need not to share since it is not related directly to their goals and
achievement. However, sleeping pattern and heart rate are also important and can indicate
the state of being healthy. According to [9], sleeping quantity and quality can affect health
outcomes. Considered as an important parameter for wellbeing monitoring, a mobile ap-
plication developed in [83] also included sleep as a wellbeing indicator. Similarly, heart
rate can also help monitor fitness level [1], i.e. people who get a lot of physical activity and
are fit have a lower heart rate.
Therefore, in our wellbeing user study, the sleep pattern and heart rate are included
as additional information. However, users will have options whether to share their sleep
patterns, i.e. private but useful data, to buddies and/or fitness professionals (trainers and
coaches), as well as to share their heart rate data, i.e. sensitive but useful data, to fitness
professionals.
Figure 7.1 shows the key interfaces between actors we use for investigation of users’
sharing behaviour. We are interested in the data flow from users to two different inter-
faces with respect to privacy: personal to professional actors, and personal to personal
actors. Our purpose is to find out the variation in clients/patients concerns in sharing of
their private, useful but non-mandatory data (sleep pattern and heart rate) with profes-
sionals (trainer and coach) and with personal actors (buddy) in the environment of a carer
network.
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Figure 7.1: Privacy and data sharing interfaces we consider in carer network. There are two
key interfaces we test: 1) between professional relationships, i.e. data flow from a patient
(client) to formal caregivers like doctor and carer (trainer and coach); 2) between personal
relationships, i.e. from a patient (client) to non-healthcare professional or informal care-
giver like family member (buddy).
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7.3 User study
In this section, we assess the survey responses from our user study to investigate privacy
and information sharing in mHealth monitoring using a wellbeing sceanrio as a proxy.
7.3.1 Level of access control
During the study, participants assessed the access control they had over the application
platform. Figures 7.2 and 7.3 show the participants’ self-assessments on how the platform
was not helpful in terms of not proving sufficient control over their data and over the
application respectively. Accordingly, the results show that most participants disagreed
with these two statements since most responses were negative (much higher UNI than
UPI). (Since questions are negative, negative responses are good results.) This means most
participants were satisfied with the level of access control they had over sharing of their
data as well as access control levels they had over application settings when acting as a
patient.
We also assessed participants’ opinions for the level of access to information when
acting as a buddy. Figures 7.4 and 7.5 show the participants’ self-assessments on how the
platform was not helpful in terms of not sharing sufficient information from their buddy.
Accordingly, most participants disagreed on this (high UNI), i.e. they highly agreed that
the platform shared information of their buddies they wanted to know.
We can conclude that the level of access control provided in our RMA was sufficient to the
need of participants. When acting as a patient, they had access to the control over the sharing and
application appropriate as needed. When acting as a buddy, they also had access to the level of
information required. We infer that people would need a similar level of control for the use of a real
RMA.
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(a) Distribution in percentage (b) User assessment index
Figure 7.2: Participants’ opinions changes between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the unusefulness aspect of the
platform - "It does not provide me with sufficient control over my data, i.e. It shares some
of my information that I don’t want it to". The responses were from a Likert scale (not at
all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
(a) Distribution in percentage (b) User assessment index
Figure 7.3: Participants’ opinions changes between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the unusefulness aspect of the
platform - "It does not provide me with sufficient control over the application, i.e. I have
no access to an application setting I need". The responses were from a Likert scale (not at
all (1), not reallly (2), undecided (3), somewhat (4), very much (5)).
7.3.2 Control over data sharing
In Figure 7.6, participants assessed the usefulness of the platform in enabling participants
to select which information to share with whom in a carer network. Accordingly, there
was a high ratio of UUI and UNI compared to UPI. This was because most participants
(16 out of 17) did not use this sharing setting functionality provided by the platform since
they were happy with the default opt-out setting. Accordingly, they cannot say whether
this platform functionaltiy is useful or not, i.e. if they do not use it, there is no difference.
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(a) Distribution in percentage (b) User assessment index
Figure 7.4: Participants’ opinions changes between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the unusefulness aspect of the
platform - "It share my buddy’s information that I do not want to know". The responses
were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very
much (5)).
(a) Distribution in percentage (b) User assessment index
Figure 7.5: Participants’ opinions changes between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the unusefulness aspect of the
platform - "It does not share my buddy’s information that I want to know". The responses
were from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very
much (5)).
At the end of the study, we assessed participants’ opinions again on a usefulness of
having control over sharing of their data. The result is shown in Figure 7.7. Differently
from the assessment over the study (Figure 7.6), most participants (12 out of 16) agreed
that the interface was useful for them to share information either with their buddies or
professionals. We infer that participants were satisfied with the default opt-out setting provided
in our scenario and therefore made no change to their setting. Nevertheless, they need to have
control over sharing of their data. It is therefore vital to enable control over sharing of their data for
users in a real RMA.
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(a) Distribution in percentage (b) User assessment index
Figure 7.6: Participants’ opinions changes between surveys. ’Sn’ on the X axis stands for
response to functionality survey n. Participants assessed the usefulness of the platform - "I
can select which information to share with whom in fitness network". The responses were
from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very much
(5)).
Figure 7.7: Participants’ opinions on the usefulness of having control over sharing of their
data (heart rate and sleep). Yes = it is useful to have control over sharing of data. No = it is
not useful to have control over sharing of data. Neutral = undecided.
7.3.3 Sharing preference
Observations in sharing behaviours
The default sharing preference was opt-out, i.e. participants shared everything to every-
body in the carer network (sharing sleep pattern with buddy and sharing sleep pattern
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and heart rate with professionals). During the first two weeks of the study, there was no
change of privacy setting at all. Every participant was happy to share their data with their
trusted buddies and professionals. In week 3, we made a change and paired them to new
buddies. Everyone was paired randomly with a participant not well known before. As a
result, among 17 participants, there was only one participant who decided to turn off their
sleep data sharing to the new random buddy. The rest of the participants were content to
share their data to strangers whom they did not know. After a week, the participants were
paired back with their trusted buddies from week 1. The participant who decided to turn
off the sleep data during week 3 turned on their sleep data sharing again. This behaviour
was observed every time we swapped the buddy pairing. Nevertheless, over the course
of the study, there was no change in sharing with professionals. Every participant always
shared the sleep and heart rate data with professionals. Accordingly, this means most par-
ticipants were happy with the default setting as well as happy to share their information
in our platform.
Sharing preference in quantified-self
Figure 7.8: Participants’ opinions on sharing their sensitive data with buddies and profes-
sionals.
At the end of the study, we assessed participants’ opinions on sharing preferences.
Figure 7.8 shows that most participants (10 out of 16) preferred to share sensitive data
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with professionals, and none of the participants wanted to share more with their buddies.
We also assessed participants’ reasons in sharing data with their buddies and profes-
sionals. The results are shown in Figures 7.9 and 7.10. Figure 7.9 shows that most par-
ticipants shared data to professionals because it was useful information to share, while
Figure 7.10 shows that participants had more trust for professionals than their buddies.
In general, most participants did not mind sharing information, and were happy with the
opt-out default setting to share everything to everyone. It is noted that participants were
less concerned for sharing of their data as the study went on, i.e. there was an increase in
reasons for just using a default configuration as shown in Figure 7.9.
It is also noted that participants’ trust was influenced by the notion of having profes-
sionals in the carer network. In our user study, there were no real professionals involved,
and there were no any specific activities leading to establishment of trust between clients
and professionals prior to the study. Nevertheless, over the course of the study, a trust rela-
tionship between clients and professionals was identified. This was due to the perception
that profesionals were involved.
We infer that people do not mind sharing sensitive but useful information in an RMA, especially
to professionals. The sharing behaviour in our scenario is similar to the medical scenario in general,
i.e. patients trust and will share their data with health professionals, while wanting to retain control
over what information they share with professionals and buddies.
However, this will not be the same for all medical scenarios: it is difficult to generalise
the medical situation. For example, comparing two diseases like asthma and AIDS, people
would have different sensitivity in sharing. People having asthma might be more willing
to share their information, while people having AIDS might be less willing to share their
information.
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(a) Reason to share sleep data with buddies
(b) Reason to share sleep data with professionals
(c) Reason to share heart rate data with professionals
Figure 7.9: Participants’ reasons on sharing of sleep and heart rate data to buddies and
professionals. ’Sn’ on the X axis stands for response to functionality survey n.
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(a) Reason to share data with professionals
(b) Reason to share data with buddies
Figure 7.10: Participants’ reasons on sharing of their data with professionals and buddies.
’Sn’ on the X axis stands for response to functionality survey n.
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Change between surveys - buddy preference for sharing
We assessed participants’ willingness to share data if their buddies were their partner,
friend, family member, neighbour and someone they did not know, respectively. The as-
sessment is shown in Figures 7.11 and 7.12. Accordingly, most participants were willing
the most to share data if buddies were their partners (UPI is close to one). They were also
willing to share more if buddies were their friend than if buddies were their family (Both
UPI are high in Figure 7.12, but Figure 7.11 shows more positive responses in the highest
scale.). Nevertheless, if their buddies were their neighbour or someone they did not know,
they were not willing to share their data (UNI is higher than UPI). We infer that there must
be an engagement between patients and non-professional persons in the carer network, so that trust
is established. People would be more willing to share data only to the persons with whom they have
established trust, i.e. professionals or someone well known to them.
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(a) If buddy is partner (b) If buddy is friend
(c) If buddy is family (d) If buddy is neighbour
(e) If buddy is someone do not know
Figure 7.11: Participants’ willingness to share data with their buddies if their buddies are
their partner, friend, family member, neighbour and someone they do not know respect-
ively. ’Sn’ on the X axis stands for response to functionality survey n. The responses were
from a Likert scale (not at all (1), not reallly (2), undecided (3), somewhat (4), very much
(5)).
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(a) If buddy is partner (b) If buddy is friend
(c) If buddy is family (d) If buddy is neighbour
(e) If buddy is someone do not know
Figure 7.12: Participants’ willingness to share data with their buddies if their buddies are
their partner, friend, family member, neighbour and someone they do not know respect-
ively. ’Sn’ on the X axis stands for response to functionality survey n. The responses are
shown with user assessment index.
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Privacy and data sharing
Figures 7.13 and 7.14 show participants’ willingness to share their steps, sleep and heart
rate data if data was shared anonymously or with their names. The results show that most
participants were willing to share data anonymously. Nevertheless, if the data was shared
with their names, they were willing to share steps data (UPI is higher than UNI), but not
sleep pattern and heart rate data (UNI is higher than UPI). We infer that in our RMA people
had concerns with sharing sensitive data specially if the data kept information on their identity.
Instead, people would prefer for sensitive data to be shared anonymously. Nevertheless, people like
to share data in general, but with their consent.
192
(a) Step data shared anonymous (b) Step data shared with name
(c) Sleep data shared anonymous (d) Sleep data shared with name
(e) Heart rate data shared anonymous (f) Heart rate data shared with name
Figure 7.13: Participants’ willingness to share steps/sleep/heart rate data if the data is
anonymous or with name. ’Sn’ on the X axis stands for response to functionality survey
n. The responses were from a Likert scale (not at all (1), not reallly (2), undecided (3),
somewhat (4), very much (5)).
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(a) Step data shared anonymous (b) Step data shared with name
(c) Sleep data shared anonymous (d) Sleep data shared with name
(e) Heart rate data shared anonymous (f) Heart rate data shared with name
Figure 7.14: Participants’ willingness to share steps/sleep/heart rate data if the data is
anonymous or with name. ’Sn’ on the X axis stands for response to functionality survey n.
The responses are shown with user assessment index.
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Trust level
We assessed the level of trust participants had for buddies and professionals with each
type of data, i.e. steps, sleep pattern and heart rate data. The results are shown in Figures
7.15 and 7.16. We can see that most participants had more trust for professionals than
buddies for each type of data. In general, the trust that participants had for professionals
was constant regardless of the type of data. However, most participants had less trust for
buddies for more sensitive data, i.e. participants trusted buddies more with steps data and
sleep data, and less with heart rate data. This means that participants had specific preferences
in sharing of their data, i.e. to whom to share and which data to share. Hence, it is important that
they have access to fine-grained control of sharing for their own data.
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(a) Trust buddies with step data (b) Trust professionals with step data
(c) Trust buddies with sleep data (d) Trust professionals with sleep data
(e) Trust buddies with heart rate data (f) Trust professionals with heart rate data
Figure 7.15: Participants’ trust on professionals and buddies for three kinds of data, i.e.
steps, sleep and heart rate data. ’Sn’ on the X axis stands for response to functionality
survey n. The responses were from a Likert scale (not at all (1), not reallly (2), undecided
(3), somewhat (4), very much (5)).
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(a) Trust buddies with step data (b) Trust professionals with step data
(c) Trust buddies with sleep data (d) Trust professionals with sleep data
(e) Trust buddies with heart rate data (f) Trust professionals with heart rate data
Figure 7.16: Participants’ trust on professionals and buddies for three kinds of data, i.e.
steps, sleep and heart rate data. ’Sn’ on the X axis stands for response to functionality
survey n. The responses are shown with user assessment index.
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Trust in sharing
In Figures 7.17 and 7.18, we assessed how participants thought professionals and buddies
would have shared their data respectively. Figure 7.17 shows that participants thought
how professionals would have shared their data was consistant for all types of data. Most
participants thought that professionals would either not share their data at all, or just share
their data with professional colleagues. However, Figure 7.18 shows inconsistency in par-
ticipants’ thoughts regarding how their buddies would have shared their step data; most
of them thought their buddies would not share their sleep and heart rate data to any-
one. This means participants had more trust on professionals than their buddies, and believe that
professionals will share their data only for benefits of treatment, i.e. share only with professional
colleagues.
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(a) How professionals share steps data
(b) How professionals share sleep data
(c) How professionals share heart rate data
Figure 7.17: Participants’ thoughts on how professionals would have shared their data, i.e.
steps, sleep and heart rate data. ’Sn’ stands for response to functionality survey n.
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(a) How buddy shares steps data
(b) How buddy shares sleep data
(c) How buddy shares heart rate data
Figure 7.18: Participants’ thoughts on how buddy would have shared their data, i.e. steps,
sleep and heart rate data. ’Sn’ stands for response to functionality survey n.
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7.4 Critical analysis
OSMPs provide basic security and privacy mechanisms for access control of collected bio-
data, but a real deployment would need to improve on what is currently available. To
enable appropriate control over security and privacy, we proposed the use of a fully open
platform to enable a health provider to introduce appropriate policy and mechanisms,
based on local policy, national laws and user requirements, and reduce the risk of lock-in
to business models specific to third-parties. An open-source OSMP, such as Diaspora, can
provide maximum flexibility for connectivity, as well as allowing enhanced application
capability and customised security and privacy controls.
We built an RMA based on Diaspora and examined its utility with user study. We
found that the level of access control provided in our RMA was sufficient to the need of
users. People were satisfied with the default opt-out sharing as used in traditional clinical
setting (to share everything to everyone). Nevertheless, people needed to have a control
over sharing of their data. We also found that the sharing behaviour in our wellbeing
scenario was similar to the medical scenario in general, i.e. patients had more trust in
professionals (formal caregivers) than their buddies (informal caregivers). In addition,
in general, people did not mind sharing sensitive but useful information in our RMA,
especially to professionals. Furthermore, we found that the sharing was mainly based on
trust, i.e. people were more willing to share data to the professionals or someone well
known to them. Finally, people had concerns in sharing their sensitive data, and would
prefer if their sensitive data was shared anonymously.
In summary, our finding was that people have specific preferences in sharing of their
data, in terms of willingness to share and which data to share. To apply this finding with
health sceanrios, this means it is important that people have access to fine-grained control
of sharing of their own data. In traditional clinical settings, people give away their bio-data
and have no choices. However, in mHealth scenarios, our user study shows that people
require to retain control over sharing of their own data.
It is to be noted that we have not solved problems of privacy and data sharing in
mHealth, but we have found the preferences of people on data sharing and draw some
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conclusions. It is possible that people’s preferences can change from time to time as well
as based on persons they are interacting with.
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Chapter 8
Conclusions and future works
In this work, we demonstrate that it is feasible to use open-source systems and publicly
accessible infrastructure to achieve a suitable level of security & privacy for pervasive and
private mHealth applications. Our contribution is against the trend of previous work in
the area. As described earlier, previous mHealth projects have been based on proprietary
development and the use of closed systems, which fail to achieve an appropriate level of
security & privacy for mHealth applications.
We have shown our approach with two practical outputs. First, we proposed using
quantified-self and an open-source OSMP – Diaspora – for mHealth monitoring and alert.
Second, we demonstrated how wellbeing data generated from a personal device – Fitbit
– can be used to replace sensitive medical data, to provide useful feedback on systems
development in a pre-clinical experiment.
8.1 The use of an open-source online social media platform
To assess the suitability of the use of online social media in support of implementation of a
remote monitoring for mHealth systems, we examined the design and implementation of
two primitive functions, remote monitoring and alert systems [74] [75] [76], which could be
used to build higher-level, full RMAs for an mHealth system.
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From our analyses, we see that the use of an OSMP has the following benefits.
• Exploiting existing social relationships. Our carer network is a natural social network
within a healthcare environment, and similar relationships exist in health systems
worldwide. The use of an OSMP allows us to implement communication between
actors in a carer network, and includes the patient, the doctor in charge of the health
regime, professional carers, as well as concerned family members or friends.
• Remote monitoring. Many of the features and functionalities available in existing
OSMP platforms are useful for an mHealth scenario. Grouping mechanisms and
social communication channels of various sorts allow a rich set of relationships and
information viewpoints to be implemented. We make the case for the suitability of
an OSMP as a future platform for mHealth.
• Alerts. The OSMP allows the provision of alerts in an RMA to be delivered using the
asynchronous notification mechanisms that exist in many OSMP platforms. We ex-
amined the practicality of delivery alerts using WiFi access and and 3G connectivity.
• Security & Privacy. We identified and defined different information viewpoints in the
carer network, in terms of the actors and their respective relationships. The secur-
ity and privacy issues can be analysed in terms of these viewpoints for coherence of
policy, and to reflect the visibility of information that would exist in the natural re-
lationships between actors. We have found that OSMPs offer many useful functions,
but no single existing OSMP provides the full set of security and privacy features
that we might need for an OSMP used within mHealth. However, an open-source
OSMP platform could provide such a capability, in a manner that can be adapted to
local, national and user requirements [77].
We take the position that the use of an open-source OSMP platform would allow flex-
ible application development and modifications, reduce the costs of systems, and allow
fine-grained control of security & privacy for a future mHealth system. We believe that
the use of OSMPs would enable the collection of patient-generated data for personal and
ubiquitous healthcare in a future mHealth scenario, exploiting existing infrastructure to
reduce costs, improve application development and allow scalability of solutions.
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8.2 Quantified-self approach as a proxy for mobile health
In order to test our system interactions, we proposed and examined the use of wellbeing
devices and applications, Fitbit, with an open-source OSMP, Diaspora, to create a proxy
for an mHealth application scenario [78]. The RMA was implemented in Diaspora which
is a standards-based web platform. Being a privacy-aware and decentralized OSMP, Dia-
spora servers allow users to stay in control of their data and are administered by individual
users or organisations. Since Diaspora is an open-source OSMP toolkit, it is possible that
healthcare providers maintain their own Diaspora servers in order to keep complete con-
trol of security and privacy policies. In analogy to a healthcare provider server, we hosted
a Diaspora server using a local virtual machine server, with the Diaspora code extended
to implement the RMA, access control (privacy) policies and to provide access to the Fitbit
servers to collect measurement data.
We described a user study of an mHealth RMA system based on a wellbeing scen-
ario, exploiting the quantified-self approach to measurement and monitoring. We have
used off-the-shelf equipment, with open-source, web-based, software, and exploiting the
increasing popularity of smartphones and self-measurement devices in a user study. We
emulated an mHealth scenario as a pre-clinical experiment, as a realistic alternative to a
clinical scenario, with reduced risk to sensitive patient medical data. We discussed the
efficacy of this approach for future mHealth systems for remote monitoring. Our system
used the popular Fitbit device for monitoring personal wellbeing data, the Diaspora OSMP,
and a simple Android/iOS remote notification application. We implemented remote mon-
itoring, asynchronous user interaction, multiple actors, and user-controlled security and
privacy mechanisms. We proposed that the use of a quantified-self approach to mHealth
is particularly valuable to undertake research and systems development.
Our user study was on the investigation of privacy and information sharing in a trusted
environment of a remote monitoring application for mHealth. We justified our position by
discussing the parallelism in the scenario between purpose-driven wellbeing and mHealth
scenarios. The analogy between two purpose-driven scenarios, i.e. fitness monitoring in
wellbeing scenario and remote monitoring in mHealth, was discussed in terms of privacy
and data sharing in a practical example. We have presented arguments that the sharing
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behaviour in both mHealth monitoring and purpose-oriented wellbeing monitoring is sim-
ilar, i.e. if the context of data sharing is appropriate to the shared environment, then the
trust relationships that exist are similar. We believe that the use of wellbeing monitoring as
a proxy experiment for mHealth monitoring would make trials in the early research stages
feasible and facilitate research in this area for advancing future mHealth systems.
Our user study highlighted issues to be considered in specific situations. However, we
have found a good correspondence between the wellbeing scenario and an mHealth scen-
ario, by our use of a carer network – a socially-related group of actors in a typical healthcare
regime. We believe that the use of wellbeing monitoring as a proxy for mHealth monitor-
ing would facilitate user studies and trials in the early research stages of mHealth applic-
ations, and accelerate progress of advancing future mHealth systems. From our results,
we conclude that mHealth systems could be more successfully developed and deployed
if users were more engaged. This could be achieved by being able to visualise their own
data and being given control over who sees that data.
8.3 Summary
From Section 1.3, our thesis statement was:
It is feasible to use open and publicly accessible social media platforms based
on quantified-self for building a pervasive, private remote health monitoring
system.
Throughout this thesis, we have shown that it is feasible to use open and publicly ac-
cessible systems (an open-source OSMP) based on quantified-self (Fitbit wellbeing devices)
for building a pervasive, private remote health monitoring system. We demonstrated that
the use of public available systems, i.e. open software and platform, can provide a good
level of security and privacy and enable a pervasive remote monitoring. Of course, there
were some constraints and limitations within the scope of our user study, which we have
stated in the future work to make our approach widely applicable to reality.
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With respect to three research questions in Section 1.3, we have following responses:
Q1 Can remote monitoring be enabled using an online social network and quantified-self?
We have shown in Chapter 4 and 5 that remote monitoring can be enabled using an on-
line social network and quantified-self. In Chapter 4, we described our user study using a
parallel wellbeing scenario used as a proxy for an mHealth study. Chapter 5 described the
new concept of a carer network, as well as demonstrated how to enable a carer network us-
ing an OSMP based on quantified-self, and defined an RMA architecture used in our user
study. The results from our user study showed that the quantified-self approach worked
well as a suitable proxy for mHealth study in our contexts. We also found that the existing
social interaction in an OSN was useful to enable communication of bio-data to allow the
use of quantified-self for future remote monitoring as well as to enable communication
within a carer network.
Q2 How can we enable primitive functions of remote monitoring application (RMA) using
quantified-self and OSMP functionalities?
We have shown in Chapter 6 that two primitive functionalities of RMA, i.e. remote
monitoring and remote alerts, can be enabled using the existing OSMP functionalites. We
demonstrated this by showing an implementation of a prototype RMA using Facebook
API as well as an implementation of a real RMA using an open-source OSMP Diaspora
platform and Fitbit devices. Our RMA showed how quantified-self using OSMP can be
exploited in practice. The remote monitoring was implemented using simple web-based
interfaces in an OSMP and the remote notification was implemented as mobile applications
for popular mobile operating systems, i.e. iOS and Android. The results from our user
study also confirmed the utility of remote monitoring and remote alerts for RMA.
Q3 How can we ensure the appropriate level of privacy and level of access control for
users in RMA?
We have shown in Chapter 7 that we can ensure the appropriate level of privacy and
level of access control for users in RMA. It was clear that users need to have control over
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sharing of their data in an RMA even though traditionally, patients do not have control
of their data in clinical processes. We proposed the use of a totally open-source OSMP
to allow fine-grained control of security & privacy. We examined regulations and laws
related to mHealth and our RMA, and confirmed that all related requirements can be met
by our RMA using an open-source OSMP. The results from our user study confirmed that
the level of privacy and level of access control provided by an open-source OSMP based
on quantified-self was appropriate and sufficient for users’ needs.
8.4 Future work
As future work, first and foremost, a larger user study with a wider demographic would
be desirable. The wider demographic to represent a more diverse group of users, i.e. dif-
ferent ages and social background, would give greater insights which can be better applied
to real world mHealth deployment. Secondly, the design of the user interface is another
important issue and could be affected by users’ demographic. For simplicity, our imple-
mentation of an RMA was constructed purely to provide minimal functionalities by using
a simple web interface, and we left the detailed design of a user interface for future work.
It is to be noted that different patients would have different needs. For example, chil-
dren or younger patients might not have appropriate technical knowledge, and would
need their parents or guardians to help looking after mHealth devices. In addition, elderly
patients may need different interfaces, while patients with disabilities may need specific
devices. Accordingly, many factors need to be considered for the design of user interfaces
and the type of devices, i.e. patients with different ages, disabilities and illnesses need
different devices and interfaces for doing the same tasks. Furthermore, to apply this tech-
nology in developing countries where people are not familiar with technologies and have
different levels of literacy (unlike participants in our user study), more research is needed.
Last but not least, to consider the integration of an RMA with the EHR/PHR system
would be advantageous. In this work, we examined only the needs of patients and buddies
(informal caregivers) without considering the needs of professionals (doctors and carers).
Accordingly, this would enable a full end-to-end system and create further improvements
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in usability for healthcare systems. Finally, we have shown that our approach in this thesis
has the potential to open a new branch of research in mHealth, where additional efforts
and research can lead to further progress and better healthcare systems for the world’s
citizens in the near future.
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Appendix A
Sample collected data
Over the course of the study, the activity data (i.e. the number of steps walked per day and
the number of minutes slept per day) was stored and recorded as well as the number of
page views partipipants viewed their own data (patient’s view) and the number of page
views their buddies accessed the participants’ data page (buddy’s view). Some data was
transfered anonymously to Google Chart to process without participants’ identities. The
example of the collected data is in the following form.
id steps sleep patient’s view buddy’s view
1 14138 415 1 0
2 4535 467 3 2
3 9794 411 1 1
4 10593 344 2 3
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Appendix B
Participant information sheet
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PARTICIPANT	  INFORMATION	  SHEET 
Project	  Title	  	  Wellbeing	  monitoring	  using	  activity	  trackers	  and	  online	  social	  media	  platform	  	  
What	  is	  this	  study	  about? The	   study	   is	   being	   conducted	   as	   part	   of	   a	   PhD	   research	   project	   in	   the	   School	   of	  Computer	   Science.	  We	   are	   exploring	   the	   use	   of	   online	   social	  media	   platforms	   and	  activity	  trackers	  to	  improve	  people’s	  fitness	  level.	  This	  experiment	  aims	  to	  observe	  the	   use	   of	   online	   social	   media	   platforms	   in	   improving	   and	   motivating	   fitness	  activities	   as	   well	   as	   privacy	   and	   data	   sharing	   behaviour.	   Results	   from	   the	  experiment	  can	  help	  us	  to	  understand	  the	  usefulness	  of	  such	  a	  platform	  as	  well	  as	  the	  appropriate	  level	  for	  security	  and	  privacy	  setting.	  
Do	  I	  have	  to	  take	  part? This	  information	  sheet	  has	  been	  written	  to	  help	  you	  decide	  if	  you	  would	  like	  to	  take	  part.	   It	   is	  up	  to	  you	  and	  you	  alone	  whether	  or	  not	  to	  take	  part.	   If	  you	  do	  decide	  to	  take	  part,	  you	  will	  be	  free	  to	  withdraw	  at	  any	  time	  without	  providing	  reasons.	  	  
What	  would	  I	  be	  required	  to	  do? We	   invite	   you	   to	   participate	   in	   a	   research	   project	   examining	   the	   use	   of	   an	   online	  social	  media	  platform	  for	  wellbeing	  monitoring.	  	  For	  the	  duration	  of	  the	  study,	  we	  will	  provide	  you	  the	  Fitbit	  activity	  tracker	  and	  the	  access	   to	  our	   social	  media	  platform	  as	  well	   as	   training	   for	  using	   the	  platform	  and	  application.	  Owning	   an	  Android	   or	   iPhone	   smartphone	  which	   can	  be	   used	   for	   the	  study	  is	  required.	  Having	  a	  friend	  to	  participate	  in	  the	  study	  would	  be	  advantageous	  although	  not	  a	  prerequisite	  –	  we	  will	  pair	  you	  up	  with	  another	  participant.	  Over	  the	  course	   of	   the	   study,	   we	   ask	   you	   to	   wear/carry	   the	   Fitbit	   device,	   update	   your	  activities	  data,	  and	  use	  the	  application	  platform.	  	  Please	   give	   us	   permission	   to	   collect	   your	   anonymised	   data	   by	   completing	   and	  returning	  a	  Participant	  Consent	  Form.	  During	  the	  study,	  you	  will	  be	  asked	  to	  fill	  out	  some	  questionnaires	  voluntarily. 
Will	  my	  participation	  be	  anonymous	  and	  confidential? Absolutely.	  Any	  personal	   identifier	   in	  the	  data	  we	  collect	  will	  be	  anonymous.	  Your	  activities	  data	  as	  well	  as	  a	  change	  in	  privacy	  setting	  configuration	  over	  the	  course	  of	  the	  study	  will	  be	  recorded.	  When	  the	  data	  is	  used	  in	  demonstrations	  or	  publications,	  you	  will	   not	   be	   identified	   in	   any	   form	  unless	   you	  wish	   to	  be	   credited	   and	   give	  us	  written	  permission	  to	  be	  explicitly	   identified.	  Your	  data	  are	  only	  used	  for	  research	  purposes.	   Only	   the	   researchers	   will	   have	   access	   to	   your	   data	   which	   will	   be	   kept	  strictly	  anonymous	  and	  confidential.	  	  
Storage	  of	  data	  collected Data	  collected	  will	  be	  handled	  only	  by	  researchers	  with	  appropriate	  approval,	  and	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will	  be	  stored	  securely	  and	  indefinitely	  on	  a	  dedicated	  server	  that	  is	  only	  accessible	  to	  the	  researchers	  involved	  in	  this	  study.	  After	  analysis,	  data	  will	  only	  be	  stored	  in	  aggregate	  form	  and	  any	  personal	  identifiable	  information	  will	  be	  deleted.	  Future	  use	  and	  archiving	  of	  this	  data	  for	  scholarly	  purposes	  will	  be	  carried	  out	  as	  agreed	  in	  the	  ‘Participant	  Consent	  Form’.	  
What	  will	  happen	  to	  the	  results	  of	  the	  research	  study?	  We	  expect	  the	  results	  of	  this	  study	  to	  be	  published	  in	  scholarly	  publications	  such	  as	  	  research	   paper.	   The	   results	  may	   also	   be	   included	   as	   part	   of	   the	   researcher’s	   PhD	  thesis.	  You	  can	  elect	  to	  be	  informed	  whenever	  a	  publication	  including	  these	  data	  are	  available	  to	  read.	  
Reward	  By	  participating	  in	  the	  study,	  you	  will	  be	  entered	  into	  one	  or	  more	  prize	  draws	  for	  gift	  tokens,	  details	  of	  which	  will	  be	  sent	  to	  you	  by	  email,	  and	  you	  may	  be	  ask	  to	  be	  excluded	  from	  these	  prize	  draws	  if	  you	  wish.	  Also,	  if	  you	  achieve	  the	  maximum	  step	  overall	  as	  an	  individual	  or	  as	  a	  team	  or	  achieve	  the	  most	  improved	  number	  of	  steps	  over	  the	  course	  of	  study,	  you	  will	  be	  given	  an	  Amazon	  gift	  voucher	  as	  a	  reward.	  	  
Are	  there	  any	  potential	  risks? Our	  observation	  is	  non-­‐intrusive,	  passive	  and	  anonymous.	  We	  know	  of	  no	  risks	  for	  participating	   in	   this	  experiment	  beyond	   those	   that	  you	  experience	   in	  your	   regular	  daily	  life.	   
Questions Please	  feel	  free	  to	  ask	  any	  questions	  in	  relation	  to	  this	  project	  before	  completing	  a	  Participant	   Consent	   Form.	   Please	   contact	   Chonlatee	   Khorakhun	   (ck46@st-­‐andrews.ac.uk)	   or	   Saleem	  Bhatti	   (saleem@st-­‐andrews.ac.uk)	   should	   you	   have	   any	  questions	  about	  this	  research.	  	  
Consent	  and	  approval This	   research	   proposal	   has	   been	   scrutinised	   and	   been	   granted	   Ethical	   Approval	  through	  the	  University	  ethical	  approval	  process.	   
What	  should	  I	  do	  if	  I	  have	  concerns	  about	  this	  study?	  	  In	   the	   first	   instance,	   you	   can	   contact	   the	   researcher	  with	   any	  questions	   about	   the	  study.	   A	   full	   outline	   of	   the	   complaints	   procedures	   governed	   by	   the	   University	  Teaching	   and	   Research	   Ethical	   Committee	   is	   available	   at	   http://www.st-­‐andrews.ac.uk/utrec/complaints	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Appendix C
Participant consent form
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PARTICIPANT	  CONSENT	  FORM	  	  Project	  Title:	  	  Wellbeing	  monitoring	  using	  activity	  trackers	  and	  online	  social	  media	  platform	  	  	  Researcher’s	  Name	   	   	   	   	   Supervisor’s	  Name	  	  Chonlatee	  Khorakhun	  	   	   	   	   Prof.	  Saleem	  Bhatti	  ck46@st-­‐andrews.ac.uk	  	  	  01334	  463254	   	   saleem@st-­‐andrews.ac.uk	  	  	  01334	  461640	  	  The	  University	  of	  St	  Andrews	  attaches	  high	  priority	  to	  the	  ethical	  conduct	  of	  research.	  We	  therefore	  ask	  you	  to	  consider	  the	  following	  points	  before	  signing	  this	  form.	  Your	  signature	  confirms	   that	   you	   are	   happy	   to	   participate	   in	   the	   study,	   but	   you	   are	   free	   to	   revoke	   your	  participation	  at	  any	  time.	  	  	  Consent	  	  The	  purpose	  of	  this	  form	  is	  to	  ensure	  that	  you	  are	  willing	  to	  take	  part	  in	  this	  study	  and	  to	  let	  you	  understand	  what	  it	  entails.	  Signing	  this	  form	  does	  not	  commit	  you	  to	  anything	  you	  do	  not	  wish	   to	   do	   and	   you	   are	   free	   to	  withdraw	   at	   any	   stage.	  Material	   gathered	   during	   this	  research	   will	   be	   treated	   as	   confidential	   and	   securely	   stored	   on	   a	   dedicated	   server	   with	  limited	  access	  by	  the	  researcher	  and	  supervisor.	  Please	  answer	  each	  statement	  concerning	  the	  collection	  and	  use	  of	  the	  research	  data.	  	  I	  am	  18	  years	  old	  or	  over.	  	   	   	   	   	   	   	   	   	  Yes	  	   	  No*	  *	  I	  will	  be	  18	  years	  old	  by___________________	  (we	  can	  only	  use	  your	  data	  if	  you	  are	  18	  or	  over)	  	  I	  have	  read	  and	  understood	  the	  information	  sheet.	   	   	   	   	  Yes	  	   	  No	  	  I	  have	  been	  given	  the	  opportunity	  to	  ask	  questions	  about	  the	  study.	  	   	   	  Yes	  	   	  No	  	  I	  have	  had	  my	  questions	  answered	  satisfactorily.	   	   	   	   	   	  Yes	  	   	  No	  	  I	  understand	  that	  I	  can	  withdraw	  from	  the	  study	  at	  any	  time	  without	  	   	  	  	  	   	  Yes	  	   	  No	  having	  to	  give	  an	  explanation.	  	  I	  understand	  that	  I	  will	  not	  be	  identified	  to	  anybody	  other	  than	  researchers.	   	  Yes	  	   	  No	  	  	  I	  understand	  that	  my	  data	  will	  be	  kept	  confidential	  and	  anonymous	  	   	   	  Yes	  	   	  No	  	  and	  that	  only	  the	  researcher	  and	  supervisor	  will	  have	  access.	  	  I	  agree	  to	  my	  data	  (in	  line	  with	  conditions	  outlined	  above)	  being	  archived	   	  Yes	  	   	  No	  	  and	  used	  for	  further	  research	  projects	  /	  by	  other	  bona	  fide	  researchers.	  	  I	  have	  been	  made	  fully	  aware	  of	  the	  potential	  risks	  associated	  with	  	   	   	  Yes	  	   	  No	  	  this	  research	  and	  am	  satisfied	  with	  the	  information	  provided.	  	  I	  agree	  to	  take	  part	  in	  the	  study.	   	   	   	   	   	   	   	  Yes	  	   	  No	  	  Participation	  in	  this	  research	  is	  completely	  voluntary	  and	  your	  consent	   is	  required	  before	  you	   can	   participate	   in	   this	   research.	   If	   you	   decide	   at	   a	   later	   date	   that	   data	   should	   be	  destroyed	  we	  will	  honour	  your	  request	  in	  writing.	  	  	  Print	  name	  ………………………………….	  ……	  	  Signature…………………………………..	  	  Date………………….	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Participant debriefing form
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PARTICIPANT	  DEBRIEFING	  FORM Project	  Title:	  	  Wellbeing	  monitoring	  using	  activity	  trackers	  and	  online	  social	  media	  platform	  	  	  Researcher’s	  Name	   	   	   	   	   Supervisor’s	  Name	  	  Chonlatee	  Khorakhun	  	   	   	   	   Prof.	  Saleem	  Bhatti	  ck46@st-­‐andrews.ac.uk	  	  	  01334	  463254	   	   saleem@st-­‐andrews.ac.uk	  	  	  01334	  461640	  	  
Nature	  of	  project This	  postgraduate	  research	  project	  was	  conducted	  to	  investigate	  how	  online	  social	  medial	  platform	   implementing	   monitoring	   and	   alert	   functionalities	   can	   improve	   self-­‐monitoring	  and	  people’s	  fitness	  level	  as	  well	  as	  observe	  your	  privacy	  and	  data	  sharing	  behaviour.	  	  	  You	   were	   given	   the	   option	   to	   share	   your	   walking/steps	   data	   and	   sleep	   data	   with	   your	  buddy	   and	   the	   fitness	   professional.	   We	   have	   recorded	   your	   change	   in	   privacy	   setting	  together	  with	  your	  steps	  and	  sleep	  data	  over	  the	  course	  of	  the	  study.	  We	  analyzed	  if	  there	  were	  any	  reasons	  behind	  your	  sharing	  behaviors	  besides	  the	  information	  you	  provided	  us	  in	  the	  questionnaire.	  
Storage	  and	  use	  of	  data As	  outlined	  at	  the	  beginning	  of	  the	  study,	  your	  data	  will	  now	  be	  anonymised	  for	  analysis,	  for	  the	  purposes	  of	  the	  PhD	  study,	  and	  for	  use	  in	  scholarly	  publications	  in	  relation	  to	  the	  PhD	  study.	  
Further	  use	  of	  the	  data.	  In	   addition,	  we	  would	   like	   to	  make	   these	   anonymised	   data	   available	   for	   future	   scholarly	  purposes,	  beyond	  the	  scope	  of	  this	  PhD	  study.	  If	  you	  consent	  to	  your	  data	  being	  used	  in	  this	  manner,	  please	  sign	  at	  the	  end	  of	  this	  form.	  	  Print	  name	  ………………………………….	  ……	  	  Signature…………………………………..	  	  Date………………….	  	  	  
What	  should	  I	  do	  if	  I	  have	  concerns	  about	  this	  study? A	   full	   outline	   of	   the	   complaints	   procedures	   governed	   by	   the	   University	   Teaching	   and	  Research	  Ethical	  Committee	  is	  available	  at	  http://www.st-­‐andrews.ac.uk/utrec/complaints	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Background survey
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0% 100%
Background survey
This survey is designed to investigate your background prior to using Fitbit and Sporty platform. It will
take about 2-3 minutes to finish all questions.  
Activity and Fitness background 
 
 
* How much do you walk on average per day? 
Choose one of the following answers
 Less than 15 minutes
 15-30 minutes
 30-60 minutes
 1-2 hours
 More than 2 hours
 Other: 
(Both walking with purpose and walking in daily activities.)
*  Have you ever had a personal coach/trainer
before?
 Yes  No
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Background survey
This survey is designed to investigate your background prior to using Fitbit and Sporty platform. It will
take about 2-3 minutes to finish all questions.  
Mobile app and online social media background 
* Have you ever tried any mobile apps/platform for
self-tracking/quantified-self? Please specify. 
Check any that apply
 Fitbit
 Strava
 Nike+
 MapMyRun
 Garmin Fit
 Myzone
 MyFitnessPal
 Polar Beat
 I've never tried any.
 Other: 
* Do you use any online social media platforms?
Please specify. 
Check any that apply
 Facebook
 Google+
 Twitter
 Tumblr
 LinkedIn
 I don't use any.
 Other: 
* How often do you access the online social media
platform specified in the previous question? 
Choose one of the following answers
 Many times a day
 Once a day
 Once in a few days
 Once a week
 Once a month
 Once in a few months
220
 Not at all
 Other: 
* In general, do you prefer using desktop or mobile
app?
Choose one of the following answers
 Desktop app
 Mobile app
* According to the previous question, please specifiy
your reasons why would you prefer using desktop or
mobile app?
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Background survey
This survey is designed to investigate your background prior to using Fitbit and Sporty platform. It will take about 2-3
minutes to finish all questions.  
Motivation and attitude 
* What is your general attitude toward walking or being
active?
    
Choose one of the following answers
 Very important – Very positive. I like being activeand walking.
 Important - Aware and positive. I try to walk and beactive most of the time.
 Neither important nor unimportant
 Unimportant – I’m not aware.
 Very negative – I’m not aware and I’m not motivatedto walk or be active.
* What motivates you to walk or be more active? 
 1 2 3 4 5
To be healthy
Interested in
using a self-
tracking
app/device
To share my
activities with
online
communities
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* To what extent, could the following reasons motivate you to walk or be more
active? 
 1 2 3 4 5
Rewards
Competition
Timely alerts and
monitoring
information about
222
my physical
activity
Professional
consultant
Workout buddy
Communities and
sharing
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Submit Exit and clear survey
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Appendix F
Functionality survey
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0% 100%
Survey on functionality requirement
This survey aims to investigate the usuability of the Sporty platform for monitoring and alerts purpose as well as the
usefulness of fitness network. It should take you 3-4 minutes to finish all the questions. 
Functionality requirement ( as a patient role) 
Please answer this set of questions as have been assigned a role as a patient. This aims to
investigate the usefulness of having doctor, carer and buddy monitoring your Fitbit data, as
well as the usuablity of notifications in the Sporty platform.  
*
To what extent do you think the Sporty platform alone (i.e. to have access to your Fitbit
data, receive notificaitons, and have people in fitness network monitoring your data) is
important to improve following aspects for your fitness monitoring? 
 1 2 3 4 5
Measure and keep
track of activity
output
On time status
warning and alert
Adjusted goal
based on your
performance
Instructions from
professionals
To engage in a
community and
work toward goals
together
Closer
communication
with professionals
and buddy
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
*
To what extent do the following functionalities motivate you to work toward goals?
 1 2 3 4 5
Monitoring
functionality – I
can access
monitored data
and get up to date
information
Alert functionality
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– I can receive
notifications and
keep track of my
activity
Fitness network –
I can keep in
touch with
professionals and
buddy, get latest
information as
well as get
attention from
people in a
network.
 
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* To what extent is the following support from fitness network considered important to
you?
 1 2 3 4 5
To get quality
information and
guidance from
professionals
To find people
who also works
toward the same
goal (buddy)
To be cared for
within a
community
(community
feeling)
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* To what extent are the following objectives important to your current daily workout
and being active? 
 1 2 3 4 5
To win the prizes
at the end of the
trial
To keep fit and
improve your own
well being
To receive
notifications
saying you
accomplished a
226
goal
To satisfy people
in fitness network
(professionals and
buddy)
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* In which way was the platform helpful to you as a patient?
 1 2 3 4 5
It shows me my
real-time
activities.
It gives me real-
time and useful
notifications
It allows
communication of
bio-data with the
buddy and the
professionals
I can select which
information to
share with whom
in fitness network.
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* In which way was the platform not helpful to you as a patient?
 1 2 3 4 5
It doesn't provide
me with sufficient
control over my
data - It shares
some of my
information that I
don't want it to.
It doesn’t provide
me sufficient
control over the
application – I
have no access to
an application
setting I need.
It doesn’t provide
me sufficient
means of
communication to
227
people in fitness
network.
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey on functionality requirement
This survey aims to investigate the usuability of the Sporty platform for monitoring and alerts purpose as well as the
usefulness of fitness network. It should take you 3-4 minutes to finish all the questions. 
Functionality requirement ( as a buddy role) 
Please answer this set of questions as have been assigned a role as a buddy. This aims to
investigate the usefulness of being able to monitor your buddy's Fitbit data, as well as the
usuablity of receiving related notifications subject to your buddy's performance and the use of
the Sporty platform.  
* In which way was the platform helpful to you?
 1 2 3 4 5
It shows me my
buddy’s real-time
activities, so that,
I get up to how
he/she is doing.
It gives me real-
time notifications
related to my
buddy’s activities.
It provides me
communication
means with my
buddy
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* In which way was the platform not helpful to you?
 1 2 3 4 5
It shares my
buddy’s
information that I
don’t want to
know.
It doesn’t share
my buddy’s
information that I
want to know.
It provides me
notifications that
are neither
related nor useful
for me.
It doesn’t provide
me sufficient
229
means of
communication to
my buddy.
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
 
I've seen the
platform is
increasing in
usefulness
because...
 
I've seen the
platform is
decreasing in
usefulness
because...
 I've seen nodifference.
Please enter your
comment here:
Survey on functionality requirement
This survey aims to investigate the usuability of the Sporty platform for monitoring and alerts purpose
as well as the usefulness of fitness network. It should take you 3-4 minutes to finish all the
questions. 
Platform usefulness 
* From the beginning of the experiment until
now, have you seen a platform increasing or
decreasing in usefulness?
Choose one of the following answers
Please provide reasons why you feel like that and in
which aspects the platform is increasing or
decreasing in usefulness.
This survey is currently not active. You will not be able to save your responses.
Resume later Submit Exit and clear survey
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Appendix G
Privacy survey
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0% 100%
Survey on privacy aspect
This set of questions aims to investigate your sharing preferece of your data to professionals and buddy. It should take you 8-10
minutes to finish all the questions. 
Privacy sharing to buddy 
*
Did you turn off the sleep data sharing for buddy?
 Yes  No
* If you turned off the sleep data sharing for buddy, why?
Choose one of the following answers
 To maintain privacy
 To save battery power
 I made a configuration mistake
 I just used the same setting as my buddy
 Not relevant to me - I left the sleep data sharing ON forbuddy
 Other: 
* If you didn't turn off the sleep data sharing for buddy, why?
Choose one of the following answers
 It's useful information to share
 I made a configuration mistake
 I just used a default configuration
 I just used the same setting as my buddy
 Not relevant to me - I turned off the sleep data sharingfor buddy,
 Other: 
* If you shared your sleep data with your buddy, why?
Choose one of the following answers
 I trust him/her.
 It's not about trust. I don't mind sharing.
 Not relevant to me - I turned off the sleep data sharingfor buddy
 Other: 
* How willing were you to trust your buddy with the following data?
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 1 2 3 4 5
Sleep data
Steps data
*Heart rate
(*In this study, heart rate is only available to professionals; however, if it was also available to a buddy, how willing would
you be to share it with your buddy?)
 
Totally unwilling (1) Slightly willing (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
* How willing would you be to share your data with your buddy if your buddy is :
 1 2 3 4 5
Your partner
Your friend
Your neighbour
Your family
member
Someone you don't
know
Totally unwilling (1) Slightly willing (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey on privacy aspect
This set of questions aims to investigate your sharing preferece of your data to professionals and buddy. It should take you 8-10
minutes to finish all the questions. 
Privacy sharing to professionals 
* Did you turn off the sleep data sharing for professional?
 Yes  No
* If you turned off the sleep data sharing for professional, why?
Choose one of the following answers
 To maintain privacy
 To save battery power
 I made a configuration mistake
 Not relevant to me - I left the sleep data sharing ON forprofessional
 Other: 
* If you didn't turn off the sleep data sharing for professional, why?
Choose one of the following answers
 It's useful information to share
 I made a configuration mistake
 I just left it as a default configuration
 Not relevant to me - I turned off the sleep data sharingfor professional
 Other: 
* Did you turn off the heart rate data sharing for professional?
 Yes  No
* If you turned off the heart rate data sharing for professional, why?
Choose one of the following answers
 To maintain privacy
 To save battery power
 I made a configuration mistake
 Not relevant to me - I left the heart rate data sharing ONfor professional
 Other: 
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* If you didn't turn off the heart rate data sharing for professional,
why?
Choose one of the following answers
 It's useful information to share
 I made a configuration mistake
 I just left it as a default configuration
 Not relevant to me - I turned off the heart rate datasharing for professional
 Other: 
* If you shared your sleep data with professional, why?
Choose one of the following answers
 I trust them.
 It's not about trust. I don't mind sharing.
 Not relevant to me - I turned off the sleep data sharingfor professional
 Other: 
* If you shared your heart rate data with professional, why?
Choose one of the following answers
 I trust them.
 It's not about trust. I don't mind sharing.
 Not relevant to me - I turned off the heart rate datasharing for professional
 Other: 
* How willing were you to trust a professional with the following data?
 1 2 3 4 5
Sleep data
Steps data
Heart rate
Totally unwilling (1) Slightly unwilling (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey on privacy aspect
This set of questions aims to investigate your sharing preferece of your data to professionals and buddy. It should take you 8-10
minutes to finish all the questions. 
Sharing preference 
* How do you think your buddy would have shared your sleep data?
 1 2 3 4 5
Not share at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
 
*
How do you think your buddy would have shared your steps data?
 1 2 3 4 5
Not share at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
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 *
How do you think your buddy would have shared your heart rate data?
 (if heart rate was also available to your buddy)
 1 2 3 4 5
Not share at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
 
* How willing would you be if your sleep data is to be shared as shown:
 1 2 3 4 5
Anonymous
With your name
Totally unwilling (1) Slightly unwilling (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
* How willing would you be if your steps data is to be shared as shown:
 1 2 3 4 5
Anonymous
With your name
Totally unwilling (1) Slightly unwilling (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
* How willing would you be if your heart rate data is to be shared as shown:
 1 2 3 4 5
Anonymous
With your name
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Totally unwilling (1) Slightly unwilling (2) Not concerned (3) Slightly willing (4) Totally willing (5)
 
*
How do you think professionals would have shared your sleep data?
 
 1 2 3 4 5
Not share at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Shared with their
professional
colleagues
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
 
* How do you think professionals would have shared your steps data?  
 1 2 3 4 5
Not shared at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Shared with their
professional
colleagues
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
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 * How do you think professionals would have shared your heart rate data?
 1 2 3 4 5
Not share at all
Shared with my
friends
Shared with their
friends
Shared with my
friends and their
friends
Shared with anyone
Shared with their
professional
colleagues
Very unlikely(1) Unlikely (2) Neutral/Not sure (3) Likely (4) Very likely (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Submit Exit and clear survey
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Feedback survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
General feedback 
* How much currently do you walk on average per
day?
Choose one of the following answers
 Less than 15 minutes
 15-30 minutes
 30-60 minutes
 1-2 hours
 More than 2 hours
( Both walking with purpose and walking in daily activities.)
* What is your current attitude toward walking or
being active after the experiment?
Choose one of the following answers
 Very important – Very positive. I like beingactive and walking.
 Important - Aware and positive. I try towalk and be active most of the time.
 Neither important nor unimportant,
 Unimportant – I’m not aware.
 Very negative - I'm not aware and I'm notmotivated to walk or be active.
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Self monitoring 
*
To what extent do you think seeing how much you
walk per day motivates you to walk more and help to
improve your wellbeing?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4=
Somewhat, 5=Very much)
*
To what extent do you think Sporty can fulfill this
functionality to monitor how much you walk per day?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
*
In summary, do you think if monitoring functionality
in Sporty is useful?
Choose one of the following answers
 Yes
 No
 Neutral
* Without the monitoring or Fitbit device, would you
have been motivated to walk?
Choose one of the following answers
 Yes
 No
 Neutral
* Without the Sporty platform, would you have been
motivated to walk?
Choose one of the following answers
 Yes
 No
 Neutral
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* If there would be any reasons that make Sporty
not so useful for monitoring, what would that be? 
Check any that apply
 I think Sporty is useful for monitoring, so thisquestion is not related to me.
 
I don’t care about monitoring either my own or
my buddy’s activity. So, sporty is not useful for
this.
 Due to the existing of Fitbit app, I'd prefer touse Fitbit app to see how much I walk.
 I'd prefer if Sporty has more fancy designinterface and better navigation.
 I'd prefer if access to my data on Sporty isfaster and more reliable.
 Other: 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Notifications 
*
To what extent do you think getting Sporty
notifications/messages when you reach steps
threshold and goals is useful?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
* To what extent do you think getting Sporty
notifications/messages when there is a change in
setting to your steps goal is useful?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
* To what extent do you think getting Sporty
notifications/messages to remind you to update your
data is useful?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
* In summary, do you think to receive Sporty
notifications/messages is useful?
Choose one of the following answers
 Yes
 No
 Neutral
* If there would be any reasons that make
notifications/messages in Sporty not useful, what
would that be? 
Check any that apply
 I think notifications/messages from Sporty isuseful, so this question is not related to me.
 I’d prefer fewer notifcations.
 Other: 
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Engagement 
* To what extent do you think seeing how much your
buddy walks per day helps to motivate you to walk
more?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
* Is your buddy a close friend, family member or
your partner?
 Yes  No
*
Do you think there would be any difference between
having a close friend/family member/partner as your
buddy and having someone else you don’t know or
not close in real life as your buddy?
Check any that apply
 
Yes, I think I would be more interested in their
activities as well as be more motivated to
exercise when my buddy is someone close to
me.
 Yes, I would be concerned about privacy of mydata.
 No, I don’t see any difference.
 Other: 
* To what extent do you think having the
professional to monitor your data and send you
messages helps to motivate you to walk more?
 1  2  3  4  5
(1= Not at all, 2 = Not really, 3=Undecided, 4= Somewhat, 5=Very
much)
* In summary, do you think the fitness network
(buddy, doctor, carer) is useful to improve your
fitness/wellbeing?
Choose one of the following answers
 Yes
 No
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 Neutral
*
If there would be any reasons that make fitness
network in Sporty not useful, what would that be?
Check any that apply
 I think fitness network in Sporty is useful, sothis question is not related to me.
 I didn’t feel engage with the professional.
 I didn’t feel engage with with my buddy.
 
I didn’t have engagement with other people
who are not in my fitness network, but are
involved in the study.
 Other: 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Your choices
Checking my own
activities
Checking my buddy's
activities
Checking new messages
Your ranking
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Use of platform 
*  How many times you use Sporty platform per day?
Only numbers may be entered in this field.
* How much time overall per day you spent on
Sporty platform?
Choose one of the following answers
 No time
 0-10 mins
 11-20 mins
 21-30 mins
 31-40 mins
 41-50 mins
 51-60 mins
 More than 60 mins
* What is your main activity when accessing Sporty
platform?
Double-click or drag-and-drop items in the left list to
move them to the right - your highest ranking item
should be on the top right, moving through to your
lowest ranking item.
Please indicate the priority. The highest ranking is the most
interested activity when you access the platform. 
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Privacy and control of data 
* Do you think it’s useful to have control over
sharing of your data (heart rate and sleep)?
Choose one of the following answers
 Yes
 No
 Neutral
* Do you think if there is a difference between
sharing your data to your buddy and professional?
Choose one of the following answers
 
Yes, I trust more professionals and would
prefer to share my sensitive but useful data
to professional.
 
Yes, I trust more my buddy and would
prefer to share sensitive but useful data to
my buddy.
 No, I don’t see any difference in sharing.
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit together with
Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Social aspects 
*
Do you use any other online social media platforms other than
Sporty to link with your buddy and/or other participants in the
study?
 
Choose one of the following answers
 Facebook
 Google+
 LinkedIn
 Twitter
 Tumblr
 Not at all
 Other: 
* If it was not a fitness scenario, but a real medical scenario, would you form such a
social link to connect with other patients? 
 1  2  3  4  5
Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
* Do you use any other online social media platforms other than
Sporty to share your fitness data with other people in the study?
Choose one of the following answers
 Facebook
 Google+
 LinkedIn
 Twitter
 Tumblr
 Not at all
 Other: 
* If it was not a fitness scenario, but a real medical scenario, would you form such a
social link to share data with other patients?
 1  2  3  4  5
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Not at all (1) Not really (2) Undecided (3) Somewhat (4) Very much (5)
 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Quantified self 
* Does the experiement encourage you to start
monitoring your own activities?
Choose one of the following answers
 Yes
 No
 Neutral.
*
Were you aware of self-monitoring before the study?
 Yes  No
* If you were not aware of self-monitoring
beforehand, has engagement in this study made you
more likely to be engaged in self monitoring?
Choose one of the following answers
 More likely
 Less likely
 Neutral.
* How likely are you going to keep on self monitoring
after the experiment?
Choose one of the following answers
 
Definitely, I will get myself a Fitbit or any
similar self monitoring devices after the
study.
 
Sure, I've already own a Fitbit or any similar
self monitoring devices before the study,
and will continue.
 Not so sure, I cannot decide yet.
 Unlikely, I would like to continue, but I don'thave the device and it is too expensive.
 
Not at all, I don't plan to continue since I
don't have interest in monitoring my own
activities.
 Other: 
This survey is currently not active. You will not be able to save your responses.
Resume later Next Exit and clear survey
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0% 100%
Survey feedback
This feedback survey aims to investigate the overall improvement you've experienced from using Fitbit
together with Sporty platform. It should take you 8-10 minutes to finish all the questions. 
Study duration 
* What do you feel would have been a good duration
from the point of view of your own engagement?
Choose one of the following answers
 Study is at correct duration.
 Study should have been longer.
 Study should have been shorter.
* Ideal duration for me for the point of view of my
own engagement should be…. 
Choose one of the following answers
Please choose...
This survey is currently not active. You will not be able to save your responses.
Resume later Submit Exit and clear survey
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